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Abstract: In 2022, the European Union legislator adopted Directive (EU) 2022/2555 (NIS2) and
Regulation (EU) 2022/2554 (DORA). Combined, these laws introduced mandatory cybersecurity and
supply chain security controls for several in-scope companies. However, their introduction raised
the question of whether they improved cybersecurity practices or merely increased formal
compliance. This article seeks to answer this question using annual reports. Annual reports are
publicly available documents through which a company explains to its stakeholders the risks it
faces and how it manages them. If, over time, a company changes its internal policies and practices
for a given risk, subsequent annual reports will reflect these changes in the way that risk is
disclosed. As cyber and supply chain risks are included in annual reports, changes in cybersecurity
disclosure can signal shifts in how the company perceives and manages these risks. This article
uses the annual reports of 67 Dutch companies listed on the AEX, AMX, and AscX to investigate
whether observable changes in cybersecurity disclosure occurred before and after the introduction
of NIS2 and DORA. A change in cybersecurity disclosure might be a signal that the new
cybersecurity legislation has possibly contributed to ensure a shift in internal practices, going
beyond mere compliance.
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Introduction

Annual reports provide stakeholders with any existing or prospective financial and
non-financial risks that could influence the performance of a company (Yuthas et
al., 2002; Stanton & Stanton, 2002, p. 478; Linsley & Shrives, 2006, p. 387).
Among the mentioned risks, annual reports also include cyber risks. Cyber inci-
dents can have a significant impact on a company, both financially and non-finan-
cially. In the aftermath of a cyber incident, a company can suffer from loss of busi-
ness, reputational damage, patching costs, and potential legal liability (Campbell
et al., 2003, pp. 432-433; Kosseff, 2016, p. 404; Agrafiotis et al., 2018; Romanosky,
2016). These effects can impact the revenues or finances of a company, affecting in
the end its overall performance in the market and its long-term continuity (Bhakhri
et al., 2024; Wolff, 2022). Stakeholders can use the information on the types of
controls adopted or the standard under which the company is certified to assess
the company’s cyber health. This information, hereafter defined as cybersecurity in-
formation, provides stakeholders with an understanding of the resilience of the
company against cyber incidents and its ability to avoid losses (Arena et al., 2022,
pp. 41-42; Boggini, 2024, p. 2).

To prevent cyber incidents and their potential long-term effects, companies must
implement various cybersecurity controls and risk frameworks (Edwards & Weaver,
2024). The adoption of cybersecurity controls and risk management frameworks
comes not only as a practical necessity but also as a compliance issue (Bygrave,
2025; Fuster & Jasmontaite, 2020; Kasper, 2020; Porcedda, 2018; Rupp, 2024). In
2022, the European Union (EU) legislator adopted Directive 2022/2555 on mea-
sures for a high common level of cybersecurity across the Union (NIS2 Directive)
and Regulation 2022/2554 on digital operational resilience for the financial sector
(DORA). While having two different scopes and aims, these laws established for the
first time cybersecurity obligations for several in-scope companies. Before 2022,
only a limited number of EU companies were required under Directive 2016/1148
(NIS) to adopt cybersecurity controls. The majority of EU companies were required
to adopt cybersecurity controls only to the extent necessary to ensure the security
of personal data processing under Article 32 of Regulation (EU) 2016/679 (GDPR).
However, only from 2022 cybersecurity has become a compliance concern for sev-
eral EU companies (Schmitz-Berndt, 2021, p. 580; Schip, 2024, p. 12; Vandezande,
2024, p. 5). The obligations of NIS2 and DORA require the in-scope companies to
establish cybersecurity controls or improve their already existing cyber risk man-
agement frameworks. Article 21 NIS 2 requires entities within its scope to imple-
ment technical, operational, and organisational measures to manage cyber risks
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and prevent or minimise the impact of potential cyber-attacks. Article 5 DORA re-
quires financial entities in the scope to implement an internal governance and
control framework that ensures an effective and prudent management of Informa-
tion and Communication Technologies (ICT) risks. While Article 21 NIS2 dictates a
minimum Llist of measures,lDORA provides a detailed description of the content of
the ICT risk management framework (Articles 6-14).

Additionally, DORA and NIS2 introduced obligations regarding supply chain cyber-
security. Supply chain cyber risk has drastically increased over the past few years
(Colicchia et al., 2019; Davis, 2015; Ghadge et al., 2019; Lee, 2021; Melnyk et al.,
2022). Cyber threat actors shifted their attention to suppliers and the vulnerabili-
ties in their systems. Suppliers are considered the weakest link of the broader net-
work and information system of a company (Bohme & Moore, 2016, p. 82; Ghadge
et al.,, 2019, p. 25; Khan & Estay, 2015, p. 6; Urciuoli et al., 2013, p. 51; Varian,
2004). EU documents and academic literature have noted that suppliers are more
likely to have less rigorous risk management procedures, limited resources dedi-
cated to cybersecurity investments, and fewer legal obligations, therefore repre-
senting ideal targets for threat actors ( Urciuoli et al., 2013, p. 51; Creazza et al.,
2022, p. 19; Melnyk et al., 2022, pp. 173-174; Schip, 2024, p. 9; Recital 56 NIS2;
European Union Agency for CyberSecurity, 2025). In the digital supply chain, the
network and information system of the company and those of the suppliers often
are interconnected, facilitating cascading effects in case of cyber incidents (Colic-
chia et al., 2019; Davis, 2015; Ghadge et al., 2019; Lee, 2021; Melnyk et al., 2022).
Therefore, by targeting the network and information system of a supplier, threat
actors can easily gain access to the network and information system of another
company. Thus, relying solely on a company's risk management framework is insuf-
ficient, as poor cybersecurity practices of suppliers can also be the root cause of
cyber incidents (European Union Agency for CyberSecurity, 2025). For these rea-
sons, NIS2 and DORA introduced additional obligations for companies to manage
their supply chain cybersecurity risk. Article 21(2)(d) NIS2 requires in-scope com-
panies to have a supply chain security policy to secure their direct suppliers, while

. Based on article 21, the measures to be adopted should at least include: “(a) policies on risk analysis
and information system security; (b) incident handling; (c) business continuity, such as backup manage-
ment and disaster recovery, and crisis management; (d) supply chain security, including security-related
aspects concerning the relationships between each entity and its direct suppliers or service providers; (e)
security in network and information systems acquisition, development and maintenance, including vul-
nerability handling and disclosure; (f) policies and procedures to assess the effectiveness of cybersecuri-
ty risk-management measures; (g) basic cyber hygiene practices and cybersecurity training; (h) policies
and procedures regarding the use of cryptography and, where appropriate, encryption; (i) human re-
sources security, access control policies and asset management; (j) the use of multi-factor authentication
or continuous authentication solutions, secured voice, video and text communications and secured emer-
gency communication systems within the entity, where appropriate”.
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Articles 28-30 of DORA establish a third-party ICT risk management framework.
These articles are playing a crucial role in enhancing the security of digital supply
chains.

Building on this scenario, this article examines the patterns in cybersecurity risk
disclosure in annual reports before and after the 2022 regulatory changes. When a
company includes a risk in its annual report, different teams and bodies will re-
view and discuss the risk management policies for that risk (Lombardi et al., 2021,
p. 1441). Most importantly, drafting and approving an annual report require the in-
volvement of the management and supervisory bodies. These bodies are best posi-
tioned to initiate and require modifications and improvements to internal policies
(Galle & Vletter-van Dort, 2025; Kiesow Cortez & Dekker, 2022, pp. 451-153).
Therefore, in light of the involvement of various company bodies, the discussion
linked to annual reports can lead to revisions and improvements in company poli-
cies (Athanasakou & Boshanna, 2025, p. 5;; Kamiya et al., 2021).These changes
would then be reflected in the annual reports of the following years, where the
risk management practices related to these changed policies will be discussed dif-
ferently.

This article applies this reasoning to cybersecurity and supply chain security risks,
as well as to the regulatory timeline. If a company changes its approach and per-
ception of cyber risk, the annual reports of the subsequent years will reflect these
changes. An increased level of cybersecurity disclosure would signal that the cy-
bersecurity legislation did not push companies to mere compliance, but rather to
more active revision and improvement of cybersecurity risk management practices.
Due to the role that annual reports have and due to the changes in the EU cyber-
security legislation, this study aims to answer the following research question: “To
what extent is there an observable change in how Dutch listed companies disclose cy-
ber risk and supply chain cyber risk in their annual reports before and after the intro-
duction of NIS2 and DORA in 20227". Understanding whether and to what extent
these changes have occurred enables me to assess the effectiveness of the regula-
tory changes introduced in 2022 in altering companies’ cybersecurity risk manage-
ment approaches. This research will focus exclusively on listed companies due to
the more harmonised legislation on annual reporting and cybersecurity (Boggini,
2024).

However, before starting with the data collection and analysis, this article makes a
preliminary consideration. This study limits itself at organising and describing
quantitative data and will not conduct any analysis to establish causal inference.
Establishing causal inference would allow me to determine whether the introduc-
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tion of DORA and NIS2 directly caused a change in the data (Lawless et al., 2016).
Therefore, if changes in the data are observed during the data analysis, these
changes might also have been caused by other factors such as a rise in cyberat-
tacks or changes in reporting standards/frameworks. Nonetheless, this study is the
first to investigate how cybersecurity disclosure in annual reports has evolved over
time. As annual reports provide an overview of the risks and risk management
practices of companies, this study offers the literature and policymakers relevant
information on the evolution of cyber risk perception in companies, comparing
these changes with the regulatory time frame.

To answer the research question, this article employs a keyword research method-
ology. A similar methodology has already been used to study cybersecurity disclo-
sure in annual reports in Eijkelenboom and Nieuwesteeg (2021). The authors used
keywords to identify the cybersecurity content of an annual report, and this article
further develops their approach by covering additional cybersecurity-related key-
words and controls keywords. By doing so, this study gains a deeper understanding
of the actual content and nature of the disclosed information. Furthermore, this
study adopts a longitudinal approach, focusing on the annual reports of Dutch list-
ed companies published in 2020, 2022, and 2024. This time frame was chosen as
it allows for a before-and-after comparison. Taking 2020, the year of the adoption
of NIS2 and DORA, as a point of reference, this research goes two years backwards
and two years forward. In 2020 the majority of the companies in this study were
not subject to any cybersecurity obligations, while in 2024 DORA and NIS2 were
about to be enforced.

The remainder of this article proceeds as follows. First, Section 2 addresses the re-
lationship between legislation and compliance, discussing the various ways in
which compliance efforts can impact companies. Then, Section 3 provides an
overview of the risks and benefits of including cybersecurity information in annual
reports. Lastly, Section 4 introduces the empirical research and its results. Section
5 discusses the results and presents its limitations. Section 6 offers a conclusion.

Legislation and compliance

Legislation often struggles to keep pace with technological advancements, with
repercussions for the compliance efforts of companies. As technology develops
faster than corresponding regulation, the legislator has to choose between legis-
lating without sufficient knowledge or doing nothing in the face of emerging risks
(Butenko & Larouche, 2015, p. 66; Marchant, 2011, p 19; Fenwick et al., 2017, p.
561). As being unresponsive is not an option, the legislator often opts to regulate
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new technologies, often in spite of insufficient knowledge and uncertainties, fol-
lowing the principle of risk-based regulation (Berg, 2026, pp. 12-13; Black & Bald-
win, 2010, pp. 7-8). However, as discussed in the academic literature, the legisla-
tive output appears, at times, suboptimal, creating burdens or redundancies for the
entities within its scope.

These burdens or redundancies increase the compliance costs of companies. For
instance, the changes in cybersecurity incident response introduced by GDPR and
NIS, while building on existing practices, added an additional layer of complexity
to companies’ practices. Companies had to introduce new mechanisms and bodies,
or to modify perfectly working practices, just to ensure compliance (Hurel &
Weissinger, 2021, p. 11). Similarly, existing compliance requirements under GDPR
and Regulation (EU) 2024/1689 (Al Act) require companies to conduct separate but
overlapping assessments, without allowing for the reuse of the same assessment
twice for the two different laws (Rintamaki et al., 2026, p. 13). This means that
companies risk doubling the compliance costs by duplicating procedures just to
avoid legal sanctions. Lastly, the complexity of certain laws has transformed com-
pliance into a commodity over the years. For instance, regarding GDPR, companies
are willing to pay third parties to purchase automated assessment, dashboards, or
templates to ensure compliance with privacy obligations (de Olazabal, 2026, p. 3).
However, this creates a system in which compliance is merely performative rather
than a substantive effort to protect rights (van Zeeland, 2024). Compliance with
legislation thus appears as a burden that companies are required to bear, rather
than a conscious assumption of responsibilities.

This theme has become more relevant since the Draghi report in 2024. The Draghi
Report frames legislation on technology, including cybersecurity laws, as a factor
that could potentially hinder companies’ ability to innovate. Since EU companies
must comply with multiple tech laws, much of their resources are spent on regula-
tory compliance rather than in research and development (R&D) initiatives. In turn,
the lack of R&D investments prevents EU companies from growing in the global
tech market and positioning themselves as leaders in fields such as artificial intel-
ligence, cloud computing, and quantum computing (Draghi, 2024, pp. 77-81).

However, this paper adopts a different view of legislation. While not denying the
intrinsic problems of compliance, this paper aims to look at legislation from anoth-
er angle. The obligations introduced by the legislation, even when unclear or re-
dundant, represent an input to initiate change. While this input can also lead to
modifications of perfectly working practices or redundancies, compliance with leg-
islation requires a mandatory review of internal policies, possibly bringing to light
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shortcomings and limitations in existing practices.

The importance of cybersecurity in annual reports

Previous literature has addressed the extent to which EU reporting legislation re-
quires companies to include cybersecurity content in the annual report (Arena et
al., 2022; Boggini, 2024; Eijkelenboom & Nieuwesteeg, 2021; Nieuwesteeg et al.,
2022). However, the literature has only briefly discussed the practical benefits of
including cybersecurity in an annual report. The literature highlights three main
benefits for the stakeholders of a company. Firstly, disclosing cybersecurity infor-
mation signals the ability of the company to resist cyber-attacks (Eijkelenboom &
Nieuwesteeg, 2021, p. 4). The ability to be resilient to cyber-attacks ensures busi-
ness continuity, prevents financial losses, and protects the rights of consumers and
end users. Secondly, the inclusion of cybersecurity information in the report sig-
nals compliance with cybersecurity legislation (Eijkelenboom & Nieuwesteeg,
2021, p. 4). Nonetheless, aside from these benefits for stakeholders, including this
topic in an annual report can also improve how risk is managed internally.

The process of preparing the annual report incentivises internal collaboration
among teams, management, and supervisory board (Athanasakou & Boshanna,
2025, p. 5; Galle & Vletter-van Dort, 2025). The reporting process incentivises in-
ternal data collection, helping the company assess the effectiveness of its risk
management policies. The data gathered can be presented to the different in-
volved teams and offer an opportunity for organisational learning (Athanasakou &
Boshanna, 2025, p. 5). Through organisational learning, companies can review
their policies and practices, adjust their risk appetite for a specific risk, and en-
hance their internal risk management framework. Including the topic of cybersecu-
rity comprehensively and understandably in an annual report implies that this in-
formation gathering - and also organisational learning - is performed regarding
cybersecurity practices and policies. Consequently, these policies are subject to re-
view and subsequent improvements.

Another positive aspect of including cybersecurity in the annual report concerns
the responsibilities of the management bodies in cybersecurity under DORA and
NIS2 (Boggini 2024, pp. 7-8). Under Article 20 NIS2, the management bodies of
the in-scope entities must approve and oversee the implementation of the cyber-
security risk-management measures adopted under Article 21 NIS2. These same
bodies can also be held liable for noncompliance with Article 21. Similarly, Article
5(2) DORA requires the management bodies of financial in-scope entities to define,
approve, oversee, and take overall responsibility for implementing the ICT risk
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management framework. The management bodies should be responsible for man-
aging the financial entity’s ICT risk profile and setting its risk appetite, and for en-
suring clear and appropriate risk governance. As explained in Section 1, the draft-
ing of annual reports requires the involvement of the management and superviso-
ry bodies. The inclusion of cybersecurity information in the annual report con-
tributes to reinforcing their understanding and ownership over the cybersecurity
practices of the company (Boggini 2024, pp. 7-8). In turn, this can help ensure bet-
ter compliance with the corporate governance dimension of cybersecurity intro-
duced by Article 20 NIS2 and Article 5 DORA.

Academic literature has also theorised a fourth and last benefit associated with
the inclusion of cybersecurity information in a company’s annual report. Besides
the internal effect, including supply chain information in an annual report can also
have a positive external effect. According to Eijkelenboom & Nieuwesteeg (2021),
including cybersecurity in the annual report can stimulate discussion at the suppli-
er level. The authors believe that suppliers and other affiliated entities might fol-
low the example set by the disclosing company and implement the same cyberse-
curity measures. In other words, companies along the value chain can read the an-
nual reports and initiate the same organisational learning. While a study analysing
how suppliers can use this information is still missing, the literature does not ex-
clude that disclosure of certain information can influence decision-making and risk
assessments of stakeholders as suppliers (Amani et al., 2025, pp. 658-659).

However, cybersecurity disclosure should be balanced with security. Excessive de-
tails could expose the company to cyber risks. Cyber threat actors could gather de-
tails on the security policies or the cyber risk management framework of a compa-
ny and launch an attack. Still, companies are legally required to report on how
they manage financial and non-financial risks - including cyber risks (Boggini,
2024). As reliance on ICTs increases, not including cybersecurity in the annual re-
port would lead to noncompliance with the financial and non-financial reporting
obligations and missed opportunity for internal organisational learning.

Ultimately, companies should disclose cybersecurity information in a balanced
way. The disclosure should provide a general overview of the cybersecurity risk
management framework, including, for instance, references to key cyber controls or
relevant international standards. However, the disclosure should avoid detailed de-
scriptions of the operationalisation of these controls or where they apply in the
network and information system. An approach such as this would ensure trans-
parency for stakeholder, while maintaining security and prompting organisational
learning.
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Extent of disclosure’

Time frame and sample composition

To determine whether there is an observable change in how companies disclose
cyber risk and supply chain risk, this study will investigate the 2020, 2022 and
2024 annual reports. This research focuses on the 2020, 2022, and 2024 annual
reports, as this time frame allows for a before-and-after comparison. 2022 marks
the year when NIS2 and DORA were adopted, and this study considers it the start-
ing point of the research. To obtain the before-and-after comparison, this study in-
vestigates the annual reports of two years forward and two years backwards from
2022.

In 2020, companies were reasonably aware of the impending adoption of cyberse-
curity legislation, although they were not aware of its specific content. For NIS2,
discussions about updating the EU digital strategy began in 2019. Only in Decem-
ber 2020, the EU published a proposal for NIS2. Similarly, for DORA, starting in
2019, the Commission launched a public consultation to determine whether new
cybersecurity regulations for the financial sector were necessary (European Com-
mission - Financial Services — Improving Resilience against Cyberattacks (New Rules),
n.d.). It was not until September 2020 that the Commission proposed introducing
DORA. Therefore, 2020 was a year when companies were still unaware of the con-
tent of future legislation, nor whether the proposal would be adopted. It should be
noted that before 2020, another cybersecurity law applied in the EU, namely NIS.
NIS was the first EU-wide legislation on cybersecurity, introducing mandatory cy-
bersecurity measures for the in-scope entities (Chiara, 2022, p. 269; Vandezande,
2024, p. 2; Schmitz-Berndt, 2021, p. 580). Compared with NIS2, the scope of NIS
was limited, covering only operators of essential services from specific sectors -
defined in Annex Il NIS - and identified as such by the Member States (MS) under
Article 5 NIS. Building on NIS, NIS2 has expanded the scope of its predecessor to
include new sectors and replace the discretionary identification with a size cap
rule (Schip, 2024, p. 12; Vandezande, 2024, p. 5). Furthermore, along with NIS,
GDPR also had - and still has - a cybersecurity dimension, requiring compliance
efforts even before 2020. While primarily a privacy law, GDPR requires all compa-
nies that process or collect personal data of EU citizens to implement cybersecuri-
ty controls to reduce the risk of unauthorised access and breaches of confidentiali-
ty (Hoofnagle et al., 2019, p. 87; Kosseff, 2016, p. 405; Tikkinen-Piri et al., 2018, p.

. For the full data set, please refer to Boggini, C. (2026). Cybersecurity Disclosure in Dutch Annual
Reports [Dataset]. DataverseNL. https://doi.org/10.34894/T9HSVE.
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148; Voigt & von dem Bussche, 2017, pp. 3-7). Therefore, for the purpose of this
research, it is important to note that some companies in the sample may have al-
ready reflected compliance efforts linked to NIS or GDPR in their 2020 annual re-
ports.

On the other side of the timeline for this study, there is 2024, a year when cyberse-
curity legislation was already adopted. However, it is necessary to state that in
2024, the legislation had not applied to companies yet. For instance, DORA began
applying to companies starting from January 2025. NIS2, on the contrary, was sup-
posed to apply starting from October 2024, but delays across MS make its applica-
bility to entities operating in the EU still pending. Notwithstanding, it is reason-
able to assume that companies had already started updating their cybersecurity
strategies or information security frameworks to comply with the upcoming legis-
lation.

The sample composition for the empirical research comprises the companies listed
on the AEX, AMX, and AscX Indices of the Euronext Amsterdam in March 2024. The
AEXis the main index, including the 25 largest and most traded companies. The
AMX is the mid-cap index, comprising the next 25 largest companies not included
in the AEX. The AscX is the small-cap index, consisting of the next 25 largest com-
panies not included in the AMX. Overall, the indices contain 75 public compa-
nies.>Table 1 lists the companies that were part of these three indices in March
2024.

TABLE 1: List of companies part of the AEX, AMX, AscX index in March 2024

COMPANY'S

COMPANY'S NAME INDEX COMPANY'S NAME INDEX NAME INDEX
ABN AMRO AEX AALBERTS AMX A COMO ASCX
ADYEN AEX AIR FRANCE - KLM AMX ACCSYS ASCX
AEGON AEX ALFEN AMX AVANTIUM ASCX
AHOLD AEX ALLFUNDS GROUP AMX AZERION ASCX
AKZO NOBEL AEX AMG AMX B&S GROUP ASCX
ARCELORMITTAL  AEX APERAM AMX ﬁg:l GROUP ASCX
ASM INT AEX ARCADIS AMX BRUNEL ASCX

3. The composition of the indices is derived from Euronext Amsterdam - AEX | Live in March 2024
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COMPANY'S NAME

ASML

ASR

BE

SEMICONDUCTOR

DSM

EXOR NV

HEINEKEN

IMCD

ING GROEP

KPN

NN GROUP

PHILIPS

Prosus

RANDSTAD

RELX

SHELL

UMG

UNILEVER

WoltersKluwer

INDEX

AEX

AEX

AEX

AEX

AEX

AEX

AEX

AEX

AEX

AEX

AEX

AEX

AEX

AEX

AEX

AEX

AEX

AEX

COMPANY'S NAME

BASIC-FIT

CORBION

CTP

EUROCOMMERCIAL
FAGRON

FLOW TRADERS
FUGRO
GALAPAGOS

INPOST

JDE PEET'S

JUST EAT TAKEAWAY
ocl
SBM OFFSHORE

SIGNIFY

TKH GROUP

V LANSCHOT KEMPEN
(VLK)

VOPAK

WDP

INDEX

AMX

AMX

AMX

AMX

AMX

AMX

AMX

AMX

AMX

AMX

AMX

AMX

AMX

AMX

AMX

AMX

AMX

AMX

COMPANY'S
NAME

CM.COM

EBUSCO
HOLDING

FASTNED (FAST)

FORFARMERS
HEIJMANS
KENDRION
NEDAP

NSI

NX FILTRATION

PHARMING
GROUP

PostNL
RENEWI
SIF
SLIGRO

THEON
INTERNAT

Tomtom

Vastned

WERELDHAVE

Boggini

INDEX

ASCX

ASCX

ASCX

ASCX
ASCX
ASCX
ASCX
ASCX

ASCX

ASCX

ASCX
ASCX
ASCX

ASCX

ASCX

ASCX

ASCX

ASCX

| reviewed the sample to ensure that all 75 companies were listed on Euronext
Amsterdam in 2020, 2022, and 2024. Companies not listed during these years
would not have been subjected to the same financial reporting obligations, and,
therefore, this could bias the sample. Thus, the final sample includes only the
companies that remained continuously listed on the Amsterdam Euronext through-

out the selected period. As a result, | excluded eight companies, leaving a final
sample of 67 companies: 23 from the AEX, 23 from the AMX, and 21 from the As-
cX. The selected 67 companies operate across different sectors and Table 2 shows
their distribution by sector. Almost one-fourth of the sample operated in the man-
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ufacturing and industry, followed by companies in the chemical and food produc-
tion sector, and those in the digital infrastructure sector (Figure 1).

TABLE 2: Sectoral distribution of the 67 sample companies

SECTOR NR COMPANIES
Chemical & Food Production 13
Digital & ICT Infrastructure 8
Energy 4
Financial Entities 7
Health & Pharmaceuticals 5
Manufacturing & Industry 16
Other 9
Postal & Logistics 2
Research 1
Transport 1
Waste 1
Total 67

Sectoral breakdown

. 2% \2%/—2%
Manufacturing & Industry 3%

Chemical & Food Production

24%

“:

FIGURE 1: Sector breakdown of the 67 sampled companies.

= Other

= Digital & ICT Infrastructure
= Financial Entities

= Health & Pharmaceuticals
= Energy

m Postal & Logistics

m Transport

m \Waste
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Data Collection and methodology

This study used a keywords methodology. The keywords methodology, also defined
as text mining or word frequency analysis, has several variants and is used to
analyse the content of large volumes of textual data (Witten, 2004, p. 314; Sebas-
tiani, 2002). In its most traditional approach, the keywords methodology entails
first selecting documents from which the most frequent words are extracted. This
document and the frequency of its words are later compared with a second docu-
ment with the respective word frequency analysis (Archer, 2016, p. 2). Through this
methodology, a researcher can identify with relative ease and in a systematic fash-
ion patterns and variances in the documents, thus making inferences or qualitative
evaluations (Archer, 2016, p. 2; Witten, 2004, p. 314, Weber, 1990, p. 10; Stemler,
2001, p. 1; Sebastiani, 2002). This methodology has been applied to a variety of re-
search fields and documents, including legal and policy ones to identify patterns
for policy or legal prediction (Laver et al., 2003; Archer, 2022, p. 87; Hietala, 2014).
Most importantly, the keywords methodology represents a user-friendly and time-
effective method for analysing large data sets, while maintaining methodological
transparency and guaranteeing verifiable output (Stemler, 2001, p. 1; Archer, 2022,
p. 87).

The study at hand has adopted the keywords methodology with a variation. As this
study focuses solely on cybersecurity, | selected a set of keywords at the outset of
the data collection to limit the analysis of the word frequency. In this way, | was
able to quickly isolate the content in the annual reports related to cybersecurity
and focus the analysis only on these words. | compared the word frequencies of
each annual report with the word frequencies of the annual reports of the follow-
ing selected years. This process allowed me to highlight patterns in cybersecurity
disclosures and compare them with the legislative timeline. By doing so, | could
answer the research question underpinning this article while ensuring method-
ological transparency and verifiable results. Furthermore, | replicated the method-
ology used in a study investigating cybersecurity disclosure in 2018 Dutch annual
reports (Eijkelenboom & Nieuwesteeg, 2021).

For each company in the sample, | downloaded the annual reports for 2020, 2022,
and 2024 directly from their official websites. After downloading the annual re-
ports, | conducted an initial round of keyword research. In this first phase, |
searched for the following keywords or words containing the following stem:

e (Cyber(-)
e Information Security
e Information Technology


https://www.zotero.org/google-docs/?7myJcj
https://www.zotero.org/google-docs/?5tnRvm
https://www.zotero.org/google-docs/?5tnRvm
https://www.zotero.org/google-docs/?GTLlYh
https://www.zotero.org/google-docs/?GTLlYh
https://www.zotero.org/google-docs/?7myJcj
https://www.zotero.org/google-docs/?Vlb99f
https://www.zotero.org/google-docs/?uezhNQ
https://www.zotero.org/google-docs/?uezhNQ
https://www.zotero.org/google-docs/?5tnRvm
https://www.zotero.org/google-docs/?x8Nya4
https://www.zotero.org/google-docs/?FgLS6R
https://www.zotero.org/google-docs/?x8Nya4
https://www.zotero.org/google-docs/?9ziqhc
https://www.zotero.org/google-docs/?x8Nya4
https://www.zotero.org/google-docs/?x8Nya4
https://www.zotero.org/google-docs/?uezhNQ
https://www.zotero.org/google-docs/?x8Nya4
https://www.zotero.org/google-docs/?x8Nya4
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¢ Information Technology security
e |T security
e Data security

| selected these words because they are all related to cybersecurity. Firstly, |
recorded the frequency of each keyword, then extracted the paragraphs from the
reports that mentioned them. When keywords were found in a table, | retrieved the
full row in which each keyword appeared, to preserve the surrounding context and
associated data. If a keyword appeared in a graph, | extracted the keyword along
with both the horizontal and vertical axis labels to understand what the graph was
measuring and how the keyword related to it. Furthermore, | also recorded the
page number and the section of the annual report where the keyword appeared.
Each search hit was verified by hand, meaning the information surrounding the
keyword was read and interpreted to ensure it concerned cybersecurity.

After identifying the sections where companies disclosed cybersecurity informa-
tion, | carried out a second round of keyword research. This second round of key-
words search was conducted on the extracted paragraphs or texts obtained in the
previous phase of the research. In this phase, | focused on a different set of key-
words to analyse the nature of the cybersecurity measures and supply chain secu-
rity information disclosed by the companies. Table 3 lists all the selected keywords
and the associated cybersecurity and supply chain security controls.

TABLE 3: Key words selected to represent supply chain security information or controls information

CYBERSECURITY

CONTROL KEYWORDS

"third party’, "third parties”, "third party service provider’, "third party service
providers’, "third party vendors”, "vendors®, "vendor”, "third party vendor”, "third
Supply chain party risks", "third party risk’, "third-party", "third-parties’, "third-party service
security provider”, "third-party service providers’, "third-party vendors", "third-party
practices vendor’, "third-party risks", "third-party risk’, "service provider", "service
providers’, "supplier’, "suppliers’, "partner’, "partners’, "supply chain”, "supply
chain security”

Incident "incident handling”, "vulnerability handling’, "vulnerability management’,
management "incident management’, "incident reporting”
Business S e L .
. business continuity’, "business continuity plan
continuity
Testing "testing”, "penetration test’, "test’, "tests’, "tested”
Access

"access control’, "access management’, ‘control management’, "access controls”
management
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CYBERSECURITY

KEYWORDS
CONTROL
Data . o .
data management’, "asset management
management
Secure "multifactor authentication”, "multi-factor authentication”, "two-factor

communication authentication”, "two factor authentication”

Monitoring ‘monitoring’, "monitor’, "monitors”, "monitored”

Trainin "training’, "awareness’, "training awareness’, "trainings’, "awareness training’,
g "awareness trainings”

Security policy “framework’, "policy’, "policies’, "frameworks"

The selected keywords were deliberately broad, making them suitable for use in
annual reports. Given the need to balance disclosure with security, these terms en-
able companies to provide relevant cybersecurity information without disclosing
sensitive or detailed data.

| recorded the frequency of each keyword in this second group, verifying by hand
that the information presented around the search hit related to cybersecurity. Dur-
ing this phase, while verifying by hand the information, | recorded noteworthy ex-
amples of cybersecurity disclosure. | chose these examples based on the complete-
ness of the information provided and the extent to which stakeholders could use
this information to determine the cybersecurity posture of a company.

At the start of the research, | conducted a pilot study with these words. | randomly
selected five annual reports and manually verified that the search terms covered
all the cybersecurity and supply chain cybersecurity information in those annual
reports. After the pilot, for each company, | analysed the 2020 annual report by
first locating the cybersecurity related keywords and then analysing the extracted
text to determine the presence of cybersecurity controls keywords and supply
chain security keywords. | then repeated the same process for the 2022 and 2024
annual report.
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Results

Data analysis: cybersecurity keywords

Frequency of cybersecurity keywords
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FIGURE 2: Frequency distribution of cybersecurity keyword mentions in annual reports (2020-2024).
The figure shows an increase in the number of companies including cybersecurity-related keywords.

TABLE 4: Maximum and minimum value registered in cybersecurity keywords mentioned each year
across sample

2020 2022 2024
MAX 86 108 132

MIN 0 1 0

The analysis of the data revealed a substantial increase in the frequency of cyber-
security keywords mentioned in company reports over the years. | categorised the
data into nine brackets, each representing 15 mentions, and | assigned each com-
pany to the bracket corresponding to its number of mentions. This analysis high-
lights a growing focus on cybersecurity in annual reporting. As shown in Figure 2,
in 2020, a majority of companies (66%) made limited reference to cybersecurity,
mentioning the selected keywords fewer than 15 times. However, a noteworthy 9%
of the annual reports mentioned the cybersecurity keywords more than 45 times,
with one company reaching the maximum recorded value of 86 mentions.

By 2022, | observed a substantial shift in the frequency distribution of cybersecuri-



17 Boggini

ty keyword mentions. The number of companies in the 0-15 bracket dropped from
44 to 27, indicating a general increase in the other frequency brackets. While the
largest share of companies (40%) still fell into the lowest reporting bracket, there
was a noticeable increase in the other brackets. Companies mentioning cybersecu-
rity keywords between 16 and 45 times nearly doubled - from 25% in 2020 to
48% in 2022. This shift in distribution confirms the increasing importance of cy-
bersecurity in corporate discussions.

In 2024, the trend of increased cybersecurity keyword mentions continued, further
underlining the importance of cybersecurity in the corporate world. The 16-30 key-
words bracket was the most populated (31% of the sample), while the proportion
of companies with the lowest disclosure (0 -15 mentions) further declined to 28%
of the sample. Furthermore, the mid-range buckets (above 46 and below 91 men-
tions) substantially increased, rising from only 9% of the sample in 2022 to 25% in
2024. The highest brackets (from 91 mentions) remained unchanged, with only
two companies in both 2022 and 2024. However, the highest recorded value in-
creased from 108 to 132, signalling a further right shift in the histogram even
within the high-range bracket.

There is a noticeable upward trend in the inclusion of cybersecurity keywords in
the annual reports of Dutch companies. This trend was further contextualised by
disaggregating and reaggregating the data based on the AEX, AMX, and AscX in-
dices. This approach allows me to identify potential differences in how companies
of varying sizes and capital structures disclose cybersecurity information. | then
calculated the mean of the recorded values per index. The mean, calculated
through the mathematical mean, provides an overview of the average recorded
frequency in the index.
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Cybersecurity keyword mentions by index (2020-2024)

AEX EAMX ®AscX
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FIGURE 3: Cybersecurity keyword frequency mean by index (AEX, AMX, and AscX). The figure compares
the mathematical mean of cybersecurity keyword mentions across companies listed on the AEX, AMX,
and AscX indices in 2020

Figure 3 shows that AEX index companies consistently lead in cybersecurity key-
word mentions compared to AMX and AscX index companies. Over the observed
period, the upper and mid frequency brackets were predominantly occupied by
AEX companies, indicating their strong focus on cybersecurity. Large-cap compa-
nies, in general, included more cybersecurity information in their annual reports
than mid-cap and small-cap companies. Cybersecurity has undoubtedly gained rel-
evance in the annual reports of Dutch companies, with AEX companies leading the
trend in including more cybersecurity information.

Lastly, to better contextualise the growth in mentions of cybersecurity keywords, |
compared the frequency of cybersecurity keywords across three time intervals:
2020-2022, 2022-2024, and 2020-2024. This comparative analysis allows me to
identify both increases and decreases in the frequency of cybersecurity keywords
disclosed by each company at the beginning and at the end of the interest interval.
More precisely, the comparative analysis allows me to contextualise the extent of
growth in cybersecurity mentions in comparison with the adoption of cybersecurity
legislation. By comparing the 2020-2022 with the 2022-2024 time interval, this
study can determine whether the observed growth in mentions for each company
occurred before or after the adoption of NIS2 and DORA. The overarching time in-
terval (2020-2024) offers me insights into the overall growth trend.
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To do so, | calculated the mathematical difference between the value recorded at
the beginning of the interval and at the end of the interval. Additionally, | recorded
the maximum and minimum changes registered. Furthermore, | calculated the
sample mathematical mean and the sample standard deviation for each interval.
The mean allows me to determine the overall trend of increases or decreases in
cybersecurity keywords during the given interval. The standard deviation of the
sample offers insights into how widespread the data is compared to the mean, i.e.,
whether the companies increased or decreased the number of cybersecurity key-
words uniformly, or if the change happened only within limited companies.

TABLE 5: Changes in cybersecurity keyword mentions between 2020, 2022, and 2024. The table
summarises the mean, maximum, minimum, and standard deviation of changes in the number of
cybersecurity keyword mentions between reporting years

DIFFERENCE 2020-2022 DIFFERENCE 2022-2024 DIFFERENCE 2020-2024

MEAN 7.99 8.36 16.34

MAX 43 80 85

MIN -19 -24 -20
STDDEV  10.93 19.30 19.39

The comparative analysis shows an upward trend in cybersecurity disclosure, along
with consistent variability across the sample. In the 2020-2022 interval, as shown
in the stacked bar of Figure 4, 76% of the sample increased the number of cyber-
security keywords, while only 18% decreased. In the 2022-2024 time interval,
while 61% of the sample increased the number of cybersecurity keywords, the
number of companies decreasing the cybersecurity keywords almost doubled from
12 to 23 companies. This data shows that, while the frequency of cybersecurity
keywords increased across the three years, the most substantial increase occurred
mainly in the first time interval, i.e., 2020-2022. Nonetheless, across the entire
2020-2024 time period, the growth was consistent. The right-skewed stacked bar
in Figure 4 shows that 82% of companies increased the number of cybersecurity
keywords, while only 15% decreased it over the entire period. Overall, while unde-
niable growth was visible in the overarching 2020-2024 period, the increase in the
2020-2022 interval did not reflect the same symmetric increase in the 2022-2024
period. The spike in attention to cybersecurity occurred over the 2020-2022 inter-
val, followed by a decrease in interest among some companies.

The recorded standard deviation confirms this (Table 5). In the 2022-2024 interval
(Figure 4), some companies substantially increased their mentions of cybersecurity
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keywords, reaching up to 80 more mentions, while others reduced their mentions
by as much as 24. The relatively high standard deviation of 19.30 highly reflects
the presence of both positive and negative outliers within the time interval. Even
though the standard deviation remained around 19.30 over the overarching period,
the 2020-2024 graph is more right-skewed, suggesting the presence of more posi-
tive outliers rather than negative ones.

Increase/decrease in cybersecurity keywords

-100 -50

o "||||||"|IIII||||III||Il“""""|““||||||

50

100 150 200
H Interval 2020-2022 M Interval 2022-2024

250
Interval 2020-2024

2020-2022, 2022-2024, and 2020-2024

FIGURE 4: Change in cybersecurity keyword mentions between 2020 and 2024. The figure illustrates the
variation in the number of cybersecurity keyword mentions per company in the three selected intervals:

Data analysis: Supply chain keywords and controls keywords

Having established that attention to cybersecurity has increased over the years,

this paper proceeds to analyse the content disclosed regarding cybersecurity using
data on the frequency of supply chain and controls keywords.
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Frequency of supply chain keywords
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FIGURE 5: Frequency distribution of supply chain keyword mentions in annual reports (2020-2024). The
figure shows an increase in the number of companies including supply chain-related keywords.

What immediately emerges is that, over the years, the mentions of supply chain
keywords remained almost entirely in the first four frequency brackets (Figure 5).
In 2020, 88% of the sample fell within the 0-5 bracket, a figure that decreased to
81% in 2022. However, the number of companies with zero mentions decreased by
almost one-third, from 34 in 2020 to 24 in 2022, representing a substantial im-
provement. This data suggests a modest increase in the inclusion of supply chain
security information in annual reports. By 2024, the lowest-frequency bracket in-
cluded only 63% of the companies; nevertheless, it was the majority of the sample.
The 6-10 bracket saw a gradual increase, rising from five in 2020 to 12 in 2024.
This slow and limited increase trend is further confirmed by the fact that, in 2024,
13 companies disclosed more than 11 keywords, a substantial increase from 2020,
when only three companies did so.
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Increase/decrease in supply chain keywords
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FIGURE 6: Change in supply chain keyword mentions between 2020 and 2024. The figure illustrates the
variation in the number of supply chain keyword mentions per company in the three selected intervals:
2020-2022, 2022-2024, and 2020-2024

TABLE 6: Changes in supply chain keyword mentions between 2020, 2022, and 2024. The table
summarises the mean, maximum, minimum, and standard deviation of changes in the number of
supply chain keyword mentions between reporting years

DIFFERENCE 2020-2022 DIFFERENCE 2022-2024 DIFFERENCE 2020-2024

MEAN  1.89 1.82 3.70

MAX 30 15 20

MIN -4 -23 -4
STDDEV  5.26 5.27 5.39

When comparing the time intervals, the registered changes remain relatively low
across the three analysed intervals. In both the first and second time intervals,
each company, on average, added two more words and nearly four words in the
overarching 2020-2024 time interval (Table 6). However, as highlighted by the rel-
atively moderate-high standard deviation (which remained around five mentions),
the distribution of this increase was not uniform across the sample. While the top-
ic gained prominence in the annual reports, its distribution remained quite spread
and uneven within the sample. Nonetheless, the overall time interval from 2020 to
2024 confirms that growth occurred, although in some cases it was minimal (Fig-
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ure 6). More than half of the sample (58%) increased the keywords supply chain
mentions, 33% remained unchanged, and only 9% of the companies decreased the
number of mentions.

Overall, supply chain security issues still play a marginal role in annual reports.
Nevertheless, the security of the supply chain is only one aspect of cybersecurity,
and this data should be analysed in the broader context of cybersecurity in annual
reports. As cybersecurity information has become more prevalent, mentions of
supply chain security have increased (albeit modestly), confirming the relevance of
cyber supply chain issues in corporate discussions.

As previously done for the supply chain words and for cybersecurity, | grouped the
data on the frequency of control keywords to assess the extent to which reporting
has changed over time.

Frequency of controls keywords
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FIGURE 7: Frequency distribution of controls keyword mentions in annual reports (2020-2024). The
figure shows an increase in the number of companies including controls related keywords.

Data on control keywords behaved similarly to data on supply chain keywords.
Over the three years, the vast majority of the sample was concentrated in the first
five brackets, i.e., with 0-25 control keywords in their annual report (Figure 7).
Nonetheless, the histogram shows an evident and progressive leftward shift. In
2020, the inclusion of control keywords was quite limited. Over half of the compa-
nies (51%) mentioned only 0-5 controls keywords. By 2022, the number of compa-
nies in the lowest bracket had dropped to just 24, while more than half of the
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sample (54%) fell into the next four frequency brackets (6-25). By 2024, these four
brackets accounted for 51% of the sample, signalling a decrease in the first five
brackets in favour of mid- and high-range brackets. The number of companies in
these medium and high-range brackets rose substantially from two in 2020 to sev-

en in 2022, and then to 14 in 2024, indicating a growing trend towards higher con-
trols keyword disclosure.

Increase/decrease in controls keywords
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FIGURE 8: Change in controls keyword mentions between 2020 and 2024. The figure illustrates the

variation in the number of controls keyword mentions per company in the three selected intervals:
2020-2022, 2022-2024, and 2020-2024

TABLE 7: Changes in supply chain keyword mentions between 2020, 2022, and 2024. The table

summarises the mean, maximum, minimum, and standard deviation of changes in the number of
controls keyword mentions between reporting years

DIFFERENCE 2020-2022 DIFFERENCE 2022-2024 DIFFERENCE 2020-2024

MEAN  4.25 5.18 9.43

MAX 34 59 69

MIN -10 -37 -22
STDDEV 7.44 14.77 13.78

Lastly, the comparative analysis gives insights into how the growth happened. The
mean of the registered changes in the three intervals confirms the growing trend
(Table 7). In the first time interval (2020-202), each company, on average, added



25 Boggini

four additional control keywords to its annual reports. By the second time interval
(2022-2024), the number of words further increased by five words, resulting in a
total mean growth of nine words in the overall time period (2020-2024). However,
as indicated by the high standard deviation and Figure 8, the growth was uneven.
While the majority of companies (72%) increased the mentions of controls in the
first interval, in the second interval the growth slowed. Between 2022 and 2024,
58% of the sample continued to include more control keywords in their annual re-
ports, while 34% reduced them. The higher mean in the second interval is ex-
plained by the overall increase in the frequency of mentions registered throughout
the sample (Figure 8). Nonetheless, despite this decrease in the second interval,
the overall period shows a substantial surge in the number of mentions. Figure 8
shows a right-skewed distribution, indicating that most companies (48 out of 67)
increased the number of mentions during the 2020-2024 period. Despite the un-
even growth, the overall trend is one of progress, with the annual reports provid-
ing more details and insights into cybersecurity risk management.

Overall, the data confirms observable growth in the 2020-2024 period regarding
the inclusion of cybersecurity information in annual reports. At the beginning of
the study, for each company, | identified the sectors in which the company operat-
ed. Determining the sector helps understand the applicability of cybersecurity leg-
islation. For the final part of this study, | conducted an additional analysis by ag-
gregating the data according to the scope of NIS2 and DORA. This analysis allows
for determining whether observable changes were recorded based on the applica-
bility of cybersecurity legislation.

As explained earlier, some of the companies in this study were already within the
scope of NIS. | also sought to identify the companies that may have reflected NIS
compliance efforts in 2020 by referring to the previous study on cybersecurity dis-
closure in 2018 Dutch annual reports (Eijkelenboom & Nieuwesteeg, 2021). While
the identification as an essential services operator was fully at the discretion of
the single MS (Vandezande, 2024, p. 6), Eijkelenboom & Nieuwesteeg assumed the
identification as essential operator of a few companies part of the 2018 AEX, AMX,
and AscX indices. However, when comparing the composition of the 2018 indices
with that of 2024, only four companies out of 67 were within the scope of NIS
(Eijkelenboom & Nieuwesteeg, 2021, p. 11). The limited number of companies and
the fact that identification was at the discretion of MS prevented me from defini-
tively isolating the companies within the scope of NIS and making further evalua-
tions.
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Therefore, after identifying the sector in which each company operates, | conduct-
ed an assessment to determine which companies were within the scope of the
NIS2 and which were within the scope of NIS2-DORA.#I made the assessment
based on information available on the companies’ official website and in accor-
dance with the requirements set out in Article 2 NIS2 and Article 2 DORA. Over
half of the companies were within the NIS2 scope, while only 16% were within the
DORA-NIS2 scopes. Either legislation did not cover the remaining 21%. Overall,
more than three-quarters of the sample are required by either DORA or NIS2 to
adopt cybersecurity controls or a cybersecurity risk framework.

Distribution of companies by applicable cybersecuirty
legislation

NIS2
5 None

= DORA- NIS2
42

FIGURE 9: Distribution of companies by applicability of cybersecurity legislation (NIS2 and DORA)

| disaggregated and reaggregated the collected data based on the scope of DORA-
NIS2, NIS2, or no legislation. For each group, | calculated the sample mathematical
mean and standard deviation from the frequency of keywords in 2020, 2022, and
2024. Additionally, for each year, | recorded the highest and lowest registered val-
ues . Furthermore, for each group and keyword set, | conducted a comparison over
a two-year time interval. For each time interval (2020-2022,2022-2024,
2020-2024), | calculated the sample mathematical mean, standard deviation, and
maximum and minimum registered values. Tables 8, 9, and 10 below show the

. NIS2 scope overlaps with DORA scope. DORA is lex specialis when compared to NIS2 (Article 3 DO-
RA). As stated in recital 16 DORA, DORA introduces more stringent risk management and reporting
requirements in NIS2. For this reason DORA can be deemed lex specialis and NIS2 shall not apply
(Article 4 NIS2).
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TABLE 8: Descriptive statistics of cybersecurity keyword mentions by legislative scope
(2020-2024). The table summarises the mean, maximum, minimum, and standard deviation of
cybersecurity keyword mentions for companies subject to DORA-NIS2, NIS2 only, and no
cybersecurity legislation.

DORA-  Total
NIS2 2020
MEAN  36.64
MAX 86.00
MIN 6.00
STDDEV  29.80
ns2 OO
MEAN  14.60
MAX  48.00
MIN 0
STDDEV 11.23
NONE OO
MEAN 1250
MAX  40.00
MIN 0
STDDEV 11.98

Total
2022

48.45

108.00

2.00

31.52

TOTAL
2022

22.31

91.00

2.00

16.54

TOTAL
2022

18.36

51.00

1.00

13.55

CYBERSECURITY KEY WORDS
Total Difference Difference
2024 2020-2022 2022-2024
63.91 11.82 15.45
132.00 31.00 49.00
25.00 -19 -15
32.79 17.47 20.44
TOTAL DIFFERENCE DIFFERENCE
2024 2020-2022 2022-2024
30.64 7.71 8.33
110.00  43.00 80.00
1.00 -6 -24
23.39 10.11 19.56
TOTAL DIFFERENCE DIFFERENCE
2024 2020-2022 2022-2024
21.14 5.86 2.79
68.00 19.00 50.00
0 -3 -23
19.39 5.50 16.98

Difference
2020-2024

27.27

65.00

-20

22.99

DIFFERENCE
2020-2024

16.05

85.00

-4

17.77

DIFFERENCE
2020-2024

8.64

58.00

-19

18.49

TABLE 9: Descriptive statistics of supply chain keyword mentions by legislative scope (2020-2024).
The table summarises the mean, maximum, minimum, and standard deviation of supply chain
keyword mentions for companies subject to DORA-NIS2, NIS2 only, and no cybersecurity

legislation
DORA-  Total
NIS2 2020

Total
2022

SUPPLY CHAIN KEYWORDS

Total
2024

Difference
2020-2022

Difference
2022-2024

Difference
2020-2024
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MEAN  6.27
MAX 30.00
MIN 0

STDDEV 9.22

ns2 OO

MEAN 1.83
MAX 13.00
MIN 0

STDDEV 2.93

o T

MEAN 0.79
MAX 5.00
MIN 0

STDDEV 1.63

8.27

41.00

11.88

TOTAL
2022

3.93

43.00

8.35

TOTAL
2022

1.93

13.00

3.52
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SUPPLY CHAIN KEYWORDS

11.91

48.00

0

15.08

TOTAL
2024

5.86

29.00

7.13

TOTAL
2024

2.00

9.00

3.14

2.00

11.00

-2

3.58

DIFFERENCE
2020-2022

2.10

30.00

-3

6.06

DIFFERENCE
2020-2022

1.14

13.00

-4

3.72

3.64

14.00

3

5.48
DIFFERENCE
2022-2024

1.93

15.00

-23

5.76
DIFFERENCE
2022-2024

007 121

500  7.00

-7 -4

267 286

5.64

18.00

7.15

DIFFERENCE
2020-2024

4.02

20.00

-3

5.34

DIFFERENCE
2020-2024

TABLE 10: Descriptive statistics of controls keyword mentions by legislative scope (2020-2024).
The table summarises the mean, maximum, minimum, and standard deviation of controls keyword
mentions for companies subject to DORA-NIS2, NIS2 only, and no cybersecurity legislation.

DORA- Total
NIS2 2020
MEAN 13.64
MAX 38.00

Total
2022

19.45

42.00

CONTROLS KEYWORDS
Total Difference
2024  2020-2022
3409 582
75.00  19.00

Difference
2022-2024

14.64

59.00

Difference
2020-2024

2045

69.00
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CONTROLS KEYWORDS
MIN 0 1.00 3.00 -4 -16 -4
STDDEV 11.79 13.89  25.07 710 21.31 21.85
NIS2 TOTAL TOTAL  TOTAL DIFFERENCE DIFFERENCE DIFFERENCE
2020 2022 2024 2020-2022 2022-2024 2020-2024
MEAN 6.33 10.14 14.71 3.81 4.57 8.38
MAX  32.00 47.00 48.00 34.00 38.00 37.00
MIN 0 0 0 -10 -37 -5
STDDEV 6.16 9.02 12.73 6.95 13.41 10.59
NONE TOTAL TOTAL TOTAL DIFFERENCE DIFFERENCE DIFFERENCE
2020 2022 2024 2020-2022 2022-2024 2020-2024
MEAN 6.50 10.86 10.43 4.36 -0.43 3.93
MAX  23.00 41.00 34.00 31.00 16.00 20.00
MIN 0 0 0 -9 -17 -22
STDDEV 6.98 11.55 10.08 9.34 8.94 10.23

On average, companies subject to both DORA and NIS2 outperformed those sub-
ject to either only NIS2 or no legislation (Tables 8, 9, 10). DORA-NIS2 companies
performed better not only in the single-year comparison but also in the interval
comparison. The total yearly data on cybersecurity keywords, supply chain security,
and control keywords indicate that DORA-NIS2 companies have included more

keywords each year, signalling a more open and detailed discussion of cybersecuri-

ty issues than the other companies in the sample. Furthermore, in the three-year

interval comparison, DORA-NIS2 companies systematically included, on average,

more cybersecurity, supply chain, and control keywords than NIS2 and no-legisla-
tion companies. This data confirms that, compared with other companies, DORA-

NIS2 companies increased the most in the disclosure of cybersecurity information.
Consequently, this signals that, on average, companies in the financial sector were
providing increasingly detailed information to stakeholders about their cybersecu-
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rity practices. Nonetheless, as indicated by the high standard deviation, growth
was not uniform across the three groups, even in the DORA-NIS2 group. In each
group, some companies were more inclined than others to disclose cybersecurity
information, making it impossible to determine regular patterns in growth.

Examples of disclosure

During data collection, | recorded noteworthy examples of cybersecurity disclo-
sure. The tension between disclosure and security often surfaced. In some in-
stances, companies often did not disclose sufficient information to stakeholders to
allow them to understand how cyber risk was addressed. This was especially evi-
dent in companies with few mentions of cybersecurity controls. However, many
other companies demonstrated that cybersecurity disclosure can be easily carried
out by balancing disclosure with security. | chose these examples because they
present information in a sufficiently clear fashion while maintaining a sufficient
level of generality.5

An example in this regard is to list numerous types of controls in place to protect
the network and information system from cyber threats:

“To protect our data and systems, [X] [...] implement][s] in-depth defense and a zero-
trust environment, using [...] detection mechanisms, anti-malware, anti-phishing
protection, and identity threat-prevention solutions/controls. In addition, we have
[...] monitoring mechanisms to detect [...] potential vulnerability or weakness [...].
We [...] educate our employees and enhance our cybersecurity training programs |[...].
We [...] continue to review and improve our incident response [...] and conduct]...]
cyber drills to make sure [X] is equipped to handle any [...] incidents”

“[X] reqularly perform[s] internal control testing of IT general controls including
identity & access management, change management and incident management and
we have [...] processes in place to mitigate cyber security threats such as single sign
on and multi-factor authentication, patch management, firewall management and
back-up and recovery management?

“Organisational measures include[s] an ongoing training programme, awareness

5. These examples are presented in an anonymised format, so as to maintain the anonymised format
of this empirical research.



Boggini

campaigns, phishing tests, identity access management and more [...] to prevent
cybersecurity risk [...]. In addition, multiple layers of technical safeguards and
measures have been established that [...] protect against cyberattacks and ensure
business continuity; these include measures such as network segmentation, multi-
factor authentication and backups. Amongst others, penetration tests are performed
on a regular basis [...]. The Internal Audit department is also involved to monitor

progress [...J"

“[...] The Company believes [...][the] preventative measures in place adequately
mitigate the risk of a significant [...] IT incident. Such measures include:  Diversity
and physical separation of systems across our businesses|...] « Complete asset
management of IT and IT network inventory. [...] * Proactive patching processes [...]
e Separation of business IT networks, operational technology, and production
networks e Segregation of IT networks in different risk segments e [...] monitoring
activities on the networks and/or endpoints « Disaster recovery planning including
dry runs and tabletop exercises ¢ Information security training and compliance
programs e [...] next generation firewalls, encryption, physical access controls,
endpoint detection and response software for virus and malware detection and
remote-controlled countermeasures, multi-factor authentication [...], staff and
privileged accounts, on-site and off-site offline backup schemes ¢ Regular testing of
backup [...] « Websites [...] hosted and maintained by an external partner and |[...]
not connected to the company’s computer network [...].”

These examples show how the companies provided stakeholders with a sufficient-

ly detailed explanation of how they addressed cybersecurity risk. Furthermore, all

the examples mentioned above show that the companies at hand included several

controls, often exceeding the keywords used in this research. Nonetheless, this
kind of information does not provide details on how these actual controls work or
which segment of the network or information system they are applied to. This pre-

vents potential threat actors from gaining useful knowledge to mount an attack.

Alternatively to listing controls, to demonstrate to stakeholders how the company
secures its network and information system, a company can refer to the technical

standards that underpin the company’s information system framework:

“[X]’s information security policy is based on [...] standards, like ISO 2700x, COBIT
2019, NIST Cybersecurity framework, SOCZ2 principles, PCI DSS, COSQ, [...], ITIL. [...]”
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“[X] developed our information security framework by applying the 1SO 27001 [...]
across its 14 domains and by driving security maturity — from policy setting, asset
management and access control to incident management and more. For each of
these domains, [X] have tailored controls in place, [...] assessed routinely [...] to
ensure compliance and effectiveness. In addition, [...] incident-reporting tool[s]
[...Jmake sure that all IT and information security issues can be reported, correlated
and investigated”

“[...], [X] [...] has introduced the Cybersecurity [...] Framework, which aligns with
industry best practices such as ISO 27001 and NIST. This framework provides a [...]
foundation for our cybersecurity initiatives and ensures [...] assurance and maturity
in our cybersecurity posture”

By referencing the standards, a company can effectively and briefly show its ap-
proach to cyber risk. For a stakeholder, knowing that a company complies with a
given standard provides a certain level of reassurance. On the contrary, for a threat
actor seeking to exploit information published in the annual report, knowing that
the company has obtained a given certification or complies with a given standard
does not automatically clarify where the network and information system's vulner-
abilities lie. Therefore, without explaining how and to what extent these frame-
works are implemented in practice, a company can easily allow the stakeholders to
understand how cyber risk is managed and solve the transparency vs security di-
chotomy.

While conducting the research, | also found noteworthy disclosure practices re-
garding supply chain risk. For stakeholders to be able to use this information, the
annual report should cover topics such as how a company assesses its suppliers,
how the company monitors the suppliers’ compliance with contractual obligations,
how the company’s internal policies account for the risk of supply chain cyber dis-
ruptions, or how they coordinate cybersecurity practices with suppliers. For in-
stance:

“As the dependence of our safety relies on the [...] protection of our vendors and
partners we keep investing in a better control of these risks. [...] we updated our
procurement procedures by adding requirements for both IT and OT, setup risk
profiles for [...] vendors and partners. We also assessed our [...] IT vendors on NIS-2
compliance and have put a monitoring tool in place to track [...] their [...]
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cybersecurity health”

“Business Continuity Planning (BCP) and IT security are [...] areas of focus to make
sure suppliers and sub-tier suppliers have clear contingency plans to continue to
supply [...] in the event of external events, [...]. Having robust IT plans in case of
cyberattacks and other threats are [...] growing in priority. We are working with
suppliers to validate that [...] IP is protected, and is able to continue to operate
should an attack take place’

“Cybersecurity remains a major source of concern for our suppliers, and [X] has [...]
experienced supply shortages and delivery risks due to suppliers [...] cybersecurity
issues. We [...] added cybersecurity to our supplier audits and supplier scorecards.
From this, we [...] identified gaps in suppliers’ cyber environments, and driven them
to correct these or risk losing [X]'s business. [...] we expect continued advancements
from malicious actors, and we will drive our suppliers to keep up with the latest
protocols and protections, [...] ensuring that [...] continuity plans are in place in the
event of an incident”

“[...] [X] started the [...] Circles of Trust initiative [...]. The circle of trust’ is a network
of peers and suppliers who [...] embrace the same information security standards
and raise their performance against these standards. The network also drives the
exchange of knowledge and best practices between [X], suppliers and ecosystem
partners. We share best practices to help our [...] partners develop and reinforce
security maturity. [...] Annually we hold master classes with our [...] key suppliers
and [...] our neighbour companies to increase information security awareness and
knowledge [...], and to share practical tips, tricks and strategies, for example about
[...] ransomware.|[...]”

“[...] [X] [...] conducted an IT Risk Survey which received responses from [...]
suppliers. The purpose of this survey was to assess the risk profile of our [...]
suppliers with a focus on [...] governance of issues such as data protection,
requlatory compliance and data breach risk management. The survey responses
were analyzed [...] which led to the categorization of suppliers into different risk
levels. Following the survey, two IT security sessions were organized to ensure that
[...] suppliers remained at manageable risk levels. [...]”
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A last topic that emerged from the annual report is the link between legislation
and compliance efforts. Several companies signalled to stakeholders how legisla-
tion was used to revise or improve their internal policies to align them with regu-
latory requirements. These paragraphs confirm the role that legislation can play in
forcing companies to rethink their practices. For instance:

“[...] In 2024, the Supervisory Board identified areas where further education was
required, particularly in emerging technologies developments [...]. For instance, the
Audit & Risk Committee received an in-depth briefing on the implications of the
NIS2Z [...], enhancing the Supervisory Board's understanding of its impact on
cybersecurity and compliance. [...]. These educational activities align with the best
practice provisions from the corporate governance code’

“[...]To protect our information technology (IT) infrastructure, we conduct ongoing
assessments with a particular focus on cybersecurity. Our IT team is partway
through implementing an IT security and governance framework [...]. As part of this
process, we are developing a complete set of updated and modernized IT policies,
aligned with industry standards and the NIS2 directive”

“NIS2, which aims to enhance the cybersecurity of critical infrastructure and digital
service providers in the EU, must be implemented into national law by October
2024. [...]. In recent years [X] invested heavily in cybersecurity across the
organization and has taken extensive measures, both on technical and governance
perspective, intensified reporting protocols and has a detailed security roadmap, to
comply with the NIS2 directive prior to the conversion into Dutch and Belgian law.”

“In the upcoming year, the NIS2 directive will be implemented. [...] [G]roundwork for
this initiative was already laid in past years. We have set up an incident response
procedure and held cyber crisis exercises on how to respond in case of an incident.
Furthermore, [X]'s IT unit has been expanded, as have the roles related to security.
[X] becomes more dependent on (information security in) supply chains, such as [...]
partners and various third party [...] software tools and services. This requires careful
supply chain management to ensure both security and compliance with applicable
regulations [...].”

All the above paragraphs are tailored to the types of initiatives in place in the re-
porting companies. Stakeholders could use such information to assess companies’
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risk management approaches to cyber and supply chain risks. The reader should
consider this collection of paragraphs as examples representative of how compa-
nies can explain their internal cybersecurity policies and compliance efforts. This
study abstains from making any qualitative evaluation of these paragraphs.

Discussion and limitations

The analysis shows an increase in the frequency of keywords in the annual reports
of Dutch-listed companies. From 2020 to 2024, the amount of cybersecurity con-
tent in annual reports has increased. Companies not only increased cybersecurity
controls but also improved their quality. The annual reports have started to pro-
vide more detailed content, including examples of the types of controls in place to
prevent cyber threats. Nonetheless, although cybersecurity issues have gained
greater importance in Dutch companies’' annual reports, the presence of supply
chain issues remains limited. While the growth has been relatively limited in terms
of numbers, the overall data show a gradual increase in the mention of supply
chain cybersecurity issues over the years. While in 2020 the number of companies
in the sample with zero mentions was 34, in 2024 it decreased to 22, meaning that
almost two-thirds of the companies included at least a reference to supply chain
security issues in their annual reports.

As the analysis shows, growth has occurred mainly during the 2020-2022 period
rather than during the 2022-2024 period. The companies increased their cyberse-
curity content more before the entry into force of NIS2 and DORA than in the sub-
sequent time interval. While growth continued during the 2022-2024 period, not
all the companies in the sample proportionately increased their cybersecurity con-
tent during this second interval. The pressure created by the implementation of
NIS2 and DORA may have brought greater attention to cybersecurity. Annual re-
ports provide stakeholders with information on any existing or prospective events
that can impact the company. Compliance efforts are an example of such events.
Therefore, compliance with NIS2 and DORA may justify the larger increase in the
first time interval than in the second.

Nonetheless, over the three years, companies did not grow evenly, with some
growing more than others. Based on the data, companies in the AEX and those
subject to DORA-NIS2 had the highest recorded values and led growth in cyberse-
curity content. AEX companies are the largest companies in the Euronext Amster-
dam index. Therefore, these companies have greater exposure to risks than the
other companies. Their annual reports cover a wider range of financial and non-fi-
nancial risks. As cybersecurity risks have emerged, these companies might have
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felt the need to discuss cybersecurity more. This explains why these companies
might also include more cybersecurity information, always staying ahead of the
curve. As per the DORA-NIS2 companies, i.e. financial companies, they are also of-
ten exposed to more risks than other companies. Furthermore, the additional legal
pressure from DORA might have pushed these companies to discuss cybersecurity
internally and thus include it in their annual reports.

Overall, the data collected confirm a clear shift in how companies disclose cyber-
security and supply chain security in their annual reports. Cybersecurity informa-
tion has become more prevalent and more detailed, as well as supply chain securi-
ty information. If in 2020 cybersecurity covered only a limited part of annual re-
ports, by 2024 cybersecurity issues were undeniably more widely discussed. This
provides a positive answer to the research question posed at the beginning of this
article.

The changes in the annual report reflect growing attention to cybersecurity in the
corporate domain. This growing presence means more discussion at the manage-
ment and board levels about cybersecurity, leading to greater organisational learn-
ing and better cyber risk management practices. Overall, this increased attention
contributes to improving the security of the EU network and information systems,
thereby achieving the goals of NIS2 and DORA. Based on the evidence in this pa-
per, the compliance efforts for DORA and NIS2 seem not to have translated into
on-paper compliance but have actually permeated the corporate structure and fos-
tered more discussion regarding cybersecurity. To continue this trend, it would be
fundamental that the EU bodies continue to further legislate on cybersecurity, so
as not to lose the momentum gained with DORA and NIS2.

While the data show that 2022 was a turning point in cybersecurity disclosure
practices, this study has a few limitations. The study does not establish causality,
and, based on the collected data, it is therefore impossible to prove that legisla-
tion was the sole driver of this increase in cybersecurity information. Other factors,
such as recent cyberattacks, changes in reporting standards/frameworks, and
geopolitical tensions, could also have affected the amount of cyber information in-
cluded in a company’s annual report. An annual report might highlight events such
as cyber-attacks or geopolitical crises as events that impacted the company finan-
cially or non-financially during the year. Therefore, a more extensive discussion of
cybersecurity might have occurred, affecting the data collection for this study. Sim-
ilarly, changes in reporting standards can affect how companies discuss a specific
risk, such as cyber risk, to varying degrees. Lastly, this research is based on key-
word research. Information on cybersecurity, controls, or supply chain issues might
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not have been captured if discussed under other keywords not considered by this
study. A further study using a qualitative approach may confirm the results of this
research.

Conclusion

This article examined whether observable changes occurred in how companies
disclose cyber risks and supply chain risk in their annual reports after 2022. The
2022 regulatory changes introduced more cybersecurity and supply chain security
obligations. These obligations required companies to review or modify their cyber-
security and supply chain security policies. As an annual report reflects how a
company perceives and acts on a specific risk, the 2022 regulatory changes might
have changed how companies perceive and address cyber risk and supply chain
risk. To understand this, | investigated the 2020, 2022, and 2024 annual reports of
67 Dutch-listed companies. For each annual report, | searched and recorded spe-
cific keywords related to cybersecurity, controls, and supply chain. The data
showed an observable change not only in the amount of information disclosed but
also in its quality. Given the role of annual reports in reflecting changes in corpo-
rate policies, the changes registered in cybersecurity disclosure signal a shift in cy-
bersecurity corporate governance practices.
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