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Abstract: Interoperability has long been a central, though often overlooked, feature of digital 
systems. As visions of the metaverse evolve, it has become a key site of contestation. Some 
advocate for adversarial interoperability to break down platform lock-in and promote user freedom, 
while others warn that mandated openness could compromise security and reduce incentives for 
innovation. To make sense of these tensions, we propose a framework that links decisions about 
openness and closure to actor-specific economic and security goals. We identify ‘Varieties of 
Interoperability’ and illustrate this framework through structured examples from two components 
of the infrastructure layer – cloud and devices – drawn from publicly available corporate 
documents, policy reports, and scholarly analyses. Our analysis extends a prevalent narrative of 
corporate economic closure versus user-driven openness, showing that openness itself can also 
serve security-driven aims, such as coordination among trusted actors. The framework further 
suggests that, as geopolitical rivalries and digital sovereignty claims intensify, international 
security motivations may increasingly favor closure against rivals, raising the possibility of a 
fragmented ‘splinterverse’ rather than a unified global metaverse. 
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This paper is part of Governing the metaverse through the lens of the public sphere, a 
special issue of Internet Policy Review guest-edited by Annelieke A.M. Mooij and Sunimal 
Mendis. 

I. Introduction 

The metaverse has emerged as a prominent, yet contested vision of digital evolu-
tion, with no single definition prevailing among those shaping it. Ball (2022) pre-
sents it as a “massively scaled and interoperable network of real-time-rendered 
immersive virtual worlds that can be experienced synchronously and persistently” 
(p. 29) shared by unlimited users with continuity of data. The company co-founded 
by Neal Stephenson, who coined the term, describes it as the evolution of our lives 
online into richer 2D and 3D spaces to create, explore, socialise, and transact 
(Lamina1, 2023). From a scholarly perspective, Floridi (2022) approaches the meta-
verse primarily as an experiential environment, while identifying interoperability 
as one of its central challenges. Rather than constituting a universally agreed re-
quirement, interoperability thus emerges as a point of contestation across differ-
ent visions of the metaverse. 

While interoperability is often defined as the ability of systems to share services or 
resources with other systems (Berg, 2024), there is a risk of embedding normativity 
as an inherently desirable outcome. If interoperability is instead approached as a 
site of contestation – where openness represents one side of a broader continuum 
– we may avoid a prescriptive lens on the issue, enabling a more nuanced reading 
of this phenomenon that captures the diverse forms and motivations underlying 
reduced interoperability. Several digital ecosystems today function as closed 
“walled gardens” that prioritise internal integration and limit external compatibili-
ty. Apple’s Vision Pro, for instance, operates within a tightly controlled ecosystem, 
selectively constraining interoperability through its proprietary architecture. At the 
same time, interoperability can be enhanced in closed systems to connect trusted 
partners, as is the case of Apple’s integration with Google’s Gemini. These design 
decisions reflect the interests and values that shape technological development 
(Feenberg, 2008). 

In this article we argue that interoperability, as a fundamental domain of contesta-
tion in contemporary digital governance, is decisive for the future of the meta-
verse. From this perspective, decisions about openness or closure reflect the eco-
nomic and security priorities of different actors. States may support open systems 
to enhance innovation and growth while seeking closure to protect national infra-
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structure. Firms may embrace openness to expand markets or ecosystems, while 
imposing limits to protect intellectual property or reduce dependency. Users, too, 
face trade-offs: convenience and cost versus privacy and control. 

Scholarship on open and closed systems is not new; management studies have 
long examined their organisational and strategic implications. Yet recent works in-
creasingly address how such architectures shape power asymmetries among ac-
tors. Doctorow (2024) offers one critique of the decline of interoperability. He ar-
gues that the erosion of openness on the internet is not the result of technical lim-
itations but of deliberate corporate and legal strategies that prevent users from 
connecting freely across systems. 

While some emphasise the social and civic benefits of openness (Doctorow, 2024; 
Gasser & Palfrey, 2008), the geopolitical stakes of interoperability in a fluid artifact 
such as the metaverse have been sidelined. In an era of growing international se-
curity competition and digital sovereignty claims, decisions about openness and 
closure intersect more clearly with national goals (Pohle, 2025). States treat digital 
architectures as strategic assets: the control of digital infrastructures, standard-
setting organisations, and platform ecosystems can shape global influence as 
much as trade or military power. With increasing weaponised interdependence 
(Farrell & Newman, 2019), interoperability is silently at the center of this competi-
tion. 

In this scenario for competing markets and political control, conflicting visions of 
how the metaverse should be built and governed emerge (Egliston et al., 2024). Is 
the metaverse heading toward a pluralist integration of systems or toward frag-
mented, incompatible “metaverses”? How are economic and security priorities 
shaping these trajectories? To explore these questions, we analyse how various 
corporate actors support, shape, and interpret interoperability in this artifact. We 
ask, how do different actors and their priorities influence the development of ar-
chitectures that either enable or constrain interoperability? Can we identify vari-
eties of interoperability emerging at this stage? 

To address these questions, this article is organised as follows. Section II draws on 
political economy approaches, digital platform studies, and geopolitics to show 
that struggles over openness and closure have long shaped digital governance, 
even if their implications have only recently become apparent. By bringing these 
perspectives together, we situate interoperability at the center of the paths for dig-
ital governance. Section III develops our framework and defines interoperability as 
a system-architecture choice shaped by actors’ economic and security interests. It 
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then identifies the main dimensions and mechanisms through which these choices 
manifest. Section IV applies this framework to the infrastructure layer to show how 
different actors compete and cooperate in this regard. The final section concludes 
by discussing the implications of these findings for the future of digital gover-
nance. 

II. Tracing interoperability: From platform ecosystems 
to weaponised digital infrastructures 

While interoperability is often discussed as a desired goal, it is more accurately un-
derstood as a contingent outcome shaped by competing interests among users, 
firms, and governments. The struggles over openness and closure, as we will show, 
have always been present in business and digital platform literature. However, 
with the increasing geopolitical rivalry, it has become clearer that interoperability 
sits at the core of the international security competition and the weaponisation of 
interdependence. We draw on the literature on Varieties of Capitalism (VoC), plat-
form ecosystems, and international relations to examine interoperability through 
different (metaverse) lenses and to recognise it for what it is: a central site of con-
testation in our digital world. 

Interoperability within Varieties of Digital Capitalism 

The VoC framework helps explain how institutional differences shape the coordi-
nation of digital infrastructures. Hall and Soskice (2001) argue that advanced capi-
talist economies differ in how firms coordinate their activities, distinguishing be-
tween liberal market economies and coordinated market economies. Each type relies 
on specific institutional complementarities that provide firms with distinct compar-
ative institutional advantages in innovation and production. Thelen (2018) extends 
this logic to the platform economy, demonstrating that Uber’s entry into the United 
States, Sweden, and Germany produced divergent outcomes because existing 
labour institutions and regulatory capacities structured the politics of platform 
work. From this perspective, Schmalz (2024) identifies distinct “varieties of digital 
capitalism” in the United States and China: a market-driven, corporate-led model 
versus a state-managed, security-oriented one. These institutional configurations, 
he argues, now underpin geopolitical competition as the United States deploys ex-
port controls and sanctions to limit China’s technological expansion. 

Recent work also shows how insights from the VoC tradition can be extended to 
strategic domains where economic and security considerations intersect. Drawing 
on VoC and state-business relations, Doppen et al. (2024) explain how different in-
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stitutional configurations shape the balance between economic openness and the 
protection of assets under geopolitical competition. Our approach makes a more 
limited connection to this literature. We do not ask to what extent different vari-
eties of capitalism explain different forms of interoperability – this remains a 
question for further research. Instead, we treat interoperability itself as a system-
architecture choice shaped by actors’ positions and perceptions of others, such as 
competitors and governments, and we illustrate how economic and security objec-
tives (at firm and national level) can motivate both openness and closure. In prac-
tice, we show that great power rivalry increases “sovereignty” demands that result 
in selective interoperability with trusted partners. 

Building on these studies, interoperability can be understood as one arena where 
these institutional logics are expressed. In Liberal Market Economies, firms tend to 
favour proprietary ecosystems and platform-led standards that align with market 
coordination and data monetisation. Coordinated Market Economies, exemplified 
by the European Union, pursue legally mandated openness – seen in measures 
such as the Digital Markets Act – to reconcile innovation with public oversight. 
China’s state-managed digital capitalism, by contrast, encourages dense interoper-
ability within domestic platforms while restricting external linkages to reinforce 
cyber sovereignty. As de Seta (2021) shows, this results not in a fully sealed “red 
stack” but in a layered topology of gateways, sieves, and domes that modulate par-
ticipation in global networks under sovereign control. Across these cases, differ-
ences in institutional design generate distinct patterns of how – and for whom – 
interoperability is enabled or constrained. 

We propose the notion of Varieties of Interoperability in the context of the meta-
verse, retaining the core VoC insight that institutional contexts shape coordination 
strategies among local actors but refocuses it on how mainly corporate and state 
actors position themselves in relation to interoperability. We approach interoper-
ability not as a universally desired goal for firms or a feature inherently opposed 
by states, but as a system architecture choice positioned along an open–closed 
continuum. These choices reflect how states, firms, and individuals manage com-
petition, innovation, privacy, and control through systems design. Our framework 
shifts the focus from the traditional VoC emphasis on labor markets and corporate 
finance to the tensions surrounding more open or closed system architectures. The 
result is a set of distinct forms of interoperability, shaped by ongoing tensions be-
tween the economic and security interests of different actors. 

This perspective helps account for two central dynamics shaping the metaverse to-
day: the profit-oriented structuration of digital environments through platform 
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companies and the growing international securitisation of digital infrastructures 
(Lowry et al., 2025; Tu & de Castro e Silva, 2025; Doctorow, 2024). Across contexts, 
both firms and states weigh economic and security priorities when deciding 
whether to enable or constrain interoperability. Firms may close systems to protect 
strategic assets, limit exposure, or consolidate market power; states may promote 
openness to boost innovation or restrict flows to enhance resilience and local 
growth. Interoperability thus becomes a contested site where economic and secu-
rity goals intersect – producing varied configurations of digital governance. We 
now turn to an approach from digital platform literature to show how these ten-
sions are addressed from this viewpoint. 

Platform power, boundaries, and infrastructural control 

Platform power is central to understanding decisions around interoperability, par-
ticularly given the power asymmetries inherent in platform ecosystems. Due to 
their infrastructural centrality, platforms act as gatekeepers of services and how in-
teroperability is understood. Platforms have emerged as dominant business mod-
els in response to capitalism’s crisis of profitability, reorienting value creation 
around data and reorganising labour, production, and market access across sectors 
(Srnicek, 2017). The mechanisms of such platform power, including their gatekeep-
ing functions and resistance to regulatory oversight, are particularly evident within 
the advertising ecosystem – central to the business models of two metaverse key 
players: Meta and Google. Here, platform firms exercise power by controlling data 
flows and dynamically tuning advertising delivery. Apple’s App Tracking Trans-
parency framework serves as a clear example, altering industry dynamics while 
paradoxically further entrenching Apple’s own gatekeeping position (Nieborg & 
Poell, 2025). 

In considering how firms strategically approach openness, Boudreau (2010) distin-
guishes two main paths: one involves “granting access” to outside innovators for 
developing complementary offerings around a controlled platform, while the other 
focuses on “devolving control” over key components of the platform itself. Expand-
ing on this, Parker et al. (2016) refer to a spectrum of openness, emphasising that 
it is not a binary choice but a series of calibrations concerning user, developer, and 
sponsor participation. As Gawer (2021) argues, decisions over openness are insep-
arable from broader boundary choices involving the firm’s scope, platform sides, 
and digital interfaces. These boundaries evolve interdependently as platforms ma-
ture – initially opening interfaces to stimulate complementarities and later recali-
brating or closing them to consolidate control and profitability (Gawer, 2021). 
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Interoperability in digital ecosystems reflects how interdependence among actors 
is structured and governed. Research on ecosystem dynamics shows that the posi-
tion of complements – whether upstream components or downstream applications 
– affects how firms coordinate and capture value, making the synchronisation of 
ecosystem evolution essential for interoperability to succeed (Adner & Kapoor, 
2010). This coordination depends on more than shared standards: it involves deci-
sions about who owns the platform, how much autonomy complementors have, 
and what mechanisms drive value creation (Hein et al., 2020). Interoperability, in 
this sense, is embedded in power-laden choices about openness and control. Ap-
ple’s ecosystem strategy, for instance, shows that firms can retain tight control over 
core technologies while selectively opening up to third-party innovation – a bal-
ance that fosters interoperability on the firm’s terms while excluding alternative 
configurations (Granstrand & Holgersson, 2020). 

The boundaries between platforms, ecosystems, and infrastructures are increasing-
ly blurred. This process termed infrastructuralization (Plantin et al., 2016) positions 
platforms as foundational to digital life. Plantin and De Seta (2019) extend this 
analysis to the Chinese context, showing how WeChat transitioned from a messag-
ing app to a national infrastructure shaped by techno-nationalist policies and cy-
ber-sovereignty agendas. The process of super-appification represents an intensi-
fied form of platform entrenchment and conglomeration across sectors and bor-
ders, consolidating services in a single interface (Van der Vlist et al., 2022). In this 
context, the race to control the emerging metaverse device stack – combining 
hardware, operating systems, and identity infrastructure – mirrors the logic of su-
perapp consolidation but operates deeper in the architecture, offering platforms 
even greater leverage over how digital ecosystems evolve. 

The infrastructural power of platforms is also exercised through interface gover-
nance, which is distinct from broader platform boundaries. While boundaries refer 
to the strategic scope of the platform, interfaces are the technical mechanisms 
that regulate how users and complementors interact with the platform (Gawer, 
2021). Facebook, Application Programming Interfaces (APIs), have evolved from 
simple developer tools into complex, layered governance arrangements (Van der 
Vlist et al., 2022). These interfaces mediate what developers can do and therefore 
regulate the ecosystem itself – exemplifying both governance of and by platforms. 
This technicity is similarly evident in how platforms shape influencer economies: 
platforms use interface features to manage how commercial content is labelled 
and who is responsible for following the law. This reveals tensions between gover-
nance of platforms (legal frameworks) and governance by platforms (technical and 
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interface-based control) (Annabell et al., 2024). Beyond individual platforms, pro-
tocol power (Crawford, 2024) addresses how dominant actors use technical stan-
dards to define inclusion and manage interoperability on their terms. While such 
protocols appear to promote openness, they often enable new forms of data ex-
traction, lock-in, and subscription-based monetisation (Crawford, 2024). 

The literature presented so far, although highly valuable for our study, either over-
looks the competing interests surrounding interoperability or fails to account for 
the power asymmetries among different actors. Filling this gap, Doctorow (2024) 
argues that general-purpose computers are inherently capable of running interop-
erating software, making purely technical barriers to interoperability ultimately in-
sufficient. Instead, dominant firms rely on legal restrictions and corporate strate-
gies to prevent unauthorised interconnection. He stresses how dominant firms use 
intellectual property laws, especially anti-circumvention provisions like Section 
1201 of the Digital Millennium Copyright Act, to block third-party interconnection 
and user control. This “legal impossibility,” rather than a technical one, makes in-
teroperability a political and economic battleground. Consequently, a call for legal 
protections for adversarial interoperability or competitive compatibility comes 
from Doctorow (2024), who defines it as creating compatibility with existing sys-
tems without permission – typically via reverse engineering – as a path to restore 
user agency and enable real competition. 

The discussion so far has focused on how platform firms and users deal with the 
open/closed dilemma of interoperability, with motivations broadly based on eco-
nomic and efficiency incentives on one hand and control and security on the other, 
but for a commercial purpose. While this perspective highlights important aspects 
of digital ecosystems, the strategic thinking of firms and the aims of users are in-
creasingly influenced by international security competition among major powers. 
Consequently, the criteria for assessing interoperability have shifted, intensifying 
national security needs. In this scenario, platforms can become both places for and 
tools of influence, changing how states consider the benefits of openness against 
the perceived security advantages of more controlled ecosystems or those based 
on strong national companies. The following section examines this international 
aspect, focusing on how states’ different security and economic goals change the 
socio-technical context for interoperability and the role digital platforms play in 
achieving state objectives. 

Interdependence, security competition, and digital sovereignty 

The liberal vision of institutionalised openness that once supported global eco-
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nomic and technological integration since the end of WWII now faces a growing 
legitimacy crises and political backlash (Börzel & Zürn, 2021; Ikenberry, 2018). 
These pressures directly affect how states and firms understand and enact interop-
erability. Openness through shared technical standards and cooperative regimes, 
once a normative extension of liberal order, is now a contested terrain shaped by 
competing governance logics. In the metaverse, decisions about whether and how 
to interoperate are increasingly entangled with broader geopolitical transforma-
tions where security concerns are baked into the policy choices of networked digi-
tal technologies. This understanding of interoperability as a contested political 
terrain is echoed by Bellanova et al. (2026), who conceptualise it as a technopoliti-
cal process through which power is redistributed and contested. Their focus on 
database interoperability as a statecraft issue, however, leaves broader variation 
across actors and ecosystems less explored. 

In response to the perceived erosion of state authority in the digital realm and the 
vulnerabilities exposed by foreign surveillance, the concept of “digital sovereignty” 
has gained prominence (Couture & Toupin, 2019; Pohle & Thiel, 2020; Pohle, 
2025). A key strategy in asserting digital sovereignty is data localisation, where 
states mandate that citizens’ data be stored and processed within national borders, 
aiming to enhance regulatory oversight and national security (Wu, 2021). These ef-
forts are often tangled with economic strategies described by Mueller and Farhat 
(2022) as “digital neo-mercantilism,” where states use protectionist measures and 
promote national champions to build domestic digital industries and reduce re-
liance on foreign technology providers. 

The geopolitical implications of digital platforms are made clear by the global ex-
pansion of major Chinese technology firms and the resulting international contro-
versies (Cartwright, 2020). Efforts to govern Chinese technologies are increasingly 
framed by a broader range of concerns, including national and data security along-
side foreign interference, and the assertion of technological sovereignty based on 
varied legal and policy narrations (Bernot et al., 2024). At the same time, the Tik-
Tok controversy highlights how policy responses often emphasis e geopolitical mo-
tivations, potentially obscuring other factors like the value of competition in high-
ly concentrated digital markets (Gray, 2021). This platform-centric geopolitical 
competition is further exemplified by China’s distinct vision for “cyber sovereignty” 
(Segal, 2020; Creemers, 2020). However, this assertion of sovereignty does not oc-
cur in a vacuum, as China’s approach to internet governance is also shaped by re-
actions to and interactions with existing global rules, which are often US-made 
(Tusikov, 2019). These varying approaches contribute to divergent platform ecosys-
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tems with unique historical and developmental logics, challenging Western-centric 
models of platform studies (Davis & Xiao, 2021; Gray & Tang, 2025). 

This rise of distinct, geopolitically shaped platform ecosystems and competing ap-
proaches to digital governance poses serious challenges to metaverse interoper-
ability. If major powers promote metaverse development aligned with their specific 
cyber sovereignty doctrines or seek to advantage national platform champions, the 
result could be the emergence of incompatible metaverse “blocs” or “splinternets.” 

The weaponisation of digital interoperability starts with states increasingly assert-
ing control over digital infrastructures – often privately operated systems that 
were once treated as neutral (Ortiz-Freuler, 2023, 2025; Mann & Daly, 2020). But 
these infrastructures are not simply shaped by power. They also have agentic ca-
pacity to enable, block, or redirect political goals. This capacity comes from the 
way past decisions are embedded in their technical and institutional design (De 
Goede & Westermeier, 2022). As a result, when states try to use these systems for 
strategic purposes, they often encounter resistance from the private firms that own 
or operate them. These firms may push back when government demands threaten 
their business interests (Gjesvik, 2022). 

One way in which states exert influence is by targeting key control points in digital 
networks – such as payment systems or online platforms – to block or limit access 
(Tusikov, 2021). This approach has expanded into areas like advanced semiconduc-
tors and 5G, where countries use their positions in global supply chains to restrict 
competitors (Calcara, 2023; Segal, 2021). For example, controlling the chip design 
stage gives certain states leverage over other parts of the supply chain, including 
the assembly and distribution of final products (Beaumier & Cartwright, 2024). 
These tactics, however, can trigger strong reactions. Targeted countries often re-
spond by investing in their own technologies and reducing their dependence on 
foreign systems, which may push the world closer to a split into separate digital 
and technological zones (Woods, 2025). As Beaumier and Gjesvik (2025) argue, 
governments trying to manage this situation face a difficult balancing act between 
keeping regulatory control, supporting competitive markets, and maintaining open 
digital systems under increasing geopolitical pressure. 

III. Varieties of interoperability for the metaverse 

The previous section shows that debates over interoperability have long been pre-
sent in the fields of business administration, information systems, and communica-
tions, and international relations. To make better sense of the tensions around it, 
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this section introduces our framework, which defines interoperability as a system 
architecture choice shaped by actors’ goals, positions, and perceptions. We use this 
lens to identify emerging varieties of interoperability and to show how they reflect 
different trade-offs between openness and control in the metaverse based on in-
stitutional logics, platform choices, and geopolitical interpretations. 

We adopt a qualitative, theory-building approach to develop the “Varieties of Inter-
operability” framework, linking system design choices to state and corporate ac-
tors’ economic and security motivations (Hoon, 2013; Markus et al, 2002). The 
framework is applied through structured illustrations drawn from publicly avail-
able corporate documents, policy and press reports, and scholarly analyses of digi-
tal infrastructures, platforms, and metaverse technologies. The empirical material 
in this article functions as illustrative examples rather than case studies in the 
methodological sense (Yin, 2009). Following conventions in explanatory typolo-
gies (Elman, 2005), each example is selected because it instantiates one cell of the 
Varieties of Interoperability typology (Table 1), allowing us to demonstrate the 
framework's analytical potential, rather than to establish causal or comparative 
claims about firm behaviour. The examples are illustrative and heuristic to show 
that the typology can be populated from the wider group of metaverse-relevant 
firms. Inclusion criteria for the firms analysed in section IV were: the fit with the ty-
pology, to avoid extensive interpretative stretching; relevance to the layer under 
examination, i.e. restricted to the two layers to be analysed in sections III and IV 
though in some cases these firms are notorious players in other layers, notably da-
ta; and finally, public documentation availability and market salience, to provide 
more consequential interpretation and legibility for readers. 

Interoperability as a context-driven choice of preferences 

Our framework approaches interoperability as a system architecture decision made 
by firms, governments, and users within socio-technical contexts. We identify three 
interrelated factors that shape these decisions: 

1. Goals: Actors may pursue economic objectives such as innovation, growth, 
and efficiency or security interests such as data protection, infrastructure 
resilience, or safeguarding privacy.1 

2. System Position: Actors occupy different roles within the digital 
architecture – such as dominant platforms, hegemonic states, 
complementary providers, rising challengers, or end-users. Their position 

1. Security-oriented goals are used here as an umbrella category encompassing different forms and 
levels of protection – from individual privacy and data protection to national security – rather than 
as a single type of security (Kshetri, 2026). 
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shapes how they perceive the risks and opportunities of interoperability. 
3. Perception of Others: Trust, alignment, rivalry, or uncertainty with other 

actors influences whether connections are built or avoided. 

These three elements interact to produce interoperability preferences. As illustrat-
ed in Table 1, both openness and closure can serve either economic or security-ori-
ented designs. For instance, opening a system to new entrants can stimulate com-
petition and innovation, but opening only to trusted actors may strengthen collec-
tive resilience against threats. Conversely, closure can protect a firm’s competitive 
advantage, or it can defend national infrastructure from foreign influence. 

TABLE 
1:
Design 
rationales 
for 
openness 
and 
closure 
across 
actor 
priorities 

ECONOMIC-ORIENTED DESIGN SECURITY-ORIENTED DESIGN 

OPENNESS 

Open to new entrants to grow the 
ecosystem, lower user switching costs, or 
enable wider access to services and 
markets. 

Open to trusted actors to coordinate 
responses to threats, share technical 
standards, or build mutual resilience. 

CLOSURE 
Close access to preserve competitive 
advantage, prevent imitation, or keep 
users and data within one ecosystem. 

Close to rivals or unverified actors to 
avoid manipulation, content threats, or 
dependence on foreign infrastructure. 

Because openness and closure can serve different goals at once, the reasons be-
hind these choices are often mixed. A move toward openness might aim to expand 
the ecosystem with new players or to build resilience through cooperation with 
trusted actors. Likewise, closing access might reflect concern about unreliable 
partners or a strategy to protect competitive advantage. Each choice tends to re-
flect a mix of pressures, with trade-offs between growth, control, trust, and risk 
shaping the final decision. 

Finally, these choices are not always perceived in the same way by every actor. For 
example, a company may say it limits access to protect users or ensure safety, 
while others may see it to block competition. This motivational framing shows 
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that interoperability decisions are open to different interpretations (Egliston et al., 
2024). This framework’s contribution is twofold: treating openness/closure as 
cross-cutting to economic/security motive rather than assuming that openness 
equates to economic/liberal and closure to security/protectionist; and secondly, 
showing security motives can drive openness (trusted-partner coordination), which 
the existing literatures do not anticipate or stay focused on the national‒strategic 
level. 

Dimensions of interoperability 

From the literature review, we identified six critical dimensions of interoperability 
relevant to digital systems and the metaverse: vertical/horizontal, symmetrical/
asymmetrical, general/ecosystem, syntactic/semantic, technical/political, and the 
various modes of achieving interoperability. These are developed in Table 2. 

TABLE 
2:
Dimensions 
of 
interoperability 

DIMENSION 
PAIR 

CORE DISTINCTION EXAMPLE 

VERTICAL / 
HORIZONTAL 

Across layers of the stack vs. 
between services at the same layer 

Vertical: multiple app stores on one 
OS; Horizontal: cross-platform 
messaging (Bourreau, Krämer, & 
Buiten, 2022) 

SYMMETRICAL 
/ 

ASYMMETRICAL 

Equal vs. unequal capacity to 
interoperate 

Facebook’s one-way cross-posting 
(Bourreau, Krämer, & Buiten, 2022) 

GENERAL / 
ECOSYSTEM 

Seamless interoperation between 
distinct systems vs. deep integration 
read externally as one environment 

GI: shared protocols (Berg, 2024); 
Ecosystem: military/high-stakes 
domains (Ferreyra, 2025; Pernin et al., 
2020) 

SYNTACTIC / 
SEMANTIC 

Shared structure enabling legibility 
vs. shared meaning enabling 
interpretation 

Common ontologies for “price,” 
“identity,” “location” (Gasser, 2015; 
Berg, 2024) 

TECHNICAL / 
POLITICAL 

Material capacity to interconnect vs. 
regulatory enabling/blocking of that 
capacity 

EU Digital Markets Act mandate 
(DeNardis, 2011) 
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Modes of achieving interoperability 

How interoperability is achieved also matters. We distinguish four primary modes: 
cooperative, mandated, adversarial, and indifferent. 

TABLE 
3:
Modes 
of 
achieving 
interoperability 

MODE TRIGGER CAN PRODUCE EXAMPLE 

COOPERATIVE 

Voluntary 
agreement, 
shared 
incentives 

Openness 
Industry alliances, shared APIs (Doctorow, 
2024) 

MANDATED 
State regulatory 
authority 

Openness or 
closure 

DMA (openness); export controls, classified-
network standards (closure) (Ott et al., 
2026; Wu, 2021; Beaumier & Cartwright, 
2024) 

ADVERSARIAL 

Unauthorised 
reverse 
engineering, 
legal gray areas 

Openness 
(imposed on 
an unwilling 
incumbent) 

Browser and device compatibility history 
(Doctorow, 2024) 

INDIFFERENT 
No active 
design choice 
either way 

Either, by 
default 

Backward-compatible hardware/software 
(Doctorow, 2024; Gasser, 2015) 

Understanding interoperability in the metaverse requires recognising its many di-
mensions and ways of achieving it by different actors. These system design deci-
sions are shaped by the actors’ goals, positions, and perceptions. 

These four modes account for interoperability outcomes driven by the focal actor’s 
own agreement, a state’s regulatory authority, unilateral circumvention, or simple 
non-design. They do not accommodate cases in which a third actor’s market power 
forces an otherwise unwilling firm to open access. We return to this possibility, and 
the device-layer case that motivates it, in the conclusion. 
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IV. A layered approach to actors’ decisions in the 
metaverse 

In this section we apply our framework to the infrastructure layer to show how 
competing actors’ priorities shape openness and closure. We focus on cloud and 
devices because they represent the backend and user-facing ends of the layer, 
while further research could extend the analysis to connectivity infrastructure, 
such as fiber-optic cables, satellites, Wi-Fi networks, and mobile base stations. 
These two layers are where economic and security tensions are currently most 
publicly documented, most foundational for everything built above them and 
where both firm and state actors already intervene, leaving protocol and content 
layers, addressed only briefly here, to future work. 

Cloud 

The cloud layer structures how data is stored, processed, and accessed across 
metaverse platforms. Economically, openness can help firms scale and reach more 
users, while closure can keep more value within the firm. Table 4 provides an ex-
ample of infrastructure openness serving economic goals. While part of their ser-
vices run in a private Roblox Cloud, the company also uses public cloud – mostly 
AWS – for global services and additional capacity, including GPUs for AI (Roblox, 
2026). By contrast, Xbox Cloud Gaming relies on Azure and custom Xbox server 
hardware, allowing Microsoft to build the service on top of its existing global 
cloud infrastructure rather than depend on external providers (Choudhry, 2019). 

Closure can serve security goals through selective interoperability. As Table 4 illus-
trates, Apple’s partnership with Google allows to incorporate Gemini models and 
cloud infrastructure while keeping inferences within Apple devices – including Ap-
ple Vision Pro – or their Private Cloud Compute, in line with Apple’s privacy focus 
(Leswing, 2026). In a more closed, security-driven architecture, Palantir and NVIDIA 
offer a “Sovereign AI” architecture to keep AI capabilities within customer-man-
aged environments, supporting digital twin platforms with local control (Palantir, 
2026). 

The use of open-weight AI models under Sovereign AI illustrates how openness 
can support a closed design architecture. Open-weight models can be deployed lo-
cally to reduce reliance on external providers. This is particularly relevant to meta-
verse interoperability, where such models can operate within closed environments 
managing sensitive data and digital twin applications. Openness at the model lev-
el thus supports security-oriented closure at the infrastructure level, reducing de-
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pendence on unreliable actors while retaining advanced capabilities. 

TABLE 
4:
Interoperability 
choices 
in 
metaverse 
cloud 
infrastructure 
(Sources: 
Palantir, 
2026; 
Roblox, 
2026; 
Choudhry, 
2019; 
Leswing, 
2026; 
Reuters, 
2025) 

ECONOMY-ORIENTED SECURITY-ORIENTED 

OPENNESS 

Roblox combines its private Roblox 
Cloud with AWS public-cloud capacity, 
including expanding GPU infrastructure 
in the public cloud for AI, to improve 
scalability and efficiency. 

Apple connects users to Google’s 
Gemini through a privacy-preserving 
system. The setup allows openness but 
only to a trusted partner. 

CLOSURE 

For Xbox Cloud Gaming, Microsoft 
integrates proprietary Xbox servers with 
Azure’s global reach, reducing reliance 
on external providers while retaining 
value capture. 

Palantir and NVIDIA offer ‘Sovereign AI’ 
infrastructure for operational and 
digital-twin environments, keeping 
sensitive data and models within 
customer-controlled systems. 

This variety of strategies offers useful context, but additional insights emerge 
when we examine a single actor’s decisions. Table 5 illustrates this dynamic 
through Meta’s architectural design for Quest’s use of cloud infrastructure, showing 
how a single decision can reflect multiple, sometimes competing, priorities. Meta 
embraces the openness of public cloud infrastructure to achieve economic goals, 
leveraging AWS’s global reach to scale the service quickly and affordably (Moss, 
2021). Simultaneously, it relies on AWS’s established security frameworks to meet 
enterprise standards (Bharathan, 2025). On the other hand, this openness is care-
fully balanced with a more closed design. To protect its economic ecosystem, Meta 
restricts interoperability through proprietary avatar systems and APIs. From a secu-
rity perspective, the most sensitive biometric data – such as hand or body move-
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ment (Meta, 2025a) and raw eye-tracking (Meta, 2025b) – is allowed to be 
processed exclusively on-device to minimise privacy risks. These layered decisions 
illustrate how Meta navigates the continuum between openness and closure, using 
interoperability as both a tool for market expansion and a mechanism for security 
assurance within its metaverse infrastructure. 

TABLE 
5:
Interoperability 
trade-
offs 
in 
Meta’s 
use 
of 
cloud 
infrastructure 
(Sources: 
Meta, 
2025a, 
2025b; 
Lee, 
2025) 

ECONOMY-ORIENTED SECURITY-ORIENTED 

OPENNESS 

Meta uses AWS’s global cloud 
infrastructure to scale Horizon 
Workrooms quickly and affordably, 
optimising for reach and 
performance. 

Relies on AWS compliance frameworks (e.g., 
SOC 2, FedRAMP) to meet enterprise security 
standards and ensure trust in cloud-based 
collaboration. 

CLOSURE 

Restricts interoperability by using 
proprietary avatar systems, APIs, 
and data formats to protect 
platform value and revenue. 

Allows processing and storing certain 
biometric data (e.g., raw eye-tracking, hand 
movements) exclusively on Quest devices, 
avoiding cloud upload to minimise privacy 
risks. 

Devices 

In Table 6, different architecture design decisions are made explicit by weighing 
economic and security goals. On the economy-oriented side, Qualcomm’s Snap-
dragon XR chips illustrate how openness can support market growth. These chips 
power Meta’s Quest 3 headset and other extended-reality devices such as those 
from HTC and Pico, enabling manufacturers to build XR products across various 
markets (Hollister, 2023). This strategy helps expand the ecosystem and attract 
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users, even if it means enabling foreign rivals to grow. By contrast, Sony’s PlaySta-
tion ecosystem long restricted cross-platform features such as cross-play and 
cross-purchasing to protect its dominant market position and sustain user lock-in. 
The company resisted interoperability for more than a decade, fearing that if play-
ers could interact with users on rival platforms, they might have less incentive to 
buy a PlayStation, until market pressure from Fortnite eventually forced it to relax 
these policies (Ball, 2022). 

Security concerns push in a different direction, often favoring more control. The 
military AR headset is a clear example of security-oriented closure: it runs on a 
locked operating system within a private military network to protect sensitive in-
formation and avoid hacking. However, not all security-focused strategies rely on 
full closure. Stryker, a medical technology company, builds its surgical planning 
software on the Apple Vision Pro. This is a form of selective openness – it allows 
interoperability, but only with a trusted partner known for privacy and reliability 
(Apple, 2024). Taken together, these cases show how decisions at the device layer 
map onto a continuum between openness and closure, reflecting how actors weigh 
economic incentives for market expansion against security imperatives of control 
and protection. 

TABLE 
6:
Interoperability 
trade-
offs 
in 
metaverse 
devices 
(Sources: 
Google 
Cloud, 
2025; 
Apple, 
2024; 
Choudhry, 
2019, 
Segal, 
2020, 
Lee, 
2025) 

ECONOMY-ORIENTED SECURITY-ORIENTED 

OPENNESS 
Qualcomm’s Snapdragon XR2 chip powers 
Meta’s Quest 3 headset as well as XR 

Stryker’s Use of Apple Vision Pro: The 
medical tech company Stryker builds 
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ECONOMY-ORIENTED SECURITY-ORIENTED 

devices from HTC and the Chinese 
company Pico (ByteDance). By supplying 
core components to both Western and 
Chinese manufacturers, Qualcomm favors 
a market-expanding strategy that 
prioritises revenue growth over 
geopolitical fragmentation. 

its surgical planning software on the 
Vision Pro. This represents an 
openness to leveraging a trusted 
partner’s secure, high-performance 
platform to ensure patient data privacy 
and reliability, rather than developing 
proprietary hardware. 

CLOSURE 

Video game consoles (PlayStation): The 
hardware is sold at low margins to build a 
loyal user base. Profit relies on a closed 
ecosystem of exclusive games and digital 
stores that limit cross-platform features, 
ensuring users remain within the 
platform’s network. 

Military AR headset: A ruggedised 
headset for soldiers that overlays 
classified maps and drone feeds. The 
device runs a locked-down OS on a 
closed military network to prevent 
hacking or data leaks. The goal is 
mission security through extreme 
hardware and software closure. 

State-level standard-setting shows the same mandate mechanism serving opposite 
goals. China’s Ministry of Industry and Information Technology has convened a 
Metaverse Standardisation Technical Committee to align domestic XR standards 
with the state’s digital-sovereignty and industrial-policy goals (Gray & Tang, 2025). 
The EU’s Digital Markets Act mandates interoperability toward the opposite end: 
strengthening competition among rival firms rather than coordinating a national 
industrial base (Ott et al., 2026). The same mode can therefore serve either securi-
ty/sovereignty or economic-competition goals, depending on which actor sits be-
hind it. 

Qualcomm’s licensing of its Snapdragon XR2 chip to Meta, HTC, and Pico 
(ByteDance) illustrates vertical, cooperative interoperability that persists even 
where it strengthens a geopolitical rival. The chip is supplied under standard com-
mercial terms to all three manufacturers (Hollister, 2023): the relationship sits ver-
tically between the component and device layers, is general rather than ecosys-
tem-bound, and is symmetric in its terms of access even as it remains asymmetric 
in power, since Qualcomm sets the specifications and royalty terms that down-
stream manufacturers must design around. This cuts against the expectation, im-
plicit in weaponised-interdependence accounts (Farrell & Newman, 2019) and in 
Schmalz’s (2024) account of a US-China split into competing technological 
spheres, that dominant infrastructure providers converge on closure toward rival-
aligned firms as security competition intensifies. Qualcomm’s continued coopera-
tive openness toward a ByteDance-linked manufacturer shows that firm-level eco-
nomic logic can persist independently of, and even in tension with, state-level se-
curity logic, surfacing the cross-cutting dynamic of the Varieties of Interoperability 
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framework, rather than an outcome either the VoC or weaponised-interdependence 
literatures would predict alone. However, that openness is not unconditional as it 
holds only within the current US export-control regime for semiconductors and 
could shift from cooperative to mandated closure if controls were extended from 
advanced logic chips (Beaumier & Cartwright, 2024) to XR-specific silicon, which is 
a reminder that even firm-level economic openness operates inside a security 
perimeter set by states. 

Meta’s cloud infrastructure decisions show that a single firm can hold contradicto-
ry interoperability postures simultaneously across layers: cooperative openness at 
the infrastructure layer, ecosystem-level closure at the application layer, and tech-
nical closure for privacy reasons at the data layer. At the infrastructure layer, 
Meta’s reliance on AWS is vertical interoperability, general rather than ecosystem-
bound, and cooperative in mode, adopted for both economic reach (Moss, 2021) 
and to inherit AWS’s compliance frameworks such as SOC 2 and FedRAMP 
(Bharathan, 2025). At the application layer, Meta’s proprietary avatar systems and 
APIs produce horizontal closure relative to rival platforms through ecosystem in-
teroperability logic that keeps users, developers, and data inside Meta's own envi-
ronment (walled garden). At the data layer, a third logic operates processing sensi-
tive biometric data such as hand, body, and eye tracking exclusively on-device 
(Meta, 2025a, 2025b) where technical interoperability is deliberately constrained 
for political and privacy reasons. Existing accounts of platform boundaries general-
ly treat openness and closure as a single, coherent stance a firm periodically revis-
es (Gawer, 2021; Boudreau, 2010). Yet the case of Meta shows this is too broad, 
since the same firm is simultaneously cooperative-open, ecosystem-closed, and 
‘technically closed for privacy’ across three layers at once, each governed by a dis-
tinct logic. 

Sony’s decade-long resistance to cross-play, and its eventual reversal, shows that 
closure can persist as a stable economic strategy and then convert to openness 
through coercion by a third party’s market power. PlayStation’s restriction of cross-
play and cross-purchase is horizontal closure competing consoles at the same lay-
er sustained through ecosystem interoperability logic that binds hardware, games, 
and network services into a single loyalty structure, pursued for purely economic 
reasons with no security rationale involved (Ball, 2022), is a relevant contrast to 
Qualcomm’s economic openness and Meta’s mixed economic/security case. For 
over a decade Sony simply did not build cross-play capability, which served the 
same competitive purpose as actively blocking it. Parker et al.’s (2016) account of a 
firm calibrating its “spectrum of openness” assumes the firm itself controls the 
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pace and direction of that calibration; Sony’s reversal breaks this assumption, since 
cross-play was not opened through voluntary recalibration or regulatory mandate, 
but because Fortnite’s cross-platform popularity made refusing it a competitive lia-
bility severe enough to force Sony’s hand. This is neither cooperative nor mandat-
ed, where a third-party platform’s leverage over end users functions like a de facto 
mandate without any state involved, that we label as “market-coerced” interoper-
ability. 

The military headset and Stryker’s use of the Vision Pro show that security motives 
do not converge on a single design response, as identical goals, i.e. protecting sen-
sitive data, produce opposite architectures depending on how the actor perceives 
the other party. The military headset is a case of total ecosystem closure under a 
de facto mandate: a state security requirement locks the operating system to a pri-
vate network and forecloses external interoperability entirely, exemplifying the 
“high-stakes collaborative domains” (Ferreyra, 2025; Pernin et al., 2020). Stryker’s 
case is structurally different: it is vertical interoperability across sectors, asymmet-
ric in power, and cooperative in mode, resting on a political and technical compli-
ance layer where Apple’s privacy and security posture meets the regulatory rules 
Stryker’s software requires (Apple, 2024). While both actors are security-motivated 
there is a difference in system position and perception of others: the military actor 
treats every outside party as an undifferentiated threat, producing zero-trust clo-
sure, while Stryker treats Apple specifically as a trusted partner, producing open-
ness bounded to that single relationship. Yet, while from Stryker’s position this is 
security-oriented openness, for Apple the same relationship is economy-oriented 
closure, since its walled garden is what makes it a credible “trusted partner” in the 
first-place system position, dominant platform versus downstream complementor. 
However, the headset’s closure is not closure to everyone, since receiving classified 
maps and drone feeds requires some standardised data link to allied command-
and-control systems, and Stryker’s openness is not fully its own to extend or re-
voke; because the relationship is asymmetric, the selective openness it enjoys is a 
grant from Apple that could be narrowed unilaterally. 

The Varieties of Interoperability framework provides a lens to reinterpret what dri-
ves openness and closure across and within layers. It moves beyond viewing inter-
operability as an inherently desirable goal, showing instead how design decisions 
reflect distinct economic and security incentives. On the one hand, as it has al-
ready been well documented in the literature, the erosion of openness on the in-
ternet stems largely from deliberate corporate and legal strategies aimed at rev-
enue growth and value capture. These economic forms of closure, visible in propri-
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etary standards and platform lock-ins, limit user autonomy and cross-system con-
nectivity. Yet, our framework helps highlight increasing closure under international 
security motivations instead of market and revenue growth. With growing weapon-
isation, actors increasingly restrict interoperability for security reasons, insulating 
infrastructures, data flows, and supply chains to reduce geopolitical vulnerability. 
Interoperability is increasingly restricted for security rather than economic rea-
sons. 

On the other hand, the framework helps visualise why, even with rising geopoliti-
cal competition and weaponised interdependence, many actors continue to pursue 
selective forms of openness. It highlights that openness can itself be pursued un-
der security-oriented goals, as states and firms increasingly rely on trusted part-
ners to ensure resilience, coordination, and control. They do so through different 
dimensions and modes of interoperability across layers. At the infrastructure and 
protocol levels, some maintain open standards and shared technical foundations 
to guarantee redundancy and baseline connectivity while enforcing political con-
straints over data flows, or network participation, or governance access. Others rely 
on cooperative or mandated openness, using regulations, trade partnerships, or 
military alliances to preserve interoperability within controlled networks. These 
cases show that open interoperability can serve both security and economic objec-
tives, functioning as a mechanism of coordination as much as of control. Rather 
than prescribing openness or closure, the framework exposes the coexistence of 
multiple varieties of interoperability, each reflecting different combinations of eco-
nomic incentives and security concerns that unfold in companies and states from 
both the United States and China. 

V. Conclusion 

In this article we examined interoperability as a domain where economic and se-
curity motivations intersect, shaping the architecture and governance of digital 
systems. By linking openness and closure to actors’ strategic goals, positions, and 
perceptions, we have shown how decisions about interoperability express broader 
priorities – innovation, control, trust, and resilience – rather than mere technical 
compatibility. These decisions define how states, firms, and users negotiate inter-
dependence in a digital environment increasingly structured by international secu-
rity concerns. 

Applied to the metaverse, this framework reveals multiple varieties of interoper-
ability rather than a single model of interconnectivity. Across the infrastructure 
layer, actors pursue different combinations of openness and closure that reflect 
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their interests and power positions. With the growing weaponisation of interde-
pendence, many actors restrict interoperability for security reasons, insulating in-
frastructures, data flows, and supply chains to reduce geopolitical vulnerability. At 
the same time, openness is increasingly pursued under security-oriented goals, as 
states and firms rely on trusted partners to ensure stability within controlled net-
works. Future work can expand this framework to the protocol and content layer of 
the metaverse. 

We have shown that interoperability stands silently at the center of digital gover-
nance and metaverse imaginaries (Hou, 2025). The argument advanced here sug-
gests that, while in the past openness features of interoperability in digital plat-
forms and digital networks were an inherently desirable goal, in the current con-
text in which the metaverse is unfolding, it is more productive to trace how differ-
ent actors pursue their own varieties of interoperability amid shifting economic 
and security motivations. 

Though this work has not been able to address all the layers of the metaverse, nor 
the different actors, the analysis surfaces a limit in the framework’s own typology 
of modes. Sony’s decade-long resistance to PlayStation cross-play, and its reversal 
under pressure from Fortnite’s cross-platform popularity, does not fit cleanly into 
any of the four modes developed in Section III, suggesting a fifth mode, that could 
be labelled as market-coerced interoperability, in which a third-party platform’s 
leverage over the shared user base functions as a de facto mandate, forcing a firm 
to open access despite no change in its economic calculus and no state involve-
ment. The four modes identified here should be read as an initial, not exhaustive 
approach to the typology. Further work is needed to establish how common mar-
ket-coerced interoperability is unfolding, incorporating literature from competition 
and anti-trust. 

Despite this and other limitations, this article provides a preliminary foundation 
from which to continue exploring the different choices and scenarios on metaverse 
and digital infrastructures interoperability discussions, that are at the core of digi-
tal governance debates. Future debates in different scholarly and policy venues 
should focus less on restoring the ideal of openness and more on managing the 
emerging varieties of interoperability that this article has surfaced, which will de-
fine the next phase of this still inchoate technical artifact and the networked 
ecosystem. 
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