
Volume 15 | 

Avatarobots and the crisis of democracy: 
From bot armies to metaverse swarms 
Constantin Vică University of Bucharest 

Radu Uszkai University of Bucharest 

Alexandru Dancu 
University of Bucharest; National University of Physical Education and Sport, Bucharest 
Cristina Voinea University of Oxford 

DOI: https://doi.org/10.14763/2026.3.2118 

Published: 24 September 2026 
Received: 15 November 2025 Accepted: 17 July 2026 

Funding: This research was funded by the European Union (ERC, avataResponsibility, 
101117761). It also received funding from the project Counterfactual Assessment and 
Valuation for Awareness Architecture – CAVAA (European Commission, EIC 
101071178), as well as from a grant of the Ministry of Research, Innovation and 
Digitization, CNCS/CCCDI - UEFISCDI, project number PN-IV-P8.1-PRE-HE-
ORG-2024-0174, funded through the University of Bucharest under Contract No. 
66PHE/2024. 
Competing Interests: The author has declared that no competing interests exist that 
have influenced the text. 
Licence: This is an open-access article distributed under the terms of the Creative 
Commons Attribution 3.0 License (Germany) which permits unrestricted use, 
distribution, and reproduction in any medium, provided the original work is properly 
cited. https://creativecommons.org/licenses/by/3.0/de/deed.en 
Copyright remains with the author(s). 

Citation: Vică, C., Uszkai, R., Dancu, A., & Voinea, C. (2026). Avatarobots and the crisis 
of democracy: From bot armies to metaverse swarms. Internet Policy Review, 15(3). 
https://doi.org/10.14763/2026.3.2118 

Keywords: Avatars, Metaverse, Synthetic majorities, Elections, Platform governance 

Abstract: In this paper, we argue that immersive virtual reality environments, which we call the 
metaverse, can reproduce and intensify the risks social media platforms raise for democracies. At 
the center of our analysis are avatarobots, digital agents that resemble human beings, usually in 
their speech and behaviour, but sometimes also in their appearance, while operating partly or 
entirely without continuous direct human control. We examine how AI-powered avatarobots can 
fabricate synthetic majorities, simulate political agency, and distort the signals on which 
democratic legitimacy depends. To evaluate these risks, we develop the Principle of Accountable 
Free Expression (PAFE), structured around three criteria: authenticity, non-domination, and 
verifiability. These correspond to responsibility for speech, insulation from economic domination, 
and the verifiable origin of political communication. We use PAFE to analyse the democratic risks 
raised by avatarobots and to derive design and governance guidelines for immersive environments 
that aim to function as democratic public spheres. 
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This paper is part of Governing the metaverse through the lens of the public sphere, a 
special issue of Internet Policy Review guest-edited by Annelieke A.M. Mooij and Sunimal 
Mendis. 

Introduction 

In November 2024, the Romanian Constitutional Court annulled the presidential 
elections after intelligence services found evidence of foreign interference in the 
campaign through social media platforms (Romanian Presidential Administration, 
2025). What looked, initially, like a surprising grassroots mobilisation campaign for 
a fringe candidate almost no one had heard about six months before the elections, 
turned out to be a coordinated network of bots simulating citizen support. 

The Romanian case illustrated once again what extensive research had already 
documented: the infrastructure of social media platforms can be gamed and users’ 
cognitive biases exploited to push various (political) agendas (Wooley & Howard, 
2018; Borgesius et al., 2018; Deibert, 2019; Bradshaw & Howard, 2018; Carpenter 
et al., 2020; Nguyen, 2020; Mihailov, Voinea, & Vică, 2023; Marin & Vica, 2024; 
Mooij, 2025). But, as people move to more immersive platforms, techniques for in-
fluencing and manipulating people might adapt to these new environments. 

In this paper, we argue that immersive virtual reality environments, which we call 
the metaverse, can reproduce and intensify the risks social media platforms raise 
for democracies. We use the term ‘metaverse’ to refer to immersive and interactive 
computer-generated spaces in which users experience themselves and others as 
inhabiting a shared virtual world. In Chalmer’s words, the metaverse is “a three-di-
mensional world [where] you can see and hear as if you existed within it” (2022, p. 
xii). We use the term broadly to include both centrally governed corporate plat-
forms/Web2 platforms, such as Meta Horizon Worlds, as well as more decen-
tralised, blockchain-based, Web3 based environments, like Decentraland. 

At the centre of our analysis are avatarobots, digital agents that resemble human 
beings, usually in their speech and behaviour, but sometimes also in their appear-
ance, while operating partly or entirely without continuous direct human control 
(Constantinescu, 2026, p. 2059). Even more than social media bots, avatarobots 
can obscure who is actually speaking and for what reasons, while at the same time 
being able to pass as independent users. When deployed at scale, they could be 
used to produce a synthetic majority: the artificial appearance that a broad and in-
dependent public has already ‘spoken’ or mobilised around a candidate or position. 
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To evaluate the legitimacy of political speech 1generated by avatarobots in the 
metaverse, we advance the principle of accountable free expression (PAFE). PAFE is 
structured around three criteria: authenticity, non-domination, and verifiability. 
These correspond to responsibility for speech, insulation from economic domina-
tion, and the verifiable origin of political communication. We use PAFE to analyse 
the democratic risks raised by avatarobots and to derive governance principles and 
recommendations for immersive environments that foster democratic participation 
and deliberation. 

Our argument is prospective rather than descriptive, although avatarobots are al-
ready here. For example, political campaigns have already begun experimenting 
with AI-generated candidate avatars (see AI-Yoon in South Korea), conversational 
campaign agents (like Ashley in the United States and AI Steve in the United King-
dom), and avatar-based campaigning in virtual environments (see Andrew Yang’s 
campaign event on Zepeto). To our knowledge, there are no documented cases of 
the use of avatarobots in the metaverse for nefarious political purposes. But it is 
not unreasonable to assume that these technologies too will be used (like all digi-
tal technologies before) as vehicles for influencing people and imposing various 
political agendas. 

The argument unfolds as follows. Section 1 explains how the democratic patholo-
gies associated with social media platforms could be reproduced and intensified in 
immersive environments. Section 2 develops the Principle of Accountable Free Ex-
pression as a normative framework for evaluating synthetic political communica-
tion. Section 3 examines the extent to which existing EU legislation addresses 
concerns related to PAFE and identifies further considerations for the design and 
governance of immersive political environments. The last section concludes. 

Section 1. The metaverse: the next frontier 

Digital technologies, whether immersive or not, are increasingly being used to 
lead covert and coordinated digital campaigns to distort public opinion and to cre-
ate the impression of apparently spontaneous and widely shared support for vari-
ous products, positions, or candidates. We take the Romanian example as a case 
study to unpack how synthetic majorities are created in the first place on social 

1. By political speech and communication, more broadly, we understand, following McNair (2018), 
purposeful communication about politics and it includes: “1. All forms of communication undertak-
en by politicians and other political actors for the purpose of achieving specific objectives; 2. Com-
munication addressed to these actors by non-politicians such as voters and activists; 3. Communi-
cation about these actors and their activities, as contained in news reports, editorials and other 
forms of media discussion of politics, such as blogs and social media posts” (2018, 4). 
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media platforms. We then show how the metaverse could extend and amplify this 
phenomenon and explain how avatarobots could contribute to it. 

1.1. From bot armies to synthetic majorities: the Romanian case 

In the first round of the November 2024 Romanian presidential race, nationalist 
outsider Călin Georgescu jumped from about 1 percent in polls to 23 percent of 
the vote after a covert €1 million influence operation (Funky Citizens 2025, 4). Co-
ordinated campaigns used TikTok’s recommendation systems to amplify fringe na-
tionalist messages, while Telegram groups distributed synchronised content fea-
turing political impersonators and auto-generated debates. Influencers operated in 
tandem with bot armies to boost Georgescu’s visibility across platforms. Italian 
and French intelligence services later showed that the interference relied on or-
chestrated campaigns using algorithmically amplified content, AI-generated com-
menters, and deepfake political impersonations (AISE, 2025; VIGINUM, 2025). 

Because of this, Romania’s Constitutional Court (RCC) annulled the election, con-
cluding that the result no longer reflected the popular will because of the strong 
interference in the electoral campaign. In its decision, RCC highlighted how the 
asymmetrical exposure that Călin Georgescu benefited from via bot armies made 
the electoral competition unfair by distorting public deliberation (CCR, 2024). The 
court’s decision hinged on a new and dangerous phenomenon: what we here call 
the creation of a synthetic majority. 

A synthetic majority is a specific outcome of manufactured consensus (see Woolley 
& Guilbeault, 2017; Woolley & Howard, 2018; Woolley, 2023). Woolley (2023, p. 8) 
defines ‘manufactured consensus’ as the strategic creation of the “illusion of popu-
larity” for a message or candidate by exploiting social media platforms’ infrastruc-
tures. It usually stems from three interrelated practices (2023, p. 55): (1) the use of 
political bots, sock-puppet accounts (false online identities used for deceptive pur-
poses), and partisan influencers to simulate popularity or opposition; (2) the gam-
ing of recommendation and trend systems to present targeted content as reflect-
ing public opinion; and (3) the recycling of these signals by news media, which fur-
ther legitimate them as evidence of popular sentiment. It’s important to note that 
not every instance of manufactured consensus produces a synthetic majority. For 
example, inflated likes or other metrics can create the impression that a person, 
product, service, or position enjoys support, without necessarily making it appear 
politically dominant. One could, for example, game social media algorithms to 
manufacture consensus around a certain weight loss product, positioning it as 

4 Internet Policy Review 15(3) | 2026



highly popular and very effective. But a synthetic majority is more than that, be-
cause it simulates public will. Unlike shared recognition or public opinion (which 
manufactured consensus mimics), public will is “a social system’s shared recogni-
tion of a particular problem and resolve to address the situation in a particular 
way through sustained collective action.” (Raile et al., 2014, p. 111). More precisely, 
public will involves both people’s belief in the fact that they can do something to 
make a change, as well as their willingness to commit resources to that cause 
(Raile et al., 2014, p. 115). So, unlike manufactured consensus, synthetic majorities 
create the appearance of a public ready to act. 

Schroeder et al. (2026) show how malicious AI swarms can intensify precisely this 
process by deploying large numbers of coordinated but apparently independent AI 
personas that seed compatible narratives across communities, generate artificial 
social proof, and thereby manufacture the appearance of broad grassroots agree-
ment. More importantly, such coordination can simulate not merely popularity but 
an apparently autonomous public will: once the independence of individual voices 
is covertly replaced by orchestrated synthetic agents, citizens may mistake engi-
neered agreement for a genuine majority prepared to support and act on a politi-
cal position. 

The Romanian presidential campaign perfectly illustrates the emergence of a syn-
thetic majority. First, bot networks and paid influencers filled TikTok and Telegram 
with pro-Georgescu content, simulating a surge of support that did not exist in re-
ality yet. More and more people jumped on the bandwagon, as money was being 
poured into inflating social media metrics. Second, the gaming of TikTok’s and oth-
er social media platform’s recommendation systems then made this content trend, 
as if it reflected a spontaneous shift in public will; people had the impression that 
a lot of their fellow citizens already decided to support and vote for Georgescu 
(Funky Citizens, 2025; EDMO, 2025). Taken together, these dynamics created what 
we describe as a synthetic majority: the appearance that the public had already 
rallied behind Georgescu. Whether and to what extent this perception causally af-
fected voting behaviour is a separate empirical question that we do not attempt to 
settle here. 

Finally, the Romanian case underscores the geopolitical stakes of such manipula-
tion. As the Romanian Presidential Administration (2025) reports, cyber-attacks, 
political subversion, and disinformation have become central to the Russian Feder-
ation’s hybrid warfare strategy in Central and Eastern Europe. Comparable covert 
operations surfaced in other countries, too: Hungary’s 2022 election saw govern-
ment-aligned chatbots and micro-targeted ads tilting the field (Human Rights 
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Watch, 2022, p. 15). The same happened in Germany’s 2024 European elections, 
with AfD deliberately targeting young TikTok users (Gatterman & Tulin, 2025). The 
Republic of Moldova also managed to investigate and contain networks of Russian 
bots on Facebook and TikTok which targeted the incumbent president and the pro-
EU agenda (Marocico, Mirodan, & Ings, 2025). 

In this context, synthetic majorities are not merely passing social media trends, 
but instruments of geopolitical influence. More precisely, the objective of such syn-
thetic majorities is not simply to persuade citizens of a particular claim or to 
spread misinformation, but to alter people’s perception of what their fellow citi-
zens believe and which political forces are dominant. In this way, synthetic majori-
ties are a way of nudging people to act in ways that serve the interests of various 
parties. 

But while on social media, synthetic majorities are constructed through manipulat-
ed metrics of popularity, such as likes, shares, trends, and comments, immersive 
environments could give this strategy a different form. Political actors could de-
ploy avatarobots that appear to be citizens providing support. The manipulation 
would therefore work by simulating the apparent size, composition, behaviour, 
and, more importantly, ‘feel’ of the public itself. 

1.2. The metaverse as an intensification of social media 
pathologies 

Much like Facebook and Twitter were initially framed as horizontal, decentralised 
tools for free expression (Voinea et al., 2020), the metaverse is marketed as an are-
na for rich, personal connection (Cheng et. al., 2022). As Bolter and Grusin (2020) 
interestingly argue, new media repackage the forms and logics of older media un-
der the guise of novelty. The metaverse ‘remediates’ social media by enabling real-
time, embodied presence instead of flat timelines. But, it also reproduces the same 
extractive infrastructure: headsets and sensors track users’ gaze, facial micro-ex-
pressions, tone, poise, and even heart rate or non-conscious movements such as 
pupil dilation (Rosenberg, 2023); all of this data is then commodified, as platform 
governance is dominated by unaccountable corporate interests (Egliston & Carter, 
2021). This vast trove of personal, granular data enables what Rosenberg (2023, 
124) calls ‘interactive influence’ and Floridi (2024, p. 64) ‘hyper-persuasuasion’ (or 
‘hypersuasion’): the adjustment and personalisation of persuasive tactics with the 
help of AI in real-time based on users’ biometric data. In immersive environments 
influence can be exerted by dynamically manipulating not only the informational 
content the user sees (like on social media platforms), but also features of the en-
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vironment, from the gestures, poise, and tone of the avatar one is interacting with, 
to crowd density, colors, and looks of the world etc. So, social media platforms de-
termine which information a user encountered, but immersive systems determine 
the experience within which anything is encountered at all. This means that syn-
thetic agents can calibrate how they address each citizen who encounters them, 
which, in its turn, can make them and the synthetic majorities they can create even 
more persuasive than on social media platforms. 

This is because on social media users normally encounter others through content; 
that is, they passively read posts or watch live streams through a two-dimensional 
interface. In immersive environments, by contrast, users can occupy the same vir-
tual space, talk face to face through avatars, and respond to one another through 
gaze, gesture, posture, and movement. Haptic technologies can add a further sen-
sory dimension by simulating certain forms of touch and physical contact. As a re-
sult, other participants are experienced not simply as profiles producing content, 
but as human beings in face-to-face interactions. 

This experiential dimension matters because people do not form political judg-
ments in isolation from their social context and peers. Research on conformity and 
bandwagon effects show that perceptions of majority opinion can influence both 
political attitudes and willingness to express dissent (Nadeau, Cloutier, & Guay, 
1993; Schmitt-Beck, 2008; Matthes, Knoll, & von Sikorki, 2017; Ross et al., 2019; ). 
For example, Farjam (2020) found that showing participants polls of other people’s 
choices raised support for the most popular option by an average of 7%, while at 
the same time drawing support away from both minority and intermediate options. 
Also, Farjam and Loxbo (2024) found that exposure to polls on contentious policy 
issues undermined minority positions by converting some opinions and demobilis-
ing others, with only a small minority of committed partisans resisting both. 

One might be tempted to treat this inclination to give in to what the majority be-
lieves as a lapse of rationality. But, as Levy (2022) argues, rational deliberation 
doesn’t take place in isolation of others. We often use higher-order evidence 
(which is evidence about evidence), to decide whom to trust and when deference is 
warranted. In simpler terms, because we cannot independently evaluate every 
claim we encounter, we routinely rely on social cues (such as expertise or credibili-
ty) to decide what and whom to believe. Deference is therefore, under the right 
conditions, part of rational reasoning (Levy, 2022, ch. 3). 

But problems arise when the epistemic environment in which this deference takes 
place is polluted. A polluted epistemic environment, on Levy’s account, is one in 
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which the markers of credibility or expertise are mimicked by actors who want to 
mislead (Levy, 2022, ch. 5). Synthetic majorities create precisely this kind of prob-
lem. They mimic a form of higher-order evidence that people normally use to form 
political judgments: the convergence on a position or candidate of many indepen-
dent citizens. What makes such convergence epistemically informative is, at least 
in part, that the judgments originate independently. A synthetic majority removes 
this independence, while preserving its appearance. 

The resulting harm is more subtle than simply exposing citizens to false claims, 
like on social media platforms. Synthetic majorities distort the informational envi-
ronment in which political judgment takes place by making coordinated political 
speech appear to be independent agreement. So, citizens lose access to reliable 
higher order evidence that they used in political judgments. 

What is more, there is some evidence that for social influence to be effective, we 
don’t even need other human beings. In replications of classic conformity experi-
ments in VR, participants have conformed to majorities composed entirely of virtu-
al agents (Kyrlitsias & Michael-Grigoriou, 2018; Kyrlitsias et al., 2020). Whether 
participants believed those agents to be human-controlled or computer-controlled 
made no significant difference to how much they conformed (Kyrlitsias & Michael-
Grigoriou, 2018; Kyrlitsias et al., 2020). 

So, the metaverse intensifies the problems already familiar from social media, 
where the fabricated support of synthetic majorities is typically encountered as in-
formation about other people, under the form of various metrics. In immersive en-
vironments, synthetic majorities could instead be encountered through the appar-
ent presence and behaviour of other people, making their possible impact even 
more likely. Two further aspects compound this intensification. First, some of the 
cues that currently help identify coordinated campaigns on social media platforms 
are not yet available on most immersive platforms. On social-media, we can look 
at account histories, funding, follower networks, and other traces of coordination 
to gain information about who is behind an account or a coordinated campaign. 
Avatarobots, by contrast, can generate spontaneous speech and behaviour in real 
time, making it harder to identify who is behind it. Second, whereas conventional 
bot networks often spread content to large numbers of users, avatarobots could 
engage individual users directly and adapt their speech and non-verbal behaviour 
to users’ responses in real time. Our claim is therefore not that immersive environ-
ments exert stronger political effects than social media, but that their affordances 
create additional mechanisms through which synthetic social influence could op-
erate. 
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1.3. Avatarobots 

But all the risks mentioned above depend on what kind of avatarobot is ‘doing the 
speaking’, as they are not a homogenous category. Avatarobots differ in what con-
cerns their autonomy and authorisation (Constantinescu, 2026; Hurshman et. al., 
2026). By autonomy we mean the extent to which their behaviour is generated by 
AI rather than directly controlled by a human. Authorisation refers to whether 
avatarobots act on behalf of an identifiable principal who takes responsibility for 
their speech. 

We distinguish four main types of avatarobots: digital duplicates, digital doppel-
gängers, autonomous avatar agents, and coordinated avatar swarms. 

TABLE 
1:
Taxonomy 
of 
political 
avatarobots 
by 
autonomy 
and 
authorisation. 

TYPE AUTHORISATION AUTONOMY 

Digital duplicates Authorised Low to medium 

Digital doppelgängers Unauthorised Low to high 

Autonomous avatar agents Authorised/Unauthorised High 

Coordinated avatar swarms Authorised/Unauthorised High (collective) 

Digital duplicates are representations of real people created with their participa-
tion or permission. A realistic 3D duplicate can be created from photos, videos, or 
scans of the person, which are used to build and animate a digital model. Voice 
recordings can also be used to reproduce that person’s voice. Once created, the du-
plicate may be controlled by the original person or another operator, or it may de-
liver statements prepared in advance (Whittaker, Weismueller, & Pallant, 2026). 
Because its speech and behaviour is typically decided and controlled by a human 
being, this type of avatar generally has low or medium autonomy. 

Digital doppelgängers are, essentially, just like digital duplicates, with the only dif-
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ference that they are unauthorised, as they reproduce a person’s likeness without 
their consent. This can be done by using video, images, or audio of the target to 
train an avatarobot that can look and sound like the original person (Hurshman et 
al., 2026). Their autonomy can range from low, when a human operator directly 
controls what the avatar says and does, to high, when an AI system generates un-
scripted speech and behaviour based on data associated with the target. 

Autonomous avatar agents are not modeled on any existing person, so they are 
fully generative entities, operated by AI systems rather than human beings. A lan-
guage model generates their responses and selects appropriate actions. Then, 
text-to-speech produces the voice, while lip-synchronisation and animation sys-
tems create the corresponding facial and bodily performance. They can generate 
each statement or movement in real time, although their roles and permitted be-
haviours are configured by their designers (Li et al., 2026). 

Coordinated avatar swarms are large-scale, centrally managed clusters of semi-au-
tomated avatars (Schroeder et al., 2025). Swarms can be built from doppelgängers 
or autonomous agents. A single operator can instantiate hundreds of instances of 
avatarobots and give each one a slightly different name, face, and voice, as well as 
feed them all the same talking points, so what shows up in immersive environ-
ments could look like independent people arriving at the same conclusion. 

The democratic problem posed by avatarobots and the synthetic majorities they 
can be used to create cannot be reduced to misinformation. Even if every claim ex-
pressed by an avatarobot were factually accurate, it would still be problematic if 
coordinated artificial agents could present themselves as independent citizens and 
make the speech of a few actors appear to express the will of a broader public. So, 
what avatarobots and synthetic majorities might break even more than social me-
dia platforms already did, is the link between political speech and the agent re-
sponsible for it. 

Section 2. A normative framework 

So how should the political speech produced through avatarobots be evaluated? In 
this section, we propose the Principle of Accountable Free Expression (PAFE). PAFE 
requires that speech can be attributable to responsible human or institutional ac-
tors, protected from domination through concealed economic or technical power, 
and traceable to a verifiable origin. We formulate these requirements as three cri-
teria: authenticity, non-domination, and verifiability. 
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But before we proceed, a few clarifications are needed. In this paper, we are work-
ing with the assumption that AI systems do not (yet) possess political agency in 
their own right. They do not have (welfare) interests, or bear responsibility for the 
consequences of their speech. Although an avatarobot may generate language and 
behaviour without continuous human control, this functional autonomy does not 
amount to moral or political agency. 

PAFE therefore applies to political speech produced by or through avatarobots, but 
it does not treat the avatarobot itself as the ultimately accountable speaker. Re-
sponsibility must instead be traced to the human or institutional actors who au-
thorise, design, and deploy, as well as benefit from these technologies. So, the rel-
evant question PAFE addresses is whether the political speech these technologies 
are used to produce can be attributed to identifiable actors who can be held an-
swerable for it. 

Also, PAFE is not limited in principle to immersive environments. The same norma-
tive concerns can arise wherever synthetic systems mediate political communica-
tion. We focus on the metaverse because embodied synthetic agents make espe-
cially visible a broader problem, the possibility of technologically simulating inde-
pendent political agency itself. 

2.1. The principle of accountable free expression 

To develop the Principle of Accountable Free Expression, we draw on three politi-
cal philosophers whose work illuminates different conditions of democratic com-
munication. We begin with Mill because his defence of free expression identifies a 
basic condition of democratic deliberation: the value of public disagreement de-
pends not merely on the circulation of statements, but on the presence of view-
points that can be articulated by agents who are answerable for them. We then 
take inspiration from Walzer to clarify why inequalities of wealth and technical ca-
pacity should not determine the distribution of political support. Last but not 
least, we use O’Neill’s work to show why communication must remain attributable 
if it is to sustain public trust. Taken together, these perspectives provide the basis 
for PAFE’s three criteria: authenticity, non-domination, and verifiability. 

Mill anchors free speech in an epistemic wager: only a public contest of real opin-
ions allows societies to approximate truth and avoid error. Silencing even a single 
voice, he warns, denies humanity either the chance to exchange falsehood for 
truth or the opportunity to grasp truth more vividly by grappling with its negation 
(Mill, 1859/1989, ch. II). Each speaker is presumed to be an authentic human mind 
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advancing reasons that others can test, which makes the “collision of adverse opin-
ions” so potent. Where claims are endlessly replicated by code rather than defend-
ed by persons, the evidential field tilts: repetition masquerades as justification and 
the search for truth is overshadowed by volume. 

Mill defends free speech on formative grounds too. Liberty of expression is the 
school of character: citizens cultivate judgement, courage, and individuality only 
by confronting live dissent, by, as he puts it, “hearing what can be said against 
them”. But that formative value presupposes interlocutors who can be heard and 
held accountable. When botnets or avatarobots flood an immersive space with co-
ordinated messages, they can create what Mill called “the tyranny of public opin-
ion”. Rather than encountering a mix of contesting views, users may be exposed to 
what looks like unanimous support for a particular candidate or cause. A voter 
who sees most virtual neighbours cheering Candidate X may feel pressure to con-
form, without realising that the crowd is largely computational. 

Where Mill scrutinises how voices originate, Walzer scrutinises which resources may 
enter the political arena. In Spheres of Justice he argued that a pluralist society sus-
tains complex equality only when goods from one sphere, e.g., wealth, celebrity, 
technical prowess, cannot buy dominance in another, especially the political (Walz-
er, 1983, ch. 1). To prevent domination Walzer calls for blocked exchanges: “there 
must be things that money cannot buy: votes, offices, jury decisions…” (Waltzer, 
1983, p. 100). Bots and avatarobots put pressure on this principle by enabling 
those with economic or computational capital to generate the appearance of civic 
participation. A candidate or interest group can, in principle, rent server capacity to 
deploy large numbers of synthetic agents, making support appear broader or more 
intense than it is. This risks weakening the insulation between economic and polit-
ical spheres by turning computational resources into a means of amplifying voice. 
In such a configuration, what looks like popular backing may increasingly reflect 
the distribution of money and technical capacity rather than the distribution of cit-
izens’ views. 

Finally, Onora O’Neill focuses on what both Mill and Walzer implicitly presuppose: 
that democratic communication requires speech that is attributable and assess-
able, not just abundant. “Digital technologies are excellent for expressing and dis-
seminating content, but not for receiving and judging content,” she writes, “hence 
not for communication, or for meeting the ethical and epistemic standards that 
matter […] for democracy” (O’Neill, 2020, p. 15). The problem is not simply that on-
line actors may lie, but that digital infrastructures make it hard for people to see 
who is speaking, with what aims, and under whose control. When the link between 
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speaker and speech act is opaque, expression ceases to play its part in public rea-
son and becomes a vehicle for covert influence. This opacity is incentivised. As 
O’Neill shows, digital platforms allow for the intervention in public discourse with 
minimal accountability (O’Neill, 2020, p. 14). We have moved from a public sphere 
structured by institutional intermediaries (editors, journalists, broadcasters) to one 
dominated by algorithmic intermediaries whose loyalties lie with engagement 
metrics, not civic norms (Lazar, 2024). 

O’Neill (2020) also emphasises that speech acts require identifiable, responsible 
agents if they are to be trustworthy. Anonymity (or pseudonymity) and the com-
plexity of algorithmic intermediaries mean that audiences frequently cannot tell 
who is speaking or why they are amplifying certain content. O’Neill warns that 
public trust is eroded when communication becomes untraceable: “Citizens in 
democracies need to share a common space in which debate and communication 
takes place, and this is likely to be damaged if anonymous interventions in democ-
ratic politics can be undertaken by wealthy individuals (who need not be citizens), 
or by anonymous corporate and state actors, including hostile state actors.” 
(O’Neill, 2020, p. 17). Digital platforms permit exactly such covert interventions, al-
lowing hidden actors to wield influence without entering ordinary structures of 
public accountability, such as being answerable to voters or regulators. 

Our principle of accountable free expression (PAFE) synthesises these three 
strands: from Mill, we take the idea that the value of free expression depends on 
agents expressing views they hold and can, in principle, defend; from Walzer, we 
take the importance of insulating political agency from domination by other 
spheres; from O’Neill, we recognize that without traceability, attribution, and com-
municative trust, speech becomes a form of covert manipulation, not public rea-
son. 

PAFE is structured around three main criteria: authenticity, non-domination, and 
verifiability. Authenticity has in view the relation between speech and speaker (or 
principal). It doesn’t require that every utterance be personally composed or direct-
ly controlled by that principal; spokespersons, authorised representatives, and au-
tomated systems can communicate authentically when the relationship of repre-
sentation is appropriately disclosed. Non-domination requires that economic or 
computational resources should not be covertly converted into disproportionate 
political influence or into the false appearance of independent civic support. Verifi-
ability concerns the relation between speech and its audience: citizens should be 
able, in principle, to trace a contribution to its source and recognise it as that 
source’s own. These three criteria work together to provide a normative framework 
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which we can use to assess the legitimacy of political communication. 

2.2. Implications for avatarobots 

Bots, avatarobots, and other synthetic agents pose fundamental challenges to de-
mocratic discourse not because they can spread misinformation (which is some-
thing humans also do) but because they undermine the conditions that make de-
mocratic communication possible in the first place. 

First, authenticity depends on there being an author, or a principal whose views, 
interests, and reasons the speech expresses. Avatarobots have no interests of their 
own, they don’t hold the views they express in the sense of being committed to 
defending them, so they can’t be held accountable for having expressed them. 
What follows is that the avatarobot cannot accomplish the authenticity condition 
on its own, so the condition must be met further up the chain, by whoever autho-
rises and deploys it. Authenticity therefore fails when there is no principal behind 
the avatarobot at all, and when a real principal is concealed behind the appear-
ance of (many) independent speakers. Also, avatarobots are problematic because 
they appear as embodied conversational partners, so they could be more easily 
mistaken for human beings with legitimate standpoints. An automated post can at 
least be recognised as “content”; an avatarobot designed to resemble an ordinary 
citizen could more readily be taken as an equal. Second, non-domination is threat-
ened when computational resources can be converted into the appearance of civic 
support. Text-based bots already allowed those with money and technical capacity 
to scale up their presence, but avatarobots extend this logic. In their case, what 
can be purchased is no longer amplification of a message but the apparent exis-
tence of the people delivering it. What appears as a broad base of civic engage-
ment can therefore track the distribution of financial resources, server capacity and 
engineering effort, rather than the distribution of citizens’ views. 

Third, verifiability becomes harder to secure because immersive environments of-
fer fewer of the traces on which attribution depends. In text-based environments, 
there are often at least minimal cues, such as usernames, profiles, posting histo-
ries, on the basis of which users can form rough judgements about credibility and 
intent, even if those cues are imperfect. By contrast, avatarobots can convincingly 
simulate emotions through voice, gesture, and coordinated behaviour, so users are 
less likely to perceive them as designed instruments of persuasion. Verifiability re-
quires not only disclosure that an avatar is synthetic, but also information about 
who authorised, financed, controls, or benefits from it. 
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One of PAFE’s advantages is that it identifies which uses of avatarobots for politi-
cal communication are objectionable and why. For example, digital political dupli-
cates satisfy PAFE’s criteria when they operate as authorised and transparent ex-
tensions of identifiable people or institutions. Digital doppelgängers undermine 
authenticity and verifiability by reproducing a person’s likeness without consent 
and obscuring the actors responsible for the impersonation. Autonomous avatar 
agents fail all criteria when they are presented as independent political partici-
pants rather than as synthetic systems attributable to identifiable deployers. Simi-
larly, when the origins and control over coordinated avatar swarms is concealed 
and centrally organised communication is made to appear as the independent ex-
pression of numerous citizens, PAFE’s criteria can’t be checked. 

The harm that the political speech generated by avatarobots can create therefore 
lies not merely in the possibility of false statements, but in the simulation of de-
mocratic agency and public support. The next section considers how existing regu-
lation and the design of immersive platforms might protect accountable free ex-
pression against these forms of synthetic political presence. 

Section 3. Democratic design in the age of synthetic 
agency 

Before applying PAFE to the design and governance of metaverse platforms, we 
need to clarify its scope. A natural worry is that it might legitimise censorship of 
ordinary users in immersive environments. While it is true that most of what peo-
ple say can, at least in principle, have political implications, not all speech is made 
as political speech or in a political context. For political actors, whose interven-
tions are extensions of their ideological commitments, the application of PAFE is 
straightforward. Things become murkier once we move beyond these cases, so ap-
plying PAFE requires recognising that political speech in immersive environments 
lies on a spectrum. At one end, we have explicitly political agents whose aim is to 
gain or maintain power and who should be held accountable for how they express 
themselves through their avatarobots. At the other end are individuals who exer-
cise their free speech rights primarily to gain an audience rather than power; co-
medians are an obvious example. As long as they do not convert that audience in-
to political capital, PAFE does not apply to them. In between these poles are actors 
such as think tanks and NGOs, who both seek audiences and aim to shape political 
outcomes; here, whether PAFE should apply depends on the extent to which their 
communication is tied to democratic decision-making. 

These categories are not meant to suggest that there is a clean conceptual line be-
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tween political and non-political expression in immersive environments (or in gen-
eral, for that matter). In practice, almost any interaction can have political implica-
tions, and attempts to police political content at the level of individual utterances 
would be both unrealistic and normatively problematic. Rather than treating PAFE 
as a universal filter for all speech, we understand it as a standard that could apply 
primarily to civic spaces where communication explicitly claims political authority, 
to actors who occupy roles that carry democratic responsibilities (such as parties, 
candidates, and public officials), and to organised campaigns that are directed at 
shaping electoral or policy outcomes. 

With this clarification in place, our next step is to situate PAFE within the existing 
European regulatory landscape. Section 3.1 shows how instruments such as the 
Digital Services Act and the AI Act partially reflect PAFE’s concerns with authentici-
ty, non-domination, and verifiability, before Section 3.2 turns to design principles 
for metaverse platforms. 

3.1. Towards a European regulatory framework: the Digital 
Services Act (DSA) and the EU AI Act 

Although PAFE is not a legal principle in existing European Union legislation, the 
concerns expressed by its three criteria are addressed to varying degrees by the EU 
Artificial Intelligence Act, the Digital Services Act, and Regulation (EU) 2024/900 
on the transparency and targeting of political advertising. This section uses PAFE 
as an interpretive framework for comparing these instruments. It asks whether 
their provisions address concerns that are functionally similar to those captured by 
PAFE, rather than whether they expressly adopt PAFE or fully satisfy its normative 
requirements. 
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TABLE 
2:
Thematic 
correspondence 
between 
PAFE 
and 
selected 
EU 
regulatory 
instruments. 
“PAFE-
related 
elements 
addressed” 
indicates 
that 
a 
provision 
directly 
or 
indirectly 
addresses 
a 
concern 
captured 
by 
authenticity, 
non-
domination, 
or 
verifiability. 
“Limitations, 
exceptions, 
and 
PAFE-
related 
gaps” 
includes 
restrictions 
on 
the 
scope 
of 
those 
provisions 
and 
aspects 
of 
PAFE 
that 
remain 
unaddressed 
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(Table 
created 
by 
AD 
with 
the 
assistance 
of 
NotebookLM 
(Google) 
and 
ChatGPT 
5 
(OpenAI) 
and 
verified 
by 
the 
authors). 

ACT/REG + PAFE 
CR. 

PAFE-RELATED ELEMENTS 
ADDRESSED (THEMES + 

ARTICLES/RECITALS) 

LIMITATIONS, EXCEPTIONS, AND 
UNADDRESSED ELEMENTS ( THEMES + 

ARTICLES/RECITALS) 

EU AI Act 
Authenticity 

• Watermarking / Machine-readable 
marking for synthetic content (Art. 
50(1),(2)) 
• Disclosure of AI-generated deep fakes 
(Art. 50(4)) 
• Disclosure for AI-generated public-
interest text (Art. 50(2)) 
• Ban on manipulative/subliminal AI 
(Art. 5(1)(a)) 

• Exceptions for artistic/fictional deep fakes (Art. 
50(4)) 
• Exemption when human editorial review exists 
(Art. 50(4)) 
• Law-enforcement exceptions for disclosures/
markings (Art. 50(1),(2),(4)) 
• Non-coverage of administrative/logistical political 
tools (Annex III, 8(b)) 

EU AI Act 
Non-Domination 

• Ban on exploiting vulnerabilities (Art. 
5(1)(b)) 
• Ban on social scoring (Art. 5(1)(c)) 
• High-risk classification for election-
influencing AI (Annex III, 8(b)) 

• Lawful evaluation practices allowed (Recital 34) 
• Commercial practices allowed if lawful (Recital 32) 

EU AI Act 
Verifiability 

• Logging for high-risk AI (Art. 12(1),(2)) 
• Specific biometric logging (Art. 12(3)) 
• Technical documentation (Art. 11; 
Annex IV) 
• GPAI documentation duties (Art. 
53(1)(a),(b); Annex XI, XII) 

• Exclusion of sensitive operational data (Art. 26(5); 
Art. 72(2)) 
• Open-source GPAI exemption (Art. 53(1),(2)) 
• Online spaces excluded from restrictions (“publicly 
accessible space” definition) 

Digital Services 
Act 
Authenticity 

• Measures against fake accounts/bots 
(Recital 84) 
• Statements of reasons for content 
restriction (Art. 17(1),(3)(b)) 
• Trader traceability (Art. 30(1),(2)) 

• No general monitoring obligation (Art. 8; Recital 
30) 
• Limited disclosure of notifier identity (Recital 54) 
• Deceptive commercial content exception (Recital 
55) 
• Information orders limited to specific recipients 
(Recital 37) 

Digital Services Act 
Non-Domination 

• Identification of ad payer (Art. 
26(1)(c)) 
• Ban on targeting using sensitive data 
(Art. 26(3)) 
• Advertising systems included in 

• No general advertising prohibition (Recital 10, 68) 
• Recommender systems still allowed (Art. 27(1)) 
• Dark-pattern limits apply only to DSA scope 
(Recital 67) 
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ACT/REG + PAFE 
CR. 

PAFE-RELATED ELEMENTS 
ADDRESSED (THEMES + 

ARTICLES/RECITALS) 

LIMITATIONS, EXCEPTIONS, AND 
UNADDRESSED ELEMENTS ( THEMES + 

ARTICLES/RECITALS) 

systemic-risk analysis (Recital 84, 88) 
• Ad repositories (Art. 39(1); Recital 95) 

Digital Services 
Act 
Verifiability 

• Orders to provide information (Art. 
10(1)) 
• EU legal representative requirement 
(Art. 13(1)) 
• Trader identity verification (Art. 
30(1),(2)) 

• No general active fact-finding (Art. 8; Recital 30) 
• Data minimisation for minors (Recital 71) 
• Only existing data must be provided (Art. 10(2)(b)) 

Regulation 2024/
900 Political 
Advertising 
Authenticity 

• Sponsor identification (Art. 1(3); Art. 
12(1)) 
• Detailed transparency notices (Art. 
12(1)) 
• Disclosure of remuneration source 
(Art. 12(1)(b)) 
• Declaration and verification of 
political nature (Art. 7(1)) 

• Personal political opinions excluded (Art. 1(3)) 
• Editorial content excluded unless paid (Art. 1(2)) 
• Ancillary service providers excluded (Art. 3(6)) 
• Unpaid user content excluded (Art. 3(5)) 

Regulation 2024/
900 
Non-Domination 

• Restrictions on third-country sponsors 
during electoral periods (Art. 5(2)) 
• Financial transparency of benefits and 
funds (Art. 12(1)(d),(e)) 
• Ban on targeting using special 
categories of data (Art. 18(1)(c)) 

• No change to existing campaign-finance rules (Art. 
2(2)) 
• Free allocation of public spaces excluded (Art. 
3(2)(iii)) 
• Content of ads not regulated (Art. 2(2)) 
• SMEs exempt from annual reporting (Art. 14(2)) 

Regulation 2024/
900 
Verifiability 

• Record-keeping for 7 years (Art. 
9(1),(3)) 
• EU repository for political ads (Art. 
13(1)) 
• Machine-readable transparency (Art. 
9(3); Art. 12(3)) 
• Transparency on targeting logic (Art. 
19(1)(c)) 
• Access for vetted researchers, 
journalists (Art. 17(1),(2)) 

• Record-keeping exemption for micro-undertakings 
(Art. 9(4); Art. 12(5)) 
• Ancillary services excluded from provider 
definition (Art. 3(6)) 

Both the DSA and the EU AI Act help us in framing the impact of avatarobots in 
terms of risk. They provide us with key insights on risk assessment and risk mitiga-
tion. For instance, Article 34(1) of the DSA mandates that the owners of platforms 
should identify, analyse, and assess any systemic risks (Regulation 2022/2065). 
Systemic risks are explicitly understood as risks of actual/foreseeable negative ef-
fects on a wide range of democratic processes, civic/political discourse and elec-
toral processes, in particular as they relate to the sharing of illegal content, en-
croachment on fundamental rights and manipulation (see Efroni 2021). In a similar 
vein, the EU AI ACT echoes the DSA’s framing of systemic risks in Recital 110, with 
its explicit mention of how General-Purpose AI models could pose a threat to de-
mocratic values and human rights. The EU Act goes beyond the DSA by classifying 
some AI systems as being “high risk” when they are “intended to be used to influ-
ence the outcome of an election or referendum or the voting behaviour of natural 
persons in the exercise of their vote in elections or referenda” (Regulation (EU) 
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2024/1689). 

In light of these risks, both the DSA and AI Act advance regulatory directions that 
overlap with PAFE. Systems deemed to pose unacceptable risks are to be prohibit-
ed, while those classified as high risk are subject to enhanced obligations rather 
than outright bans. Service providers are required to consider how the design of 
their services contributes to disinformation or manipulative practices, to establish 
crisis protocols, and to increase transparency around AI-generated content. Taken 
together, these instruments frame AI-driven political manipulation (especially in 
the context of elections) as a matter of systemic risk. In the remainder of this sec-
tion, we build on this regulatory baseline and ask what else could be done to make 
immersive environments public deliberation spaces. 

3.2. Democratic design 

Whether authenticity, non-domination, and verifiability are respected in immersive 
environments will depend on the design and governance of these platforms and 
not just on users’ efforts. This is why, in the case of cyborg propaganda, Kunst et 
al. (2026) argue for structural rather than content-based regulation: safeguarding 
authenticity, non-domination, and verifiability requires governing the architectures 
of coordination, amplification, and disclosure through which political influence is 
organised, rather than policing the content of individual messages. In what fol-
lows, we advance some principles and design guidelines for a metaverse that fos-
ters a healthy democratic and civic life, rather than definitive technical or institu-
tional solutions. 

The first criterion, authenticity, requires that political expression reflect the rea-
sons of an agent who holds them. But immersive environments can be disorient-
ing, as they offer rich sensorial cues but impoverished contextual information. A 
user who encounters an avatar cannot immediately know whether it is human or 
synthetic, grassroots, or sponsored. A legislative framework could therefore require 
or encourage platforms to provide epistemic-orientation mechanisms, such as 
dashboards of provenance, traceable histories of coordinated and organised politi-
cal avatar interaction, and public indicators of network affiliations and sponsor-
ship. Borrowing from O’Neill’s call for epistemic trustworthiness, users must be 
equipped not just to receive content, but to evaluate it. 

But just as liberal democracies depend partly on civic education, immersive demo-
cratic spaces may benefit from forms of civic onboarding, including tutorials, 
shared norms, and interface cues that could help participants interpret synthetic 
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presence, recognise coordinated campaigns, and understand the provenance of po-
litical communication. Such measures should focus on increasing users’ capacity to 
understand political communication and how immersive environments actually 
work. 

When it comes to non-domination, the problem is that at present, most immersive 
platforms are owned by private corporations whose governance frameworks are 
optimised for engagement and revenue rather than public interest. This means 
that political communication can’t be perfectly insulated from the covert conver-
sion of economic power into political influence. But non-domination can require 
something a bit narrower: that the conversion of economic and computational re-
sources into apparent civic support be blocked where it is covert, and made visible 
where it is not. 

Another consideration for a future legislative framework is the development of 
forms of platform constitutionalism informed by Walzer’s concern with sphere 
domination. Applied here, democratic institutions may need to set the basic rules 
of immersive public life rather than leaving them to platform operators. Possible 
measures could include open governance charters, representative user councils, 
and transparent procedures for identity verification, content governance, and poli-
cy change (Shapiro & Talmon, 2022). It may also require firewalls that limit the 
purchase of political visibility, caps on paid amplification, bans on digital doppel-
gangers, and restrictions on behavioural targeting in civic spaces. Public funding 
for non-commercial civic platforms could offer venues where political presence is 
not a function of marketing budgets. 

A future legislative framework could also consider whether platforms should pro-
vide spaces specifically designed for political deliberation. These agoras must dif-
fer structurally from commercial platforms. Possible requirements might include 
transparent governance rules, independent auditing, representative user participa-
tion, declared institutional affiliations, and visibility into the funding of organised 
political interventions. Stronger identity and disclosure requirements should apply 
primarily to candidates, parties, public officials, campaign organisations, sponsors, 
and operators deploying synthetic agents, rather than to every citizen participating 
in political discussion. 

Verifiability requires that citizens be able to trace a contribution to its source. Veri-
fiability is the criterion that most directly conflicts with other democratic goods, 
such as anonymity and pseudonymity which can serve dissidents, whistleblowers, 
vulnerable groups, and ordinary citizens. Requiring every participant to reveal their 
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civil identity could create risks of surveillance, exclusion, and chilling effects on 
political participation. A legislative framework or governance mechanisms should 
instead consider proportionate provenance requirements for communication that 
claims institutional or civic authority or forms part of an organised attempt to in-
fluence electoral or policy decisions. Within that scope, several measures appear 
possible. Digital duplicates speaking on behalf of public figures might be entered 
in a public register of authorised political avatars, allowing users to confirm that a 
given avatar is what it claims to be. Non-consensual replicas would fall under ex-
isting prohibitions on impersonation and could be subject to removal and sanc-
tion. Autonomous agents engaged in political communication could be required to 
carry accessible metadata identifying their deployer. 

Of course, these considerations are not meant to provide a definitive design for a 
democratic metaverse. Rather, they identify the issues that future legislation and 
platform governance would need to address if immersive environments are to fos-
ter accountable political expression: how users can recognise synthetic and spon-
sored political communication, how concentrated resources can be prevented from 
generating artificial political presence, and how responsibility can be made verifi-
able without eliminating privacy, anonymity, or meaningful political participation. 

4. Conclusion 

Any technological advance that touches the public sphere must be evaluated not 
only by its affordances, but by its compatibility with deliberative agency. This is 
something we did too late with social media platforms. Avatarobots, if left 
unchecked, risk becoming the dominant voices of our immersive future. 

The age of avatarobots compels us to rethink not only the technologies we design, 
but the democratic principles we take for granted. Immersive environments, with 
their promise of realism and relationality, may appear to revive democratic dia-
logue. In reality, they risk transforming deliberation into simulation and participa-
tion into performance. Immersive environments governed by market logic and cor-
porate incentives may fail to develop into democratic public spaces. Instead, they 
risk becoming environments in which synthetic voices crowd out accountable real 
citizens’ political agency. 

Yet the future is not fixed. The appropriate response to the dangers sketched in 
this paper is not technological alarmism, but careful institutional, legal, ethical, 
and infrastructural design. A truly democratic metaverse must embed the principle 
of accountable free expression: speech tied to identifiable, responsible agents; inter-
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actions grounded in verifiable contexts; and influence traceable through transpar-
ent mechanisms. 
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