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Abstract: With the metaverse unfolding as a living digital environment, its interoperability between
platforms presents intricate legal and regulatory issues. This research performs a comparative
analysis of governance paradigms within the European Union (EU) and India in the context of their
regulatory responses to metaverse interoperability, portability of data, and preservation of digital
rights. By analysing the regulatory environments of both jurisdictions, the study recognises key
challenges and explores policy options for achieving a smooth and secure virtual space. In the
context of the EU, established frameworks like the General Data Protection Regulation (GDPR),
Digital Services Act (DSA), Digital Markets Act (DMA), and the newly enacted Artificial Intelligence
Act (Al Act) define the governance approach for digital platforms, including those within the
metaverse. India, on the other hand, appears to have the technical and demographic foundations
for the metaverse, but is in the nascent stage of metaverse technology regulation. Through the
comparison of the EU’s rule-based regulatory approach with India’s dynamic digital policy
environment, this research adds to the general metaverse governance debate. It argues that the
structural divide between these two frameworks creates a regulatory vacuum, leaving users
unprotected when moving across different platforms. To resolve this issue, the paper introduces a
hybrid policy model. This approach integrates the EU's proactive compliance standards with India’s
unique infrastructure and sovereignty constraints.
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This paper is part of Governing the metaverse through the lens of the public sphere, a
special issue of Internet Policy Review guest-edited by Annelieke A.M. Mooij and Sunimal
Mendis.

Introduction

The rise of the metaverse, surrounding immersive digital environments, digital
avatars, tokenised assets, such as Non-Fungible Token (NFTs), and cross-platform
social experiences, brings the issue of interoperability to the forefront of technolo-
gy law and policy. Interoperability in the context of metaverse refers to its ability
to interact, exchange, and make use of data to enable its movement, transactions,
and participation across diverse platforms and jurisdictions. It not only refers to
the technical ability for users to transfer avatars, assets, and personal data seam-
lessly across different platforms but also to the crucial legal foundations that gov-
ern such exchanges. (Yang et al., 2024) These include questions of identity conti-
nuity, asset ownership, privacy, and user control over personal and behavioural da-
ta, all of which are realised within a patchwork of national and supranational legal
regimes. Concrete metaverse use cases such as avatar portability (the transfer of
digital personae and authentication attributes from one platform to another), asset
migration (including NFTs and virtual goods), and robust data portability rights
(the ability for users to export and carry their data across services) exemplify the
high stakes and complexity of this interoperability challenge (Rawat et al., 2024).
While recent technical proposals, such as the application of Self-Sovereign ldentity
(SSI) protocols and off-chain governance agreements, have shown promise, they
only partially address interoperability issues (Gruner et al., 2021). Their effective-
ness remains contingent upon the harmonisation of underlying legal requirements
(Laborde et al., 2023). These include norms related to privacy, data protection, and
cross-border data flows (Sorrentino & Lopez-Guzman, 2025a, 2025b).

Defining the metaverse: A working framework

Ever since Neal Stephenson introduced the term ‘the metaverse’ in his 1992 novel
Snow Crash, it has outgrown its origin to accumulate competing definitions. It now
spans into vast technological territories from Virtual Reality (VR) networks to
blockchain markets, making it difficult to pin down into a uniform legal definition
(Dwivedi et al., 2022). For this paper, we adopt the European Commission’s opera-
tional definition, which describes virtual worlds as 'persistent, immersive environ-
ments based on technologies such as 3D and extended reality (XR) which make it
possible to blur the lines between physical and digital worlds in real time for the
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purposes of working, socialising, learning, providing entertainment, designing and
carrying out financial transactions' (European Commission, 2023). This definition is
preferred for three reasons: it is jurisdiction-specific to the EU framework under
analysis; it remains technology-neutral, encompassing both current VR/AR plat-
forms and emerging brain-computer interface environments. Further, it operates as
a function-oriented approach, focusing on user activities rather than a platform
specific technical architecture. It is, however, important to note that the European
Commission deliberately avoids the term 'metaverse’ in its 2023 Web 4.0 and Vir-
tual Worlds Strategy, a choice that is inherently regulatory in character, signalling
the EU’s preference for a human rights-grounded vocabulary over the Silicon Val-
ley-inflected branding (Martini, 2025). India has not adopted an equivalent official
definition. For consistency, this paper uses ‘'metaverse’ to denote persistent, immer-
sive, avatar-mediated, and multi-platform digital environments where interoper-
ability challenges typically arise. We apply this definition to global platforms like
Meta Horizon Worlds, Roblox, Decentraland, and The Sandbox, alongside Indian-
developed counterparts such as Tech Mahindra's TechMVerse and Reliance Jio's
emerging immersive ecosystem.

This study argues that the structural divide between the EU’s rights-focused laws
and India's sovereignty-driven framework creates a major regulatory vacuum. As a
result, virtual world users experience the risks of cross-platform participation
without the necessary legal protections to ensure their safety. The EU’s proactive,
rights-based system offers a structurally stronger foundation than India's model.
To be fair, India’s Digital Personal Data Protection (DPDP) Act does introduce ex-
ante obligations for corporate data fiduciaries. However, the broader Indian system
remains highly reactive and centered on basic consent architectures. The EU
framework remains blind to virtual assets and avatar sovereignty, while India’s
statutory framework fails to translate its constitutional privacy baselines into ac-
tive cross-platform obligations. To bridge this divide, this study rejects simple reg-
ulatory copy-pasting, arguing instead for a localised hybrid regulatory architecture
that integrates the EU’s rights-constitutive design principles with India’s unique
digital sovereignty and infrastructural scale. This doctrinal inquiry is methodically
organised around the technical, rights-based, and institutional layers of interoper-
ability.

To contextualise this study, we must examine the academic debate regarding what
interoperability truly means and whose interests it supports. Many researchers
challenge the assumption that system compatibility is inherently good. Specifical-
ly, Archer, Ravn, and Thylstrup (2025) argue that common views on the topic rest
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on two flawed beliefs. The first is that isolated data systems are completely dys-
functional. The second is that breaking down these boundaries always helps users
rather than the tech companies themselves. These authors argue that forcing sys-
tems to open up can backfire. Instead of reducing the power of dominant tech
firms, it can actually help them consolidate their market control. In a similar vein,
Huber (2025) examines US healthcare data rules to show that mandatory data
sharing can become a tool for private profit extraction. Trauttmansdorff (2022) pro-
vides a parallel critique in the border governance context, arguing that treating
system compatibility as a neutral technical solution serves a deliberate political
purpose. Specifically, it hides the deeper power dynamics and governance choices
built into technical standards. In the metaverse, the risk of private market control
through open systems is highly present. This is especially true when dominant
companies like Meta control both the primary virtual worlds and the underlying
software interfaces. This paper maintains a deliberate, focused scope. Rather than
debating the economic politics of system compatibility, this study answers a more
immediate question. Given that the EU and India already promote platform open-
ness and data portability, what legal flaws stop these frameworks from protecting
users in virtual environments? We do not assume that interoperability is automati-
cally perfect. Instead, we evaluate whether existing rules can successfully put user
rights ahead of platform control. Therefore, the paper takes a rights-focused ap-
proach to ask how law can make data sharing safer and more accountable, while
leaving wider economic debates outside its legal scope.

The EU and India as metaverse governance test cases: Market
context

The EU-India comparison is not merely a doctrinal exercise: it reflects two of the
most consequential emerging metaverse markets. According to analysis from Mar-
ket Research Future, the European metaverse market was valued at approximately
USD 4.66 billion in 2024. This market is projected to expand significantly from
USD 6.17 billion in 2025 to USD 100.90 billion by 2035, exhibiting a robust com-
pound annual growth rate (CAGR) of 32.25% (Dhapte, 2026). While this trajectory is
heavily driven by global infrastructure players like Meta, Microsoft, and NVIDIA,
the regional landscape is further shaped by localised, state-led initiatives like the
EU’s CitiVerse smart city program. Driven by this state-backed momentum, Euro-
pean governments, including France and Germany, committed an estimated EUR
3.4 billion in public R&D amid a user base that expanded by 28% in 2025 (OECD,
2026).

However, the market space remains dominated by the aforementioned US-head-
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quartered tech giants. Although foreign-built, these platforms are pulled into the
EU regulatory orbit via the GDPR’s extraterritorial reach and the DMA's gatekeeper
obligations. (Jena, 2018) This configuration creates the precise structural friction
under analysis: architectures designed under American legal assumptions are
forced to adjust to Europe’s rights-based interoperability mandates.

India presents a structurally different but equally significant picture. The Indian
metaverse market was valued at approximately USD 6.60 billion in 2024 and is
projected to reach USD 231.82 billion by 2035 (Munde, 2025). Critically, India is
not merely a consumer market for foreign platforms; it functions as an active pro-
duction ecosystem. Domestic technology leaders like Reliance Jio, Tech Mahindra,
TCS, Infosys, and HCL Technologies are rapidly deploying localised architectures
such as JioGlass, TechMVerse, Avapresence, Metaverse Foundry, and Metafinity.
However, this domestic infrastructure operates in a relative regulatory vacuum:
while India’s DPDP Act 2023 governs basic data processing, it remains silent on
spatial data portability, avatar sovereignty, and structural interoperability stan-
dards. The scale of this regulatory gap is underscored by India's internet subscriber
base, which stood as the world's second-largest at approximately 969 million in
early 2025 (Telecom Regulatory Authority of India, 2025). The migration of even a
nominal percentage of these users into avatar-mediated spaces effectively trans-
forms the legal anomalies identified throughout this study into pressing, real-time
enforcement and governance challenges.

A comparative evaluation of the EU and Indian frameworks is uniquely instructive,
yet it requires an explicit engagement with their inherent structural and institu-
tional divergence. While the EU relies on a deeply codified, rights-based regulatory
framework with an established tradition of market enforcement, India's approach
is driven by a digital-first, infrastructure-led model designed to accelerate domes-
tic innovation. Despite these institutional differences, pairing these two jurisdic-
tions is highly valuable. They represent two of the most consequential, non-
aligned regulatory testing grounds outside of the United States and China. By eval-
uating how a prescriptive, rights-centered architecture (the EU) and an infrastruc-
ture-driven, emerging digital market (India) independently grapple with the legal
mechanics of virtual spaces, this study uncovers the foundational global friction
points of metaverse interoperability.

Despite the clear commercial weight of these markets, the existing literature re-
veals significant limitations. Notably there is a clear dearth of thorough, meta-
verse-specific statutory analysis juxtaposing the legal mandates of the EU and In-
dia with one another (Guhathakurta, 2024). While many of the current studies offer
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extensive comparisons of privacy and data protection policies, and others review
cross-border data flow clauses (IBA Intellectual Property, Communications and
Technology Law Committee, 2024; Nath, 2025), very few methodically map how
these legal frameworks handle, or fail to handle, the particular challenges raised
by avatars, NFT, and asset portability, and the adjudication of digital rights in inter-
operable metaverse scenarios (M. Gupta, 2025; Duggal et al., 2023). Data portabili-
ty and intellectual property rights represent two domains where this scholarly dis-
parity is most evident (Pankhudi Khandelwal, 2024). In these spheres, statutory
and doctrinal clarity is still lacking or is not adequately adapted to the reality of
immersive, cross-platform ecosystems.

This study uses a comparative legal analysis to evaluate the regulatory landscape.
Our primary sources include core laws like the GDPR, DSA, DMA, Al Act, IT Act, and
the DPDP Act. We combine these with industry guidelines from the World Wide
Web Consortium (W3C) and the Metaverse Standards Forum to examine how vol-
untary technical rules influence actual laws. We deliberately compare the EU and
India instead of other options like the US or China. Both jurisdictions serve as
highly influential, independent digital markets. While the EU relies on a rights-first
model, India uses a state-centered approach, providing the sharpest available con-
trast to study how different legal philosophies handle virtual world compatibility.
As a research caveat, this comparison involves a major imbalance in enforcement
power. While EU data protection authorities possess decades of experience and
full power to issue fines, India's Data Protection Board is still in its early stages.
This difference limits a direct comparison of how effectively either system enforces
its rules in the real world.

Section 1. Conceptualising interoperability in the
metaverse

To evaluate these regulatory variations, we must first establish a clear framework
for how data moves across virtual systems. Interoperability operates across three
distinct layers. First, the technical layer deals with software protocols and data ex-
change standards. Second, the rights-based layer governs user protections like da-
ta portability, consent, and identity continuity. Third, the market-structure layer
handles competition rules that force dominant platforms to open their infrastruc-
ture to rivals. At its architectural baseline, interoperability denotes the capacity of
diverse, autonomous systems to securely exchange information and inherently
utilise the data that has been exchanged. Before exploring its spatial application,
it is vital to distinguish true technical interoperability from mere data portability.
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While portability simply allows a user to download and transfer static data assets
from one siloed ecosystem to another, true interoperability demands an active, re-
al-time synchronisation of execution environments. In the context of the meta-
verse, this concept expands to denote the capability of users to experience a seam-
less, real-time exchange of their digital identities, virtual assets, data tokens, and
governance protocols across varied, competing virtual platforms (Rawat et al.,
2024). This structural continuity enables users to maintain consistent and uninter-
rupted interactions across different metaverse environments.

This multi-layered concept, though technologically driven, rests fundamentally on
a dual-action legal architecture: legal frameworks must enable the technical base-
line of interoperability while mandating its structural enforcement. On the one
hand, the law acts as an enabler by establishing harmonised public standards, in-
tellectual property cross-licensing systems, and safe harbours that allow competi-
tive systems to communicate safely. On the other hand, the law operates as a strict
mandate, as exemplified by the EU’s Digital Markets Act, by legally forcing domi-
nant digital gatekeepers to open their proprietary interfaces to third-party devel-
opers.

To bridge this legal necessity with practical software execution, developers rely on
specific architectural innovations that translate statutory mandates into functional
code. Foremost among these structural innovations supporting metaverse interop-
erability is Self-Sovereign Identity (SSI). This system decentralises identity man-
agement by allowing users to retain sovereign control over their personal data and
digital credentials, which include avatar attributes and associated metadata (Weigl
et al., 2023). For instance, Laborde et al. (2023) propose an SSl-based interoper-
ability scheme ensuring that avatars retain compatibility and data continuity as
users migrate between platforms. This mechanism directly operationalises compli-
ance-by-design requirements by safeguarding user autonomy while providing a
practical direction toward privacy-preserving technical interoperability.

On the asset layer, another vital technical mechanism involves open APlIs and stan-
dardised digital asset protocols. Protocols like OpenXR and NFTs facilitate cross-
platform portability and consistent rendering of 3D assets across competitive
ecosystems (Hatami et al., 2024; Gowda, 2025). Currently, these technical base-
lines are being codified by collaborative industry groups such as the Metaverse
Standards Forum and the W3C (Chen et al., 2023). The W3C focuses specifically on
establishing rigid technical specifications like decentralised identifiers (DIDs) and
verifiable credentials (VCs), which are rapidly becoming central to the structural
and compliance infrastructure of the modern metaverse (Mazzocca et al., 2025).
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Legal and technical design of interoperability: EU and India

Legal frameworks directly influence how technical interoperability plays out in
practice. For instance, data portability, and privacy rights, as defined by the EU
GDPR and India's DPDP Act, establish the rules governing how user data can be
transferred, accessed, or deleted (Panchal, 2024). Crucially, the relationship be-
tween emerging technological architectures like SSI and these legal norms are
fundamentally complementary yet friction-ridden. While SSI protocols natively
codify compliance-by-design mechanisms by handing decentralised data control
back to the user, a severe operational gap emerges when statutory frameworks de-
fine data portability in narrow, static terms. This regulatory friction limits the dy-
namic, real-time synchronisation required when personal attributes span multiple
competing virtual jurisdictions (Afzal, 2024). Intellectual property law introduces
another under-examined dimension, especially the ownership and cross platform
governance of virtual assets. Determining the enforceability of rights over user-
generated content, royalty structures, and licensing terms remains highly ambigu-
ous when digital assets migrate between platforms (Kowalski & Nowak, 2023).
This institutional gap highlights the lack of precise legal guidance on asset prove-
nance, cross-platform recognition, and mutual enforcement mechanisms (Gi-
acalone & Arnone, 2024).

To evaluate these software-embedded solutions, this study intentionally adopts
the framework of compliance-by-design rather than the narrower concept of priva-
cy-by-design. While privacy-by-design traditionally focuses on data protection
principles such as minimisation and confidentiality, compliance-by-design operates
as a broader regulatory paradigm. It demands the structural embedding of all mul-
ti-layered statutory rules, spanning data privacy, technical interoperability man-
dates, and digital asset governance directly into the original platform architecture.

To methodically analyse these inadequacies across the EU and Indian landscapes,
Table 1 evaluates nine core regulatory parameters. These parameters are deliber-
ately selected to the exclusion of broader legal domains because they map sys-
tematically onto the three operational layers of metaverse interoperability: the in-
stitutional layer, the identity layer, and the cross-border data layer. Firstly, regula-
tory authority and status of regulation establish the institutional maturity and en-
forcement body required to resolve multi-platform conflicts. Secondly, the identity
and asset layers are evaluated through data portability rights, avatar applicability,
consent requirements, and explicit statutory focus on interoperability, which col-
lectively govern the legal status and transfer mechanics of the virtual persona. Fi-
nally, cross-border data transfer, metaverse-specific clarity, and the technical-legal
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interface determine how localised architectures can legally and technically move
interactive data assets across sovereign infrastructure boundaries. Together, these
nine dimensions form a comprehensive background designed to isolate where
technical continuity collides with statutory friction.

TABLE

1:

Current
Interoperability
Regulatory
framework
under
GDPR

and

DPDP

Act

(Source:
Researcher’s
own
compilation
based

on
secondary
data)

CATEGORY

Regulatory
authority

Data
portability
rights

Applicability to

EUROPEAN UNION (GDPR) [EU]

Data Protection Authorities (DPAs) of
Member States.

Explicitly provided under Article 20 of
GDPR; includes the right to receive and
transfer personal data.

Indirectly applicable; avatars treated as

INDIA (DPDP ACT) [IN]

Data Protection Board of India
(DPBI).

No explicit data portability right;
transfer depends on notice and

consent frameworks.

Avatars/data considered

aYatars / personal data if linked to identifiable personal If identifiable; coverage
Virtual N likely through broad personal
. .. individuals.
identities data scope.

Emphasises "notice and consent”
Consent Strict consent regime; must be informed, model; deemed consent

requirements

Cross-border
data transfer

Focus on
interoperability

specific, and revocable.

Allowed with adequate safeguards
(Standard Contractual Clauses, Adequacy
Decisions, etc.).

Data portability and machine-readable
formats intended to support

permitted in certain
circumstances.

Restricted to countries notified
by the government; conditions
apply but not elaborated in
detail.

No metaverse- or
interoperability-specific
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CATEGORY EUROPEAN UNION (GDPR) [EU] INDIA (DPDP ACT) [IN]

provisions; general data

interoperability. fiduciary duties apply.

Clarity on .
. . No mention of metaverse or
metaverse- Lacks specific metaverse guidance; . . . .
. o . immersive environments in
specific principles can be interpreted to apply.
. statute.
scenarios

No built-in alignment with

Mandates data protection by design (Article technical design: scope for

Technical-legal 25), establishing the statutory baseline for

interface a broader compliance-by-design framework. future'mtegratlon C.)f
compliance-by-design.
Status of Enacted in 2023; rules notified
. In force since 2018. in Nov. 2025, but institutional
regulation

setup still under development.

The regulatory divergence and statutory omissions highlighted in Table 1 demon-
strate that while legal frameworks are maturing, several architectural challenges
persist when applying traditional privacy rules to interoperable virtual worlds. One
continuing challenge is the handling of mixed datasets that contain both personal
and non-personal information, such as behavior-based profiles formed through
user activity (Strecker et al., 2025) Avatars and immersive experiences produce
sensitive data, such as facial expressions, voice patterns, and behavioral indica-
tions. Such data types are not fully captured under current privacy laws, leaving
users without sufficient clarity regarding their rights and platforms without de-
fined obligations (Eltanbouly et al., 2025; Renieris, 2023). Few studies emphasise
the regulatory shortcomings surrounding consent mechanisms and user control in
these contexts and argue for urgent legal reforms alongside technical safeguards
like transparency and user-access controls (Sorrentino & Lopez-Guzman, 2025a,
2025b).

To resolve this bottleneck, current scholarship heavily emphasises ‘compliance-by-
design” frameworks, which advocate for embedding core legal protections, such as
user consent and active interoperability architectures, directly into the software
foundations of metaverse platforms (Laborde et al., 2023; Casanovas et al., 2022).
Laborde et al. (2023) demonstrate the viability of this approach by aligning techni-
cal interoperability protocols with legal obligations derived from instruments like
the GDPR. Their model integrates policy expectations into the functioning of
metaverse architectures. Nonetheless, this approach cannot succeed in isolation,
as technical fixes alone cannot ensure user protection unless backed by enforce-
able legal rights. The literature consistently urges closer alignment between tech-
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nical standard-setting and legal requirements (Brownsword, 2024). Organisations
like the Metaverse Standards Forum and W3C are developing foundational tools,
yet these efforts often outpace the legal grounding required to ensure enforceabil-
ity and accountability (Garon, 2022). In the metaverse the power of setting techni-
cal standards is not only in the hands of the government but also of big tech com-
panies and civil society (Martini, 2025). The EU, for example, aims to assert its reg-
ulatory principles globally through involvement in these technical forums. Yet this
geopolitical ambition is undermined by the absence of detailed legal mappings
that connect technical protocols to statutory rights or binding transnational agree-
ments.

Moreover, the legal status of the standards produced by the Metaverse Standards
Forum and the W3C remains strictly non-binding, operating as voluntary consen-
sus frameworks or soft law. These specifications lack independent statutory en-
forceability, gaining regulatory authority only when sovereign states absorb them
into hard legislative texts. Within the EU context, this integration is managed di-
rectly via the European Commission’s rolling plan for ICT standardisation. Rather
than duplicating technical rules, the EU utilises these standardisation requests to
build a legal ‘presumption of conformity’ under binding market laws that forces
designated gatekeepers to maintain well-suited open architectures.

India’s engagement with these standard-setting associations, on the other hand,
follows a structurally distinct, market-led path rather than a direct state mandate.
While the Bureau of Indian Standards monitors global developments, the primary
route for Indian integration into the W3C and Metaverse Standards Forum is driven
by the state's dominant domestic technology companies such as Tata Consultancy
Services, Infosys, Tech Mahindra, and Reliance Industries, who maintain active in-
stitutional memberships to anchor their localised platforms within global models.
However, this corporate engagement operates under a notable domestic statutory
lag. India’s DPDP Act 2023 establishes comprehensive data fiduciary obligations
but completely lacks a regulatory bridge that recognises or mandates compliance
with these international technical specifications. Consequently, while the EU ac-
tively weaponises soft law to engineer hard-law gatekeeper mandates, India relies
on private industry adoption to maintain global compatibility. Hence, in Indian
context, this strategic reliance leaves a critical enforcement void involving cross-
platform metadata and identity portability within its domestic borders.
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Section 2. The EU’s regulatory framework and policy
landscape

The European Union has established itself as a pioneer of ex-ante digital market
regulation through a deeply integrated, rights-based protective approach (Euro-
pean Data Protection Supervisor, 2025). Rather than relying on fragmented post-
hoc enforcement, this regulatory architecture blends general privacy protection
with targeted rules for online marketplaces and digital services through the GDPR,
the Digital Services Act (DSA), and the Digital Markets Act (DMA). For example, the
DSA remodels platform liability by compelling Very Large Online Platforms (VLOPs)
to mitigate systemic risks, explicitly targeting algorithmic harms, deceptive dark
patterns, and dark-ad profiling (Turillazzi et al., 2023; Graef, 2019). Simultaneously,
the DMA limits the power of dominant digital platforms. It forces these gatekeep-
ers to provide open access to their software interfaces and bans them from favor-
ing their own services over independent competitors (Hey, 2024; Geradin, 2021).
This unified framework has a broad global reach that protects European users in-
ternationally. Any platform that processes the data or shapes the market options of
EU residents must legally comply, regardless of its home country (Gstrain & Zwit-
ter, 2021). This global reach illustrates what Bradford (2020) calls the "Brussels Ef-
fect." This concept describes the EU’s unique ability to spread its legal standards
worldwide through its market power rather than through formal international
treaties.

As the EU begins to address increasingly immersive digital spaces like the meta-
verse, its comprehensive regulations provide an expansive foundation, but the sys-
tem still struggles with severe gaps in tracking cross-platform data flows and exe-
cuting laws across borders. Even so, digital identity representation is rapidly evolv-
ing. Although early studies highlighted a missing framework for virtual identities,
the EU's new elDAS 2.0 rules and the planned European Digital Identity (EUDI)
Wallet establish a uniform, decentralised system to verify and protect user data
across member states (Regulation (EU) 2024/1183, 2024). This infrastructure al-
lows users to keep a continuous, verified identity across separate platforms. How-
ever, Article 20 of the GDPR presents deep regulatory challenges. Immersive envi-
ronments require a constant, real-time exchange of user data between platforms.
This fluid technical need directly opposes the GDPR's static mechanisms, which
were designed for simple, one-time data downloads (Wolford, 2019).

Beyond privacy, the DSA establishes a vital framework for how user-generated con-
tent, virtual assets, and social interactions are managed within the metaverse. Al-
though the DSA is primarily a content accountability law rather than an interoper-
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ability instrument, its transparency and appeals obligations indirectly bear on
metaverse governance. When platforms use algorithmic moderation to govern
avatar conduct and virtual asset disputes, the DSA obligations make that gover-
nance logic legally contestable. Article 6 of the DMA directly addresses the infra-
structure layer of these ecosystems by targeting technical gatekeepers (Maihanie-
mi, 2025). It legally requires dominant platforms to provide competing services
open access to the underlying software and hardware functionalities needed for
interoperability (Article 6(7), DMA). For virtual worlds, this open access is essential
to ensure the cross-platform compatibility of digital identities, avatars, and assets,
directly preventing corporate vendor lock-in (Rombola, 2023). However, detailed
technical specifications and concrete enforcement mechanisms remain a work in
progress under the DMA, particularly given the sensitive, real-time nature of im-
mersive data flows.

This architecture is further reinforced by the EU Al Act, which applies a strict, risk-
based classification system to immersive platforms. Depending on how they are
designed, core metaverse elements like Al-driven avatars, virtual assistants, and
real-time emotion detection algorithms are highly likely to be classified as high-
risk systems if they manipulate user behavior or threaten fundamental rights.
Specifically, Point 1 of Annex IIl in the Al Act targets biometric tracking and emo-
tion detection tools used within avatar ecosystems. At the same time, Points 3 and
4 cover automated behavioral tracking used for educational or employment pur-
poses. Both rules apply directly to automated, Al-driven interactions inside virtual
worlds (Kusche, 2023; Lynskey & Lynskey, 2015). For these high-risk classifications,
the Act mandates strict standards for data quality, algorithmic transparency, and
human oversight. While this framework’'s compliance-by-design approach is com-
mendable, its practical enforceability within decentralised, user-generated virtual
environments remains highly challenging. To address these systemic gaps, the Eu-
ropean Commission’s Web 4.0 and Virtual Worlds Strategy explicitly promotes
open international standards and user-centric design to ensure that future virtual
architectures remain transparent, rights-compliant, and interoperable (Jiordan,
2023; Alexandre de Streel, 2025).

Yet, a clear division persists between voluntary industry norms and statutory laws.
Within the EU framework, technical standards drafted by industry groups lack inde-
pendent legal force. They become legally binding only when the European Com-
mission incorporates them into official compliance architectures. The European
Commission achieves this transition by sending formal requests to technical
groups. This action transforms voluntary guidelines into an official benchmark un-
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der binding laws like the DMA. For developers of decentralised global platforms,
this mechanism is crucial. It determines whether cross-platform identities or digi-
tal assets are legally compliant, directly shaping platform accountability (Perey,
2024). In light of these challenges, this study organises the main points of the

analysis into a structured overview. Table 2 outlines the five core legal instru-

ments, scopes, key provisions, and practical limitations of the current EU legal

framework for virtual world interoperability.

TABLE

2:

EU’s
regulatory
framework
limitations
in

the

context

of
metaverse
interoperability
(Source:
Researcher’s
own
compilation
based

on
secondary
data)

INSTRUMENT SCOPE

GDPR
(General
Data
Protection
Regulation)

Horizontal
data
protection law
applicable
across sectors.

Regulates
platform
responsibilities
and content

DSA (Digital
Services Act)

moderation.

Applies to
DMA (Digital designated
Markets Act)  ‘gatekeepers”

to ensure fair

KEY PROVISIONS FOR
METAVERSE
INTEROPERABILITY

Defines user rights including
data portability (Art. 20);
requires informed consent (Art.
4(11), 6, 7); cross-border
transfer mechanisms ensure
consistent protections.

Tiered obligations for platforms
(esp. VLOPs); algorithmic
transparency; moderation
accountability; applies to user-
generated content.

Requires vertical and horizontal
interoperability (Art. 6);
mandates access to platform
data and functionalities;

OPERATIONAL LIMITATIONS

Data portability is narrowly
defined; it fails to address
avatar or virtual asset
transfers and lacks
metaverse-specific
interoperability guidance.

Rules are not specific to
metaverse platforms;
remains untested for
immersive or decentralised
virtual environments.

Enforcement mechanisms
and technical specifications
still evolving; application to
real-time, immersive
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INSTRUMENT SCOPE
competition.

Artificial Regulates Al

. systems based

Intelligence on risk

Act (Al Act) .
categories.
Facilitates

Data
voluntary data

Governance <haring and

Act (DGA) g
governance.

KEY PROVISIONS FOR
METAVERSE
INTEROPERABILITY

prevents infrastructure self-
preferencing.

High-risk Al systems (e.g.,
avatars, emotion detection)
subject to strict compliance
rules.

Encourages trusted data
intermediaries and data
altruism while supporting
technical data interoperability.

Prakash G., Rajan

OPERATIONAL LIMITATIONS

metaverse environments
remains ambiguous.

Applicability to decentralised
metaverse settings
uncertain; lacks metaverse-
tailored enforcement
mechanisms.

Participation is voluntary
and interoperability remains
limited by sectoral
fragmentation.

Section 3. India’s legal and policy landscape

India’s legal and regulatory approach to virtual environments has evolved through

a layered and gradual process. Initial regulatory efforts were shaped by the Infor-

mation Technology (IT) Act 2000, which focused primarily on electronic records,

digital signatures, and baseline intermediary liability (Fatima, 2023). Supplemen-

tary frameworks, such as the IT (Reasonable Security Practices and Procedures and

Sensitive Personal Data or Information) Rules 2011, subsequently established ear-

ly data security foundations and specific requirements for handling sensitive per-

sonal data (Seth, 2021). However, the scope of these early privacy rules remained

strictly sectoral and fragmented. Conspicuously, the IT Act completely lacked ex-

plicit provisions capable of addressing the distinct, real-time demands of interop-
erable virtual worlds (B. Gupta & Mangal, 2024).

Over time, India’s regulatory focus shifted toward asserting sovereignty over its

digital ecosystem, increasingly treating data as a national asset (DAHRD, 2025).

Driven by concerns regarding external surveillance and foreign control over critical

digital infrastructure, subsequent state policies emphasised domestic data storage

and conditioned cross-border data transfers (Thomas, 2019). This strategic evolu-

tion resulted in the enactment of the Digital Personal Data Protection (DPDP) Act

2023, which established a comprehensive statutory framework grounded in the

constitutional recognition of privacy as a fundamental right (Justice K.S. Put-
taswamy v. Union of India, 2017). The DPDP Act introduces the distinct legal cate-
gory of the 'data fiduciary, allocating clear statutory obligations to entities deter-

mining the purpose and means of data processing (Burman, 2020). Although the

law secures basic user rights such as access, correction, and erasure, it fails to pro-
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vide a technical roadmap for data portability. Additionally, the DPDP Act avoids the
EU's strict adequacy rules, choosing instead to let the central government restrict
or allow international data flows directly. India balances this state authority by
promoting regulatory sandboxes. These tools enable platforms to test emerging
technical models within supervised and safe environments.

However, while this sandbox approach enables technological experimentation, it
remains largely disconnected from comprehensive legal reform. There is little co-
ordination between these pilot policies and the systematic development of rules
for metaverse interoperability, avatar governance, or user-generated assets (Panda
Law, 2024). Since national policy focuses primarily on broad data-handling rules,
very little regulatory attention has been paid to the specific infrastructure needs of
immersive networks (Amlegals, 2024). Consequently, issues such as avatar porta-
bility, digital asset licensing, and cross-platform compatibility are completely ab-
sent from existing statutes (Kataria & Bothra, 2022). Currently, there are no laws in
India that govern the transfer of avatars, virtual goods, or user profiles across com-
peting ecosystems (Wadhwa, 2023). Similarly, domestic intellectual property laws
have not been tailored to suit the unique nature of digital creations in immersive
environments. As a result, rights related to ownership, licensing, and enforcement
across platforms remain highly ambiguous, leaving users and software developers
without legal certainty (Prasanna & Lavanya, 2023).

Section 4. Comparative analysis: EU vs. India

The legal gaps and structural differences highlighted in the previous sections
show that the digital regulations of the European Union and India are moving
along different yet parallel paths. While both systems are trying to address the
challenges of automated systems and virtual worlds, they differ deeply in their le-
gal approaches, oversight tools, and readiness to enforce open data sharing. This
basic split directly determines whether either framework can successfully create a
safe, open, and user-focused online environment.

Several key differences stand out when comparing India's approach with the EU
model. First, the GDPR treats data privacy as a universal, fundamental right. In
contrast, Indian law bases privacy on broader national goals like economic devel-
opment and industry governance (Sinha, 2024). This basic split has major practical
results for compatibility. The EU’s rights-first focus gives users active power to
manage their online data, while India’s development-first model prioritises govern-
ment flexibility over individual digital freedom. Second, the EU relies on an estab-
lished, centralised oversight system, including the European Data Protection Board,
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to ensure consistent enforcement across member states. In contrast, India’s en-
forcement bodies are still under development (Labadie & Legner, 2023). This insti-
tutional delay creates severe challenges for platform compatibility. Without a
strong, central enforcement authority, settling complex technical disagreements
across different global platforms becomes extremely difficult, blocking cross-plat-
form continuity.

Data portability forms a third key difference. The GDPR guarantees a user's right to
extract and transfer data in a standard format, whereas Indian legislation lacks an
equivalent statutory mandate. Crucially, missing technology-neutral standards crit-
ically limit how effectively users can manage their data (Pankhudi Khandelwal,
2024). We define these standards as rules targeting functional system compatibili-
ty instead of rigid platform code. This regulatory void allows platforms to exploit
technical variations to lock users into proprietary systems. This statutory gap is
further highlighted by how the two countries prioritise data principles. The GDPR
specifically supports the active right to data portability. In contrast, the DPDP Act
relies heavily on passive duties like purpose limitation and data minimisation
(Nishith Desai Associates, 2025). These two approaches operate in a restrictive re-
lationship. The EU framework attempts to help users securely move their data
across competing platforms, while India's framework focuses on restricting how
long a single company can keep user data. Consequently, India's heavy reliance on
data deletion without a matching portability right actively blocks compatibility, as
it forces data to be destroyed or siloed rather than safely transferred between plat-
forms.

Finally, regarding platform governance, both regions place different duties on digi-
tal companies to manage international risks. The EU's DSA imposes tiered respon-
sibilities depending on a company's market size. This approach helps secure fair
algorithmic practices on very large platforms (European Commission, 2023). On
the other hand, India’s IT Rules center primarily on due diligence requirements and
domestic complaint systems (MeitY, 2025). Additionally, both regulatory ecosys-
tems consult different stakeholders to supplement their work. The EU has for-
malised such consultations in its Digital Strategy and Horizon Europe project,
while India has been a slow follower and utilised the Telecom Regulatory Authority
of India (TRAI) consultative papers and parliamentary standing committees to con-
sult civil society, academia, and the private sector more regularly (Thierry Bre-
ton[2], 2022; TRAI, 2023).

Regulatory authorities in the EU, like the European Data Protection Board, have
strong powers to investigate and punish violations. This includes the ability to is-
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sue fines equal to four percent of a company's global yearly revenue (DPM, 2025).
In contrast, India's newly formed Data Protection Board has no matching enforce-
ment history. This gap raises serious doubts about its independence and overall
ability to handle violations (Balakrishnan, 2025). This institutional divide also
shows up in how each region handles core software systems. The EU’s DMA forces
dominant platforms to actively share data, allowing outside systems to connect
with their software interfaces, user profiles, and messaging tools (Rowe, 2022). The
Indian system handles this very differently, as the Competition Commission of In-
dia only checks for market abuse on a slow, case-by-case basis (PIB, 2022). Interna-
tional data flows represent another critical division affecting system compatibility.
While the GDPR permits transfers only to nations offering adequate protections or
under strict contractual safeguards (Kaya & Shahid, 2025), Section 16 of the DPDP
Act empowers the Indian government to specify permitted destinations directly.
This selective model faces academic criticism for prioritising state policy over a
rights-based framework, which risks causing market fragmentation for internation-
al services (Narain, 2024). In virtual settings that require constant, real-time data
exchanges, these mismatched legal structures pose severe barriers to regulatory
compliance and enforcement (Frosio & Obafemi, 2025).

A major shared regulatory vacuum centers on user avatars. Neither the GDPR nor
the DPDP Act explicitly recognise digital personas, virtual behavior tracking, or im-
mersive harms. Instead, both frameworks govern these elements under general,
legacy data protection rules. The EU Al Act addresses this gap by placing strict
compliance rules on high-risk software, particularly tools tracking biometrics or
human emotions. In contrast, India currently lacks any matching algorithmic laws.
The lack of clear human control and explanation in automated choices inside vir-
tual worlds risks violating basic user rights, leaving both developers and users in
an environment of deep legal confusion (Tiwari, 2025).

To resolve this confusion, digital policy must decide whether an avatar should be
legally classified as a data object or a legal subject. For example, consider a user
in Frankfurt who builds a verified avatar on Meta Horizon Worlds, gathering a pro-
file of her online behavior, virtual property, and a voice profile. She tries to transfer
this entire avatar to an Indian virtual platform, TechMVerse, operated from Banga-
lore. Under EU law, her data portability right only covers the information she per-
sonally provided. It excludes the automated behavior insights generated by Meta.
Furthermore, the Indian platform has no legal duty to accept her profile under the
DPDP Act. Because no cross-border data agreement exists, her avatar effectively
dissolves at the border. It remains trapped across two separate systems that fail to
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recognize her digital identity.

If treated merely as a data object, an avatar is governed under broad personal data
rules, reducing its identity traits, virtual assets, and behavior logs to commercial
digital assets managed by a platform. Additionally, treating the avatar as an exten-
sion of a natural person’s personality rights establishes it as a legal subject. This
study argues that virtual world interoperability requires a dual framework. Avatars
must be legally recognised as personality-rights-bearing extensions of natural per-
sons to protect against identity theft, biometric manipulation, and emotional harm
across platforms. At the same time, the underlying digital components of the
avatar, such as its tokenised clothing, accessories, and portable metadata, should
be regulated as separate legal objects. This will help users request cross-platform
trade, licensing, and asset portability. Without this clear legal distinction, platform
operators can easily exploit reqgulatory ambiguity to claim ownership over a user's
digital persona, locking individuals into closed proprietary networks.

To address these systemic gaps, India can utilise the EU’s structured, risk-based
rules to strengthen its domestic framework. For instance, basic user safety could
be woven into the DPDP Act by introducing data risk assessments and algorithmic
transparency requirements for digital platforms. Furthermore, India can expand
the foundational concept of data protection by design found in GDPR Article 25. By
growing this narrow privacy rule into a broader compliance-by-design mandate,
the state can legally compel software developers to build system compatibility and
automated transparency tools directly into their early designs. Future legislation
must provide clear legal recognition for user avatars. This step is necessary to es-
tablish procedural protections against digital impersonation, behavior manipula-
tion, and virtual harms (Greenleaf, 2023). Rather than blindly copying European
rules, India can use its existing regulatory sandboxes to develop a unique, hybrid
regulatory model. This hybrid model is an adaptive framework. It blends the EU's
strict, rights-centered corporate rules with India’s flexible, market-led testing envi-
ronments. Unlike traditional co-regulatory models that rely on voluntary industry
self-governance supplemented by state oversight, this hybrid architecture makes
user rights non-negotiable. Practically, this arrangement allows platforms to test
new software architectures under state supervision while remaining bound by
mandatory user-safety rules. This model bridges the classic divide between rigid
statutory laws and private software innovation, ensuring that consumer protec-
tions do not block technical innovation.

Additionally, since virtual worlds function as borderless networks, both countries
can explore a co-regulatory model of international harmonisation. This model
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does not demand identical, uniform laws across borders. Instead, it relies on the
mutual legal recognition of shared open technical standards and compatible data
governance rules. Existing international treaties prove that this model is highly
practical. For example, Singapore’s international digital economy agreements with
Australia, New Zealand, and the UK establish a system where separate nations offi-
cially accept each other's online user verification rules. Instead of rewriting their
local privacy laws to match, the participating governments use shared software
blueprints to securely verify a user's identity across borders (Digital Cooperation
Organization, 2024). This collaborative setup enables citizens to access services
and transfer digital profiles safely between different countries while complying
with their own domestic regulations. This collaborative approach is essential to
prevent global digital markets from fracturing into isolated national silos. By es-
tablishing a shared baseline for cross-platform data flows and secure identity veri-
fication, a co-regulatory framework allows independent networks to remain open,
accessible, and safe. While India and the EU have advanced their digital market
oversight, achieving true system compatibility requires moving past isolated na-
tional laws toward unified, cross-border legal foresight.

Conclusion and policy recommendations

International cooperation in metaverse governance is not merely a logistical con-
venience; it is a normative imperative grounded in the nature of virtual environ-
ments themselves. User avatars, data, and digital assets span multiple national
borders and corporate networks simultaneously. Isolated national laws do not just
complicate compliance; they actively weaken basic user rights across platforms.
Users in jurisdictions with weaker protections bear the costs of interoperability
without its safeguards, while platforms exploit divergence to route data through
the path of least legal resistance. Harmonisation, in this context, does not mean
erasing legal differences or forcing one region's values onto another. Instead, it
means establishing a shared floor of user rights centered on avatar sovereignty,
data portability, and cross-platform accountability. This reflects the foundational
principle that certain user protections must follow persons into digital spaces, re-
gardless of the jurisdiction in which a platform is incorporated.

This study highlights that while both the EU and India have established robust
digital regulatory frameworks, neither has yet addressed the specific legal and in-
stitutional challenges presented by the metaverse. Even though the EU has a bet-
ter legal and regulatory framework, critical issues such as avatar identity, portabili-
ty of digital assets, and enforcement across virtual platforms remain unfathomed.
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Although India has taken steps by replacing its earlier legal framework with the
DPDP Act, several areas, such as virtual property, cross-border data rights, and
platform obligations, still need legal clarity and operational depth. Hence, it is safe
to surmise that neither system is sufficient on its own. Achieving secure and open
virtual world compatibility requires a unified solution. This is where the policy di-
rections for the already proposed hybrid regulatory model are needed. The model
is a policy-oriented approach embedding the EU's rights-focused accountability
standards into India’s flexible, sandbox-driven testing environments, rather than a
rigid technical framework.

To put this model into practice, five core policy changes are needed. First and fore-
most, legal frameworks in both India and the EU must explicitly recognise avatars
as digital identities and protect them from impersonation, manipulation, and mis-
use. Lack of such norms will render its users and developers in a legal grey zone,
vulnerable to disputes with little recourse. Secondly, endorsing a platform interop-
erability legal framework is essential to ensure openness and innovation in virtual
ecosystems. Legal provisions that permit data portability and cross-platform com-
patibility would help resolve structural barriers and promote user autonomy. Third-
ly, the success of any regulatory model depends considerably on the strength of its
institutional infrastructure; India’s Data Protection Board must be empowered with
greater independence and operational clarity to effectively monitor compliance
and provide recourse. Fourth, aligning legal and technical standards is vital; regu-
lators must actively collaborate with industry leaders, civil society, and technical
experts to ensure that ensuing standards for identity verification, secure data ex-
change, and user control are rooted in legal norms. Fifth, both jurisdictions should
explore experimental and adaptive regulations such as regulatory sandboxes and
pilot programs to test the feasibility of new legal frameworks before their imple-
mentation. These mechanisms allow regulators to work in collaboration with de-
velopers, isolating risks and finding solutions without stifling innovation. Addition-
ally, empirical studies, analysing user and developer experiences, can form a foun-
dation for regulatory tools that are both context-sensitive and globally relevant.
Finally, continued investment in comparative legal research and empirical evalua-
tion is the need of the hour to regulate shared public places like the metaverse.
Future research must confer with key stakeholders like governments, academic in-
stitutions, and international bodies to assess how existing laws perform in actual
metaverse settings.
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