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Abstract: The metaverse disrupts long-settled allocations of legal authority by layering immersive
virtual environments on top of distributed infrastructures that rarely map onto territory. This article
argues that hierarchical, state-centric requlatory models cannot adequately govern such
environments, because power is already distributed among states, platforms, protocol designers,
and user communities. The article asks a precise legal question: how should legal authority be
allocated across these actors to sustain rights, accountability, and coherence in immersive virtual
worlds? To answer it, the article adopts a polycentric governance lens and develops a layered
allocation-of-functions framework that distinguishes four governance layers (state law, platform
governance, protocol architecture, and user and community norms) and specifies their cooperative,
conflictual, and fallback interfaces, evaluated through the metrics of legality, legitimacy, efficacy,
and auditability. Drawing comparatively on the GDPR’s cross-border enforcement architecture and
on the wider literature on international law and cyberspace, including the Tallinn Manual process,
the article identifies how multi-level governance can produce order without hierarchy. It concludes
with calibrated near-term and medium-term reforms and a research agenda attentive to re-
territorialisation pressures and Global South perspectives.
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This paper is part of Governing the metaverse through the lens of the public sphere, a
special issue of Internet Policy Review guest-edited by Annelieke A.M. Mooij and Sunimal
Mendis.

Introduction

The metaverse, understood here as a loosely connected set of immersive, persis-
tent, and data-intensive digital environments, is no longer a speculative venture. It
is already being built through the convergence of spatial computing, virtual
economies, identity systems, and behavioural analytics (Fairfield, 2005; Huynh-The
et al., 2023; Wang et al., 2023). Its construction is occurring within a regulatory
landscape that is already strained by social media, transnational data flows, and
the infrastructural dominance of private platforms (Bygrave, 2014; Gillespie, 2018;
Kuner, 2013; Lehdonvirta, 2022; Srnicek, 2016). The metaverse does not merely
add to those pressures; it reorganises them, forcing a reconsideration of both terri-
torial jurisdiction and the deeper assumptions that underlie the contemporary idea
of digital sovereignty (Hornle, 2021).

This article is therefore guided by a specific legal question: how should legal au-
thority over immersive virtual environments be allocated across states, platforms, pro-
tocol designers, and user communities so that the resulting order is coherent, legiti-
mate, and capable of protecting rights across jurisdictions? This question is not orna-
mental. It carries three analytical commitments that structure the argument. First,
the question accepts the empirical premise that no single actor - not even the
most assertive regulatory state — can unilaterally govern the metaverse. Secondly,
it treats legal authority as genuinely distributed rather than as authority temporar-
ily delegated by states to private actors. Thirdly, it insists that normative evalua-
tion cannot be avoided: a distributed order still has to satisfy legality, legitimacy,
efficacy, and auditability if it is to count as governance at all.

The central argument proceeds in three steps. First, the metaverse cannot be gov-
erned effectively through hierarchical, state-centric models because its architec-
tures and institutional relationships are already polycentric, distributed among
states, platforms, protocol designers, and user communities (Aguerre et al., 2024;
De Filippi & Wright, 2018; Gorwa, 2019; Li & Yang, 2024). Secondly, effective gov-
ernance frameworks therefore require a layered order in which authority is shared,
contested, and overlapping, yet capable of producing stability and legitimacy.
Thirdly, that layered order must respond not only to centrifugal pressures of glob-
alisation but also to the recent re-territorialisation of digital policy, in which states
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are increasingly asserting jurisdictional and values-based demarcation from par-
ticular technology providers (Chander & Sun, 2023; Pohle & Thiel, 2020).

The article proceeds in six further sections. Section 2 sets out a working definition
of the metaverse and identifies the technical and institutional features that distin-
guish it from earlier digital environments. Section 3 demarcates digital sovereign-
ty and explains why sovereignty-like authority now operates across four, not three,
sites. Section 4 develops polycentric governance as an analytical lens. Section 5
sets out the layered allocation-of-functions framework that is the article’s princi-
pal conceptual contribution. Section 6 distils lessons from social media regulation,
particularly the General Data Protection Regulation’s (GDPR) cross-border enforce-
ment architecture. Section 7 examines the strain that metaverse architectures
place on public international law, including engagement with the Tallinn Manual
process as the leading restatement of international law in cyberspace. The conclu-
sion proposes calibrated near-term and medium-term reforms and a research
agenda attentive to re-territorialisation and Global South perspectives.

Section 1. The metaverse: Working definition and
distinguishing features

Issue and approach

The metaverse has moved from speculative concept to a live governance problem
(Wang et al., 2023; Xynogalas & Leiser 2024). The difficulty is not merely that the
metaverse introduces new technologies in the abstract, but that it reconfigures
long-standing distributions of authority among states, firms, technical communi-
ties, and users (Aguerre et al., 2024; Gillespie, 2018; Lehdonvirta, 2022). States re-
main committed to territorial jurisdiction, but the architectures that underpin im-
mersive virtual environments rarely map onto territory (Hornle, 2021). Platform
companies build and control the environments in which interactions take place
(Gillespie, 2018). Protocol designers define the data flows and allocation rules that
shape behaviour (De Filippi & Wright, 2018). Users operate across borders, some-
times anonymously, and sometimes through persistent identifiers that are more re-
vealing than their physical passports (Fairfield, 2005; Lastowka & Hunter, 2004).
The result is not an absence of authority but an overabundance of competing
claims to it (Aguerre et al., 2024; Hornle, 2021; Lastowka & Hunter, 2004).

A workable and literature-anchored definition, and the one adopted here, is that
the metaverse refers to an interconnected set of immersive, persistent, and inter-
operable digital spaces in which users interact through embodied representations
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such as avatars and in which economic, social, and cultural activities occur in real
time (Porto & Foa, 2023). Three elements of that definition carry analytical weight
for legal purposes. The first is persistence. Metaverse environments are designed to
continue existing regardless of whether a particular user is logged in (Castronova,
2005). That persistence is not simply a technical feature. It is the foundation of
property-like claims over virtual assets: because a virtual sword, a plot of virtual
land, or an avatar-bound wearable continues to exist, to be owned, and to be trad-
ed independently of any single user session, it begins to behave legally in the
same way as a tangible object that the law has long been prepared to recognise as
property (Fairfield, 2022; Lastowka & Hunter, 2004). By ‘virtual assets’ the article
means persistent digital objects, including tokens, items, land parcels, identities,
and credentials, to which users assert exclusive control and transferability within,
and increasingly across, platforms. The second is embodiment. Interactions occur
through avatars and digital identities that increasingly track biometric or behav-
ioural information, with important consequences for privacy, data protection, and
conceptions of personhood in virtual spaces. The third element is interoperability,
which remains more aspirational than real, but nonetheless frames the policy
imagination. The European Commission’s 2023 Communication on Web 4.0 and
virtual worlds explicitly ties the development of metaverse ecosystems to open
standards and cross-platform portability (European Commission, 2023).

These traits do not create an entirely new universe. They amplify longstanding
governance challenges of digital platforms (Suzor, 2019). Yet the intensity and
scale of immersion alter the stakes. Two sets of differences, technical and institu-
tional, explain why conventional regulatory models struggle in this domain.

1. Technical differences

Unlike traditional web environments, the metaverse depends on real-time render-
ing, spatial computing, biometric tracking, and low-latency networks that collapse
physical and digital cues (Xynogalas & Leiser, 2024). These features produce un-
precedented data density. Eye-tracking, gait analysis, emotional inference, spatial
mapping, and continuous sensor data become routine inputs for platform optimi-
sation (Xynogalas & Leiser, 2024). Early regulatory analyses demonstrate the diffi-
culty of applying the GDPR’s principles of data minimisation and purpose limita-
tion to systems designed around continuous behavioural capture (Xynogalas &
Leiser, 2024). The Artificial Intelligence Act (Al Act) adds a second layer of com-
plexity, particularly where avatar-based interactions rely on emotion recognition
or biometric categorisation (Regulation (EU) 2024/1689, 2024).
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2. Institutional differences

The metaverse redistributes authority beyond the familiar state-platform dichoto-
my that has structured much internet-governance scholarship. That dichotomy is
itself a working simplification drawn primarily from liberal democratic contexts, in
which public regulators confront large private platforms; it fits less comfortably
with authoritarian states that internalise platform functions through state-linked
providers, or with states in the Global South whose regulatory capacity is con-
strained by infrastructural dependence (Bradford, 2023; Chander & Sun, 2023;
Jiang, 2024). Even where the dichotomy holds, however, it now under-describes the
terrain. Platforms design the physics, economies, and social architectures of im-
mersive worlds (Gillespie, 2018). Protocol designers embed governance rules at
the data layer. States attempt to project jurisdiction extraterritorially, often relying
on territorial anchors that do not meaningfully exist in virtual environments. User
communities, meanwhile, generate durable normative orders of their own. Schol-
ars of digital sovereignty have shown that sovereignty claims increasingly hinge
on infrastructural rather than territorial control (Bradford, 2023). The metaverse
accelerates this shift because control rests not on geography, but on servers, stan-
dards, identity systems, and code. As Wenlong Li and Dan Yang argue, data gover-
nance has already moved into a polycentric domain in which no single actor can
achieve comprehensive control (Li & Yang, 2024). The metaverse makes that poly-
centricity visible: authority is fragmented across states, firms, technical communi-
ties, and user collectives, each exercising partial sovereignty over different layers.

Section 2. Digital sovereignty demarcated

Digital sovereignty has become a phrase that everyone uses yet few define clearly.
Its appeal derives from conceptual elasticity and the anxiety it expresses about au-
thority in a world mediated by private infrastructures. Sovereignty has always been
about control over flows - of people, goods, or information. The digital age magni-
fies and redistributes this concern across new actors. States remain central, but
platforms, protocol designers, and user communities now claim forms of authority
that resemble sovereignty in their functional effects. This article identifies four
principal sites of sovereignty-like authority: state digital sovereignty, platform sov-
ereignty, protocol or data-layer sovereignty, and community sovereignty. The
fourth is expanded here in response to the useful observation that informal user-
community authority (which the layered framework in Section 5 treats as a distinct
governance layer) also exhibits core features of sovereignty and should be ac-
knowledged as such at the outset rather than only later.
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State digital sovereignty

Governments articulate digital sovereignty differently. The EU emphasises strate-
gic autonomy and fundamental rights (Broeders et al., 2023). China often aligns
digital sovereignty with a more classical conception of cyber sovereignty, empha-
sising territorial control and non-interference (Shumin, 2022). The United States
rarely uses the phrase explicitly, but much of its industrial and national security
strategy reflects similar concerns about maintaining control over critical digital in-
frastructures (Bradford, 2023). All three articulations reflect an intuition that states
wish to regulate data flows, assert jurisdiction over platforms, and shape digital ar-
chitectures.

Territorial jurisdiction remains central, yet the internet has never sat comfortably
within territorial boundaries (Hornle, 2021). The metaverse intensifies this discom-
fort for three concrete reasons that go beyond those already familiar from non-im-
mersive platforms. First, a single interaction in a metaverse environment routinely
crosses more jurisdictional lines than a comparable interaction on a conventional
website, because immersive experiences depend on synchronous multi-party pres-
ence: a user in Nairobi, another in Seoul, and a third in Sao Paulo can co-inhabit a
virtual venue that is hosted on servers in Ireland, moderated by a team in Califor-
nia, and built on standards maintained by a transnational open-source community.
Secondly, the continuous nature of embodied interaction turns each session into a
dense, ongoing stream of biometric and behavioural data; regulatory obligations
that depend on discrete acts of collection or publication do not easily fit. Thirdly,
the spatial logic of virtual worlds generates new objects of regulation (avatars, vir-
tual land, in-world conduct) that were never anticipated by the jurisdictional doc-
trines designed for territorial activity.

States therefore rely increasingly on extraterritorial regulatory techniques. Article
3 of the GDPR is the most prominent example, asserting jurisdiction based on user
location rather than of servers (Regulation (EU) 2016/679, 2016). The Digital Ser-
vices Act and Digital Markets Act extend similar logic into content moderation and
competition law (Regulation (EU) 2022/1925, Regulation (EU) 2022/2065, 2022).
This technique effectively exports domestic regulatory standards abroad, a phe-
nomenon Bradford has theorised as the Brussels Effect (Bradford, 2020). Yet ex-
traterritoriality has limits. Enforcement remains patchy, and very large platforms
can resist or adapt in ways that dilute sovereign control (Gentile & Lynskey, 2022).
State digital sovereignty thus exists, but never in a pure form: it is filtered through
platform architectures, shaped by technical standards, and constrained by the po-
litical economy of global data flows. It operates within a polycentric domain rather
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than a hierarchical one (Aguerre et al., 2024).

Platform sovereignty

Platforms often exercise sovereignty even when they do not use the word. They set
rules of access, define behavioural norms, and enforce sanctions (Gillespie, 2018).
In the metaverse, platforms design the physics of virtual environments, specifying
collision rules, avatar movement, and scarcity of virtual goods (Castronova, 2005).
These are not mere technical choices. They are governance decisions with distribu-
tive consequences. Suzor describes the phenomenon as a form of private constitu-
tionalism, in which the platform’s terms of service function as the basic law of the
digital domain (Suzor, 2019). Platform sovereignty rests on infrastructural control
over servers and identity systems, on normative power to enforce community stan-
dards (Gorwa, 2019), and on economic authority over virtual economies (Lehdon-
virta & Castronova, 2014). Although it is not absolute, platforms increasingly act
as rule-makers, adjudicators, and enforcers in ways that functionally resemble sov-
ereignty without constitutional safeguards.

Protocol/data-layer sovereignty

A third locus of authority sits deeper. Protocols and standards define how data is
structured, transmitted, and verified, embedding values and governance choices in-
to the data layer (DeNardis, 2014; Lessig, 1999). Blockchain scholars recognised
this early. De Filippi and Wright describe blockchain systems as architectures in
which code implements governance rules, sometimes replacing or constraining le-
gal authority (De Filippi & Wright, 2018). In the metaverse, data-layer sovereignty
emerges through identity standards, interoperability protocols, cryptographic veri-
fication systems, and behavioural telemetry pipelines. These determine what can
be tracked, what can be moved between platforms, and how users authenticate
themselves. The power here is subtle but profound. A protocol can enable porta-
bility or prevent it; it can allow anonymity or require a persistent identity; it can
make certain forms of surveillance technically unavoidable (Nissenbaum, 2005).
This layer is itself highly polycentric: standards bodies, open-source communities,
platform engineers, and, at times, governments all influence protocol design, yet
no single entity controls it.

Community sovereignty

A fourth locus of sovereignty-like authority, often overlooked in state-centric ac-
counts, is the sovereignty exercised by user and community collectives. Users es-
tablish social expectations, behavioural norms, and informal dispute-resolution
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mechanisms that influence conduct inside virtual environments (Taylor, 2006). In
immersive environments, user collectives develop rules around identity expression,
acceptable conduct, stewardship of virtual property, and participatory governance.
These norms lack formal status, yet they govern in the most immediate sense: they
shape what people do, tolerate, and expect. Treating community authority as a
fourth face of sovereignty is consistent with scholarship on indigenous data sover-
eignty, which insists that self-determination over data, systems, and shared cultur-
al artefacts cannot be reduced either to state authority or to platform rule-making
(iang, 2024; Kukutai & Taylor, 2016). The significance of this move is substantive
rather than terminological: recognising community sovereignty prevents the lay-
ered framework developed below from treating user norms as merely the residue
left after states, platforms, and protocols have acted.

Tensions and overlaps

When these four forms of sovereignty-like authority coexist, tensions are struc-
turally inevitable rather than merely contingent. Interoperability standards can un-
dermine data localisation; privacy-enhancing protocols could frustrate law en-
forcement (DeNardis, 2014); platform design can override community expecta-
tions; state demands for traceability can collide with community norms of pseudo-
nymity. Sovereignty in the metaverse is multiplying, fragmenting, and reassem-
bling across layers. Digital sovereignty becomes less a statement of control than a
question about how control is distributed when no single actor can govern alone.

Section 3. Polycentric governance as an analytical lens

Polycentric governance, in its contemporary meaning, refers to systems in which
authority is distributed across multiple centres of decision-making that operate at
different levels, with varying degrees of formality, and without strict hierarchical
ordering (Aguerre et al., 2024; Ostrom, 2010). Polycentricity is not a normative as-
piration but an analytical recognition that real-world governance rarely operates
through a single sovereign command. The digital environment is a vivid example,
given the density of actors exercising authority over it. Three features are central.

Firstly, polycentric governance is multi-level. Authority is exercised simultaneously
at the local, national, regional, and transnational levels. States regulate platforms;
the European Union issues regulations with extraterritorial reach; global technical
communities design standards; and user groups establish social norms (Aguerre et
al., 2024). These levels do not align neatly. They intersect, overlap, and occasional-
ly contradict one another. The metaverse amplifies this because its spatial logic
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does not correspond to territorial jurisdiction.

Secondly, polycentric governance is multi-actor. States remain important, but they
are not alone. Platforms exercise governance power through terms of service, algo-
rithmic moderation, architectural design, and economic rules. Technical bodies de-
fine standards that determine interoperability, data formats, identity schemes, and
security protocols (Gorwa, 2019). Civil society organisations, open-source commu-
nities, and user groups add normative layers, shaping expectations of fairness and
legitimacy (Taylor, 2006). These actors do not operate within the same institutional
logic. They also do not share the same interests or aims: regulators are typically
oriented towards rights protection and public policy, platforms towards user
growth and shareholder value, technical communities towards interoperability and
technical integrity, and user groups towards expressive freedom and community
well-being. Those divergent orientations produce predictable forms of friction,
which the framework developed below is designed to accommodate rather than to
suppress.

Thirdly, polycentric governance combines formal and informal rule-making. It in-
cludes hard law from legislatures and courts, but also soft law from regulators,
non-binding guidelines, technical standards, platform policies, and the informal
norms that emerge within user communities (Gillespie, 2018). Aguerre, Campbell-
Verduyn, and Scholte show that informal sources of authority are not peripheral
but structurally embedded in global digital governance (Aguerre et al., 2024).

These properties prevent any single actor from claiming comprehensive control.
Polycentric governance is, in this respect, less a choice than a description of how
authority is exercised once the fiction of a single sovereign centre is set aside.

Ordered pluralism rather than hierarchy

Polycentric governance rests on the insight that governance systems can be plural
without being disorderly. The phrase ‘ordered pluralism’ captures this idea: multi-
ple centres of authority coexist, coordinate, and sometimes compete, yet the over-
all system remains intelligible. This contrasts with hierarchy, which presupposes a
clear chain of command. In digital governance, hierarchy fits poorly - no regulator,
platform, standards body, or court can fully determine outcomes. Even the most
ambitious regulatory projects rely on platforms to implement and interpret rules in
practice (Gentile & Lynskey, 2022). Conversely, platform policies are shaped and
constrained by legal and normative expectations from multiple jurisdictions, and
standards bodies negotiate among divergent interests while incorporating political
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pressures indirectly. None of these relationships is hierarchical in the classical
sense.

Ordered pluralism, therefore, suggests a different conceptual architecture closer to
a set of loosely coupled nodes interacting through mutual constraint than to a
pyramid. Authority emerges relationally, through negotiation, contestation, and
adaptation.

Why the metaverse is already polycentric

The metaverse is, by design, a polycentric governance environment. Four observa-
tions explain why, and together they suggest that polycentricity is more a structur-
al entailment of the technology than a contingent policy choice. Firstly, doctrinally,
the metaverse challenges territorial jurisdiction. International jurisdiction doc-
trines remain tied to physical location, effects, nationality, and control over infra-
structure (Hornle, 2021), yet immersive environments operate across distributed
servers, virtual assets, and behavioural data that do not map onto territorial space.
The jurisprudence on internet jurisdiction, from Yahoo! France to Google Spain
("Google Spain SL v AEPD,” CJEU 2014), already shows the limits of territoriality. The
metaverse intensifies this because its architectures do not contain natural territori-
al markers. Secondly, platform power is structurally embedded: platforms define
identity systems, implement behavioural norms, and regulate virtual economies
(Castronova, 2005). Platforms are co-governors, not merely subjects of regulation.
Thirdly, protocol design operates as distinct governance. Protocols define data
flows, interoperability, and security mechanisms, constraining states and platforms
alike (De Filippi & Wright, 2018). Fourthly, practicality forces cooperation. No sin-
gle actor possesses comprehensive capacity and polycentric systems require coor-
dination (Ostrom, 2010). Taken together, these four considerations suggest that the
polycentric character of metaverse governance is effectively unavoidable; the real
question is whether it will be generated by design or by drift.

Section 4. A layered allocation-of-functions framework

If the metaverse is structurally polycentric, the next question is how to allocate
governance functions among actors who share neither constitutional foundations
nor a clear hierarchy. The framework developed in this section, and put forward as
the article’s principal conceptual contribution, builds on the polycentric premises
established above. It does not assume the existence of a central sovereign. It in-
stead identifies four discrete layers through which governance actually occurs,
specifies the interfaces among them, and sets out metrics by which the perfor-
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mance of each layer can be evaluated.

The four layers and their primary functions

The four layers (state law, platform governance, protocol architecture, and user/
community norms) are conceptual categories that correspond to concrete institu-
tional arrangements. The ordering is not hierarchical. It maps where authority ac-
tually sits. State law remains indispensable. It establishes the fundamental rights
that underpin digital participation, provides enforcement mechanisms, and articu-
lates public policies relating to safety, data protection, and competition. In the
metaverse, state law includes privacy regulation such as the GDPR, consumer pro-
tection norms, intellectual property rules, and national criminal law. Its primary
function is to articulate public-interest constraints that platforms and technical ac-
tors must respect and to express democratic values to private governance systems
(Bradford, 2020).

Platform governance functions as the primary governor of the metaverse. Plat-
forms design identity systems, define user conduct rules, mediate disputes, and
construct economic architectures (Gillespie, 2018). Their governance tools range
from automated moderation to algorithmic ranking, spatial design, access controls,
and sanctions. Their primary function is operational rule-making: they determine
how interactions occur in practice, which behaviours are permitted, and how con-
flicts are resolved (Gorwa et al., 2020).

Protocol architecture shapes what is technically possible. Standards-setting bod-
ies, open-source communities, and infrastructure developers design protocols gov-
erning identity verification, interoperability, authentication, cryptographic func-
tions, and data structures (Lehdonvirta, 2022). These architectures determine the
default conditions of digital life. A protocol can enforce privacy by design, mandate
interoperability, or limit data retention. Its primary function is constraint-setting. It
defines the boundaries within which platforms and states must operate (De Filippi
& Wright, 2018).

Finally, user/community norms constitute the layer that platforms and regulators
can neither generate nor fully suppress. Users and communities establish social
expectations, behavioural norms, and informal dispute-resolution mechanisms
(Taylor, 2006). In immersive environments, user collectives develop rules around
identity expression, acceptable conduct, virtual property stewardship, and partici-
patory governance. Although such norms lack formal status, their primary function
is legitimacy-generation: they provide meaning to the environment and shape



12 Internet Policy Review 15(3) | 2026

compliance through social incentives rather than coercion.

Interfaces: cooperation, conflict, and fallback

The four layers interact in three main ways: cooperation, conflict, and fallback.
These interfaces create the dynamic texture of metaverse governance. Cooperation
occurs when actors at different layers work toward aligned or mutually compatible
outcomes. State law may encourage platforms to implement robust content-mod-
eration procedures, as the Digital Services Act does. Platforms may adopt volun-
tary standards that complement regulatory goals. Protocol designers often cooper-
ate with both regulators and platforms to embed rights-compliant features such as
privacy-preserving computation or interoperability functions (Aguerre et al., 2024).
User communities may cooperate with platforms through participatory governance
schemes, co-authored norms, or collective decision-making. Cooperation is rarely
perfect, but when it occurs, it produces regulatory coherence.

Conflict is equally common, and it is analytically important because the actors at
different layers pursue different interests and aims. A state may mandate data lo-
calisation while platform architectures depend on global storage and replication
(Hornle, 2021). Protocol-level anonymity may conflict with state preferences for
traceability and surveillance. Platform design choices may frustrate the objectives
of state safety regulators or user communities; an avatar-based reporting mecha-
nism may satisfy platform efficiency goals but fail to meet due-process or trans-
parency expectations. Conflicts arise because layers have different incentive struc-
tures, different sources of legitimacy, and different epistemic commitments. These
conflicts are not pathological. They are constitutive of polycentric systems.

Fallback mechanisms are triggered when one layer fails to perform its functions. If
platform moderation collapses, states may intervene through emergency orders,
mandatory audits, or injunctions. If state regulation is weak or absent, platforms or
standards bodies may step in to protect user rights or manage harmful behaviours
(Suzor, 2019). User communities may create their own governance infrastructures
to fill gaps. Fallback arrangements prevent system-level collapse and reveal where
responsibility ultimately resides in practice, even when formal competencies are
ambiguous.

Success metrics: Legality, legitimacy, efficacy, auditability

Four metrics help assess whether each layer performs adequately. Legality refers
to compliance with binding legal norms, especially fundamental rights, data pro-
tection rules, and jurisdictional limits (Lynskey, 2015). State law must be clear, pro-
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portionate, and enforceable; platform rules must comply with public-law obliga-
tions; protocol designs must avoid creating architectures that undermine legal
rights, such as unavoidable biometric tracking or opaque automated decision-mak-
ing (European Data Protection Board, 2020).

Legitimacy concerns the moral authority of governance actions (Habermas, 1996).
States derive legitimacy from democratic processes and public accountability
(Beetham, 1991). Platforms derive it from consent, transparency, responsiveness,
and fairness (Klonick, 2018). Protocol designers derive it from participatory
processes, peer review, and technical integrity (DeNardis, 2014). User communities
derive it from shared norms and collective decision-making (Ostrom, 1990). In a
polycentric environment, legitimacy is multi-sourced (Ostrom, 2010).

Efficacy refers to the ability of a governance mechanism to produce desired out-
comes. A legal rule may be legitimate and lawful, but ineffective if it cannot be en-
forced (Ostrom, 2010). Platform moderation systems may be efficient at scale but
ineffective at addressing structural harms (Douek, 2021; Eder, 2024; Gillespie,
2018). Protocol-level interventions may be technically elegant, but practically un-
workable if adoption is low. Efficacy, therefore, requires attention to feasibility, in-
centives, and resource constraints.

Auditability, finally, refers to the ability to inspect, verify, and understand gover-
nance processes. State regulators need auditability to enforce compliance
(Husovec, 2023). Platforms need it to evaluate algorithmic systems and modera-
tion outcomes. Technical communities need it to validate protocols. Users need it
to build trust. In the metaverse, where automated decisions shape user experience
continuously, auditability is essential for preventing opacity and unaccountable
power.

Section 5. Lessons from social media governance

Social media is the first large-scale experiment in digital governance under condi-
tions of transnationality, rapid scaling, and infrastructural dependency. The meta-

verse inherits this history even as it transforms the technological environment. Its
lessons, though imperfect, confirm that governance in distributed systems requires
coordination across layers, and failures at any one layer can destabilise the whole.

The GDPR’s cross-border enforcement system exemplifies polycentric coordination.
It operates through a structured network that includes national Data Protection
Authorities (DPAs), a lead supervisory authority (LSA) for cross-border processing,
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and the European Data Protection Board (EDPB) as the dispute-resolution and har-
monisation body (Regulation (EU) 2016/679, 2016). Under the One-Stop-Shop
(OSS) mechanism, cross-border cases are handled primarily by the DPA of the con-
troller's main establishment, which acts as the lead supervisory authority; other
concerned DPAs can raise objections, require modifications, or trigger EDPB inter-
vention (Tosoni, 2020). The result is a system in which authority is shared and con-
tinually negotiated: no DPA can unilaterally impose a divergent interpretation of
the GDPR, and the LSA cannot act without considering objections from other DPAs.
The EDPB’s binding decisions illustrate this dynamic. In high-profile cases against
Meta (European Data Protection Board, 2022a, 2022b), WhatsApp (European Data
Protection Board, 2022c), and TikTok (European Data Protection Board, 2023a), the
Board intervened to resolve disputes over legal bases, transparency, and children’s
data. These were not mere procedural interventions. They clarified substantive
obligations and ensured consistent application of EU law. This coordination is
polycentric because authority is distributed among many actors, and yet order
emerges through iterative negotiation and binding ex post harmonisation. The
GDPR therefore, demonstrates that distributed governance can produce stable out-
comes without collapsing into fragmentation, provided coordination mechanisms
exist. Without the OSS and EDPB, enforcement would have resembled a patchwork
of inconsistent decisions (Gentile & Lynskey, 2022).

The system’s performance has nonetheless been uneven. Its successes cluster
around cases involving controllers with a clear EU establishment, where layered
coordination has worked reasonably well (Gentile & Lynskey, 2022). Three cate-
gories of failure nevertheless stand out. Controllers without EU establishment ex-
posed a fundamental gap, leading to parallel investigations and inconsistent inter-
pretations (European Data Protection Board, 2018). Article 66 urgency procedures,
intended to allow provisional measures in urgent cases, have been invoked rarely;
the 2023 Urgent Binding Decision ordering Meta to prohibit certain data process-
ing (European Data Protection Board, 2023d) exposed tensions about how DPAs
should interpret the ‘serious and irreparable harm’ threshold and about the inter-
action between urgency and the collective decision-making structure of the con-
sistency mechanism (European Data Protection Board, 2023b). EDPB taskforces
have produced some outcomes, such as coordinated cookie-banner guidance, but
the voluntary model produces inconsistent implementation when national priori-
ties differ (European Data Protection Board, 2021, 2023c). These failures show that
polycentric governance needs clear escalation and decision-making mechanisms
when actors disagree.
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Transferability to immersive worlds

The social media lessons translate to the metaverse only in part. Some carry over
directly, others require substantial adaptation, and a few break down entirely once
the immersive setting is taken seriously. A stylised scenario clarifies what does and
does not transfer.

Consider a cross-border avatar-harassment incident. A user resident in Spain al-
leges that another user, resident in Germany, subjected her avatar to repeated un-
wanted physical contact during a public event held inside a virtual venue operated
by a platform whose European subsidiary is established in Ireland and whose iden-
tity layer is supplied by a third-party provider headquartered in the United States.
Under the GDPR's One-Stop-Shop, the Irish DPA would assume the role of lead su-
pervisory authority, while the Spanish DPA would be a concerned authority entitled
to raise objections under the consistency mechanism, with EDPB intervention
available in the event of disagreement (Regulation (EU) 2016/679, 2016, arts 56,
60-65; Tosoni, 2020). To that extent, the existing architecture works. Three diffi-
culties, however, immediately surface. First, the conduct engages data-protection
law, consumer-protection law, platform-liability rules, and potentially criminal law
in more than one member state, and the One-Stop-Shop coordinates only the first
of these. Secondly, the third-party identity provider may have no European estab-
lishment at all and would therefore fall outside the main-establishment rules, re-
producing in sharper form the establishment-less-controller gap already familiar
from social media enforcement (European Data Protection Board, 2018; Gentile &
Lynskey, 2022). Thirdly, the evidential basis of any enforcement, namely biometric
telemetry and spatial logs, is generated and held by the platform itself, and its re-
liability cannot be tested without the platform’s cooperation (Xynogalas & Leiser,
2024).

Three lessons of social media governance nonetheless transfer with relatively lit-
tle adjustment. The first is the value of structured, institutionalised coordination
among regulators rather than reliance on ad hoc cross-border cooperation
(Aguerre et al., 2024). The GDPR experience demonstrates that distributed authori-
ty can produce stable outcomes provided that a designated coordinating regulator,
a duty of cooperation, and a binding dispute-resolution body are in place (Tosoni,
2020). The second is the necessity of ex post interpretive alignment through rea-
soned decisions, of the sort that the EDPB's binding decisions have produced in
cases against Meta, WhatsApp, and TikTok (European Data Protection Board,
2022a, 2022c, 2023a). Without such a mechanism, divergent national interpreta-
tions would generate the patchwork that the One-Stop-Shop was designed to pre-
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vent (Gentile & Lynskey, 2022). The third is that platforms and standards bodies
routinely act as interim governors where formal regulatory capacity is lacking, and
this redundancy across layers is a structural virtue of polycentric coordination
rather than a defect to be eliminated (Gillespie, 2018). What is genuinely transfer-
able is therefore not the One-Stop-Shop as such, but its institutional grammar.

That grammar can be reproduced for immersive environments only if a regional
digital authority is taken seriously rather than gestured at as an aspiration. The
EDPB supplies a useful template, but a metaverse counterpart would have to differ
from it in four respects: cross-regime membership extending to consumer-protec-
tion, audiovisual-media, and competition regulators, with formal participation by
Digital Services Coordinators (European Parliament and Council of the European
Union, 2022b, art 49); jurisdictional reach attaching to the operation of immersive
infrastructure accessible to residents of the regulating jurisdiction, extending to
platform architecture the targeting logic of Article 3 GDPR (European Parliament
and Council of the European Union, 2016, art 3); decisional procedures with per-
manent technical-advisory capacity, since many metaverse disputes turn on proto-
col behaviour and biometric inference rather than legal interpretation alone; and
remedial powers including architectural orders capable of requiring the redesign
of protocol-level features rather than confining the authority to fines and behav-
ioural injunctions. The Digital Services Act's Digital Services Coordinators with EU-
level oversight (Regulation (EU) 2022/2065, 2022) and the European Commission'’s
Communication on Web 4.0 (European Commission, 2023) suggest that the legisla-
tive imagination already extends in this direction.

Three structural differences nonetheless limit transferability regardless of institu-
tional design. Metaverse identity systems rely on biometric and behavioural data
more intrusive than social media identifiers (Xynogalas & Leiser, 2024), shifting
the centre of regulatory gravity from ex post moderation to ex ante protocol-level
constraints on what data can be captured at all. The metaverse is also spatial and
economic in ways that social media is not; virtual property and user-generated
economies (Castronova, 2005) generate disputes that resemble those arising from
financial markets and real-property regimes more than those arising from speech,
making enforcement more dependent on platform design. And whereas social me-
dia platforms are largely siloed, the metaverse aspires, at least normatively, to in-
teroperability across environments (European Commission, 2023), which disperses
the locus of harm: an avatar that moves across platforms carries its identity, assets,
and reputational record with it, so that a regulatory action against one platform
may be circumvented through migration to another unless coordination operates
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at the protocol layer.

Four adaptations follow. First, protocol-level harmonisation, particularly for identi-
ty, data minimisation, and portability, is structurally indispensable: without it, reg-
ulatory action remains downstream of the architecture that generates the relevant
harms (De Filippi & Wright, 2018). Secondly, cross-platform enforcement agree-
ments modelled loosely on the One-Stop-Shop must be extended across regimes
and across the actor types canvassed above. Thirdly, technical-auditability require-
ments, including standardised logging of behavioural-telemetry processing,
mandatory disclosure of biometric-inference pipelines, and verifiable audit trails
for cross-platform identity transfers, are needed to address the evidential gap ex-
posed in the avatar-harassment scenario (Gorwa et al., 2020). Fourthly, institution-
alised cooperative oversight must bring together regulators, platforms, and stan-
dards bodies in a structured exchange in which protocol choices, legal require-
ments, and technical implementation are reciprocally accountable. None of these
four adaptations is sufficient alone: protocol-level harmonisation without cross-
platform enforcement leaves architectural standards unenforced; cross-platform
enforcement without auditability cannot generate the evidence necessary for ac-
tion; auditability without cooperative oversight produces technical compliance dis-
connected from regulatory purpose. The package is demanding rather than com-
plete, and it leaves unresolved the question of how user communities, whose nor-
mative authority (community sovereignty section) identifies as a fourth site of sov-
ereignty, are to participate in coordination structures designed primarily for regu-
lators, platforms, and standards bodies. The social media experience provides a
conceptual foundation, but the metaverse's technical and institutional complexity
requires building on that foundation rather than replicating it.

Section 6. International law and state control under
strain

International law has always assumed a world of borders, territories, and identifi-
able actors. It now confronts infrastructures that defy those assumptions. States
still wish to exercise control, yet the doctrinal and enforcement mechanisms on
which they rely are increasingly mismatched with the architectures they seek to
regulate. Three dimensions of strain merit examination: traditional jurisdiction
doctrines struggling under distributed architectures; conflicts between public reg-
ulatory norms and private rules; and evidential and remedial challenges.
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Jurisdictional doctrines under distributed architectures

International law recognises several bases of jurisdiction, including territoriality,
nationality, and protective principles (Shaw, 2021). Distributed architectures lack
stable territorial anchors (Arner et al., 2022). A user in Nairobi may interact in a
virtual concert hosted on servers in Ireland, moderated from California, and built
on standards developed by a transnational open-source community that itself has
no legal personality, that is, no status as a legal subject and therefore no capacity
to sue or be sued as an entity, leaving liability to attach, if at all, to individual con-
tributors or sponsoring foundations. Jurisdictional doctrines can adapt only so far:
the territorial principle loses explanatory power when location is diffuse; effects
doctrine risks overbreadth (Hornle, 2021). What emerges is jurisdictional fragmen-
tation: states assert overlapping claims, none fully enforceable without platform
cooperation. International law must therefore integrate infrastructural considera-
tions (Aguerre et al.,2024), and scholars such as Hornle propose rethinking juris-
diction through functional and technical criteria, focusing on where control is ex-
ercised rather than where servers are located (Hornle, 2021).

The most developed attempt to bring public international law to bear on cyber-
space is the Tallinn Manual process. Tallinn Manual 2.0, produced by an interna-
tional group of experts under the auspices of the NATO Cooperative Cyber Defence
Centre of Excellence and currently being succeeded by Tallinn Manual 3.0, sets out
154 rules restating international law as applicable to cyber operations in both
peacetime and armed conflict, with extensive commentary on sovereignty, jurisdic-
tion, state responsibility, human rights, and due diligence (Schmitt, 2017). The
Manual is not formally binding; it represents the views of its authors in their per-
sonal capacity. Yet it is the most influential doctrinal reference point in the field,
widely consulted by governments and scholars, and it supplies a useful touchstone
for metaverse governance in two respects. First, its treatment of sovereignty and of
the duty of due diligence establishes that cyber operations do not occur in a legal
vacuum: the ordinary principles of international law apply, including the obligation
not to allow one’s territory or infrastructure to be used to harm other states. Sec-
ondly, the Manual’s careful disaggregation of jurisdiction into prescriptive, adju-
dicative, and enforcement dimensions illustrates precisely the kind of functional
analysis that metaverse governance requires. At the same time, the Manual re-
mains premised on state-to-state relations and on the attribution of conduct to
states; it has comparatively little to say about the role of private platforms and
technical communities that the present framework places at the centre of immer-
sive governance. Engagement with the Tallinn process, therefore, situates the ar-
gument within the broader debate on international law and digital infrastructures,
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while clarifying why that debate must now be extended beyond inter-state con-
duct to capture polycentric authority.

Conflicts of laws and private ordering

A second source of strain arises from conflicts between public law and private or-
dering. Platforms and protocols create normative systems that operate parallel to,
and sometimes in tension with, state-made law. Terms of Service (ToS) govern user
conduct, define property rights, impose dispute-resolution procedures, and specify
jurisdictional clauses (Moringiello, 2010). They often displace public remedies
through arbitration mandates or liability disclaimers. In immersive environments,
ToS can take on even greater significance because they govern spatial interactions,
avatar rights, and the architectural logic of the world itself. Suzor describes this as
a form of private constitutionalism, where platforms become primary lawmakers
(Suzor, 2019).

Code adds a further dimension. Code enforces behavioural constraints automati-
cally, from avatar movement to identity persistence and virtual property transfers
(Gillespie, 2018). As De Filippi and Wright argue, code can become a regulatory
mechanism in its own right, sometimes more powerful than contract or public law
(De Filippi & Wright, 2018). Protocols can determine whether data is interoperable,
whether anonymity is possible, or whether user actions are reversible. States may
object, but unless they can compel technical redesign, their objections remain
largely symbolic. These collisions between public and private norms are not theo-
retical. Consider a platform that enforces mandatory identity verification through
persistent avatars. A state may consider such verification unlawful or dispropor-
tionate, yet the platform may embed it directly into the architecture. Consider, al-
ternatively, a jurisdiction that recognises virtual property rights, while a platform
treats all virtual assets as mere contractual licences. The conflict exists not merely
in text but in the functioning of the system. Public and private orderings clash
here not only because they apply different rules but because they pursue struc-
turally different aims. Public law privileges accountability, fundamental rights, and
democratic legitimacy; private orderings privilege user retention, transactional ef-
ficiency, and economic viability. These aims are not always reconcilable through
interpretive adjustment, and the resulting collisions are therefore substantive
rather than merely procedural. International law offers limited tools to mediate
these tensions. Conflict-of-laws doctrines might determine the applicable law, but
enforcement still depends on cooperation from private actors. Treaty regimes, such
as those under UNCITRALS electronic commerce frameworks, provide functional
equivalence rules but do not address immersive interactions or avatar-based iden-
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tities. The result is a regulatory asymmetry: public law aspires to universality,
while private law follows the platform’s infrastructural boundaries.

Evidential and remedial constraints: Why law still matters

A third area of strain concerns evidential and remedial challenges. Distributed ar-
chitectures generate massive technical data, yet access is controlled by platforms
(Xynogalas & Leiser 2024). Attribution is complicated when actions involve bots,
avatars, or algorithmic agents; harmful acts may be products of systems rather
than single users. Traditional remedies assume a clear defendant; in the meta-
verse, some harms may be architectural, requiring redesigning systems rather than
punishing actors.

Despite these constraints, law provides normative anchors that private ordering
cannot replace. Legal processes reinforce legitimacy, providing accountability that
private governance lacks (Gentile & Lynskey, 2022). Law’s most enduring contribu-
tion is the demand for justification. Law requires platforms and protocol designers
to explain and defend their choices publicly - a crucial counterweight to unac-
countable power in a polycentric environment.

Conclusion: Calibrated reforms and a research agenda

The metaverse is neither a clean break from past digital ecosystems nor simply an
extension of them. It is more layered, more immersive, and more structurally poly-
centric. Governance in such environments requires calibrated reforms rather than
maximalist interventions or unreflective reliance on private ordering. It also re-
quires attentiveness to a counter-trend that cuts against the metaverse’s inherent
transnationality: a growing political appetite for re-territorialisation. In an interna-
tional climate increasingly marked by geopolitical competition, industrial strategy,
and value-based demarcation from particular technology providers, states are once
again projecting territorial and civilisational boundaries into digital policy (Chan-
der & Sun, 2023; Pohle & Thiel, 2020). A governance framework premised purely
on boundary dissolution would misdescribe the present. The layered framework
developed here is compatible with this reality because it does not require the ero-
sion of state authority; it requires the recognition that state authority coexists
with, and is mediated by, other sovereignty-like sites.

Near-term legal and practical steps

Several reforms are feasible in the short term. First, regulators can extend existing
legal frameworks (data protection, consumer protection, competition law) to im-
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mersive environments and can strengthen cross-border enforcement mechanisms;
the GDPR’s One-Stop-Shop model provides a template for coordinated oversight
adaptable to biometric data and behavioural telemetry. Second, platforms should
provide stronger transparency and auditability, with regulatory audits for algorith-
mic processes and biometric tracking treated as baseline obligations. Third, proce-
dural fairness requires improvement: appeals processes, due-process safeguards,
and clear explanations of sanctions can mitigate the legitimacy gap that currently
characterises platform governance. These steps stabilise the system enough to en-
able deeper reforms.

Medium-term architectural commitments

More ambitious reforms require cooperation among states, platforms, and protocol
communities. Interoperability is central. It can prevent monopolistic enclosure and
enable cross-platform portability of identity, assets, and interactions, but it re-
quires open standards rather than proprietary protocols. The European Commis-
sion’s initiatives on open metaverse architectures suggest political will is emerg-
ing (European Commission, 2023). Privacy by design requires structurally minimis-
ing behavioural and biometric data rather than merely regulating ex post. Account-
ability infrastructure (protocol-level logging, audit trails, verifiable interactions) is
needed to ensure remedial mechanisms have evidential grounding.

Research agenda

Much remains uncertain, and the research agenda set out here is intended to be
elaborated rather than abbreviated. Four priorities stand out. First, sovereignty
claims across layers require systematic mapping; the four-site account offered in
Section 3 is a starting point, not a conclusion. Secondly, immersive harms require
theorisation that is sensitive to the continuous, embodied, and spatial nature of
metaverse interaction, and that can distinguish architectural from user-driven
wrongdoing for remedial purposes. Thirdly, virtual property and avatar rights re-
quire renewed attention, because immersive environments complicate the distinc-
tions between licences, ownership, and personhood that much private law presup-
poses. Fourthly, comparative research on Global South governance models is es-
sential. It is essential for three specific reasons: much of the scholarly literature on
digital sovereignty generalises from European and North American experiences,
and cannot be assumed to travel (Chander & Sun, 2023; Couture & Toupin, 2019);
states in the Global South confront digital sovereignty under conditions of infra-
structural dependence and postcolonial legacy, giving rise to distinctive models of
state, indigenous, and community authority (Jiang, 2024; Kukutai & Taylor, 2016);
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and the metaverse, if it becomes genuinely global, will be shaped in material ways
by regulatory choices made in regions where rule of law, capacity, and geopolitical
positioning differ sharply from those in the Brussels-effect jurisdictions. Calibrated
reforms, in short, demand interdisciplinary, comparative, and technically informed
research. Integrating all four layers - legal, platform, protocol, and community - is
how the metaverse becomes governable in a way that is both effective and princi-
pled.
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