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Abstract: Individuals and groups increasingly seek to resist the harms and risks of a data-driven 
society. This essay explores the possibility of individual and collective resistance vis-à-vis 
datafication, drawing on examples from across the globe. It shows how infrastructure, political 
agency, and tactics have changed in response to datafication. It reviews six resistance tactics, 
distinguishing between “defensive resistance” and “productive resistance”: self-defence, subversion, 
avoidance, literacy, counter-imagination, and advocacy campaigning. Investigating them offers 
insights on the ability of social actors to contribute to innovation in mobilising practices amidst 
intrusive surveillance. 
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Introduction 

In the 1930s, Mahatma Gandhi led nonviolent resistance in India, refusing to coop-
erate with the colonial system. Between 1943 and 1945, the Italian resistance 
movement carried out disruptive actions against the fascist regime in the country. 
In 1955, African American activist Rosa Parks defied bus segregation in the US by 
refusing to give up her seat to a white passenger. In the 1980s, South African ac-
tivists and hackers built an autonomous encrypted communication network to co-
ordinate resistance against the apartheid system. Since the mid-1990s, the indige-
nous Zapatista Army of National Liberation in Chiapas (Mexico) has used both on-
the-ground and online resistance tactics to combat injustice and dispossession. 
These examples share a common thread: individuals and groups historically en-
gaged in resistance to challenge structural conditions of injustice and inequality, 
such as laws, state authority, and other forms of power perceived as unjust. Resis-
tance has a long-standing tradition, spanning different regions and periods, united 
by the drive to confront and dismantle oppression. However, how are resistance 
practices adapting and evolving in today's increasingly data-driven and digitalised 
society? 

Resistance refers to intentional actions taken in opposition to someone or some-
thing, arising from a refusal to conform to social norms or accept the status quo (or 
changes to it). It can vary in both the visibility of the act itself and the degree of 
intent or consciousness behind it (Hollander & Einwohner, 2004). 

The datafication of our societies – the process by which various aspects of human 
life are converted into data, which are then traded and analysed to generate 
meaning and value (Mejias & Couldry, 2019) – has introduced new concerns, call-
ing for fresh strategies of resistance that address the unique risks and harms of da-
ta-driven societies, such as biometric surveillance (Andrejevic & Selwyn, 2022). Ex-
posing blanket mass surveillance by the U.S. National Security Agency and its sib-
lings worldwide, the Snowden leaks (2013-2016) have marked a point of no return 
in surveillance policy and its perception by the citizenry (Hintz & Brown, 2017). In 
2014, the uproar at Facebook’s strict implementation of its real-name policy, which 
required users to indicate their legal name when registering an account, forced the 
company to accommodate the requests of vulnerable communities in fear of using 
their legal name online, such as transgender and gender variant users (Haimson & 
Hoffmann, 2016). In 2019, Hong Kong protesters mobilising against a proposed ex-
tradition bill took down the “smart lampposts” dotting the city, feared to harbour 
facial recognition software identifying them as activists (Binder, 2019). These ex-
amples expose how datafication has multiplied the occasions of resistance – and 
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the reasons to do so. Campaigns and awareness-raising initiatives have multiplied. 
Resistance, however, may appear more complicated to organise, less effective, 
hardly visible, and potentially futile given the diffuse nature of the structures and 
practices it targets. 

This essay takes an interdisciplinary perspective to explore the possibility of indi-
vidual and collective resistance in the data-driven society, drawing examples from 
around the world. It is structured in three parts. The first section offers a historical 
overview of the evolution of resistance. The second examines three key transfor-
mations in resistance within a data-driven society: infrastructure, political agency, 
and tactics. The third section focuses on six effective resistance tactics for ad-
dressing the challenges of datafication: self-defence, subversion, avoidance, litera-
cy, counter-imagination, and advocacy campaigning. This essay argues that the 
progressive digitalisation and datafication of society, coupled with the rise of intel-
ligent systems (or artificial intelligence, henceforth AI), have fundamentally re-
shaped the possibilities for resistance. However, analysing the discontents of 
datafication provides valuable insights into how social actors more broadly can in-
novate resistance practices. 

1. From the cotton fields to the web: resistance tactics 
in context 

Resistance is as old as power abuse, or, to say it according to Foucault, “where 
there is power there is resistance” (1976/1978, p. 95). The “action repertoire” (Tilly, 
1981) of resistant actors is diverse, ranging from sabotaging work tools, staging 
collective slowdowns, and simulating illness of enslaved Africans on American soil, 
to contemporary forms of cultural resistance where the digital is both tool and ob-
ject of resistance. Resistance tactics can be violent or non-violent, overt or con-
cealed, practised individually or collectively. To understand resistance in context 
with respect to the variety of tactics available to protesters, I draw on examples 
from the last century to the present day. 

Gandhi and his followers in the Indian Independence Movement (1930s-1940s) 
headed large protests against the colonial rulers, but also fought unjust laws in 
court (Gandhi was attorney-at-law), and staged large-scale boycotts of British 
goods, such as salt (Nojeim, 2004). The world-famous Diary of Anne Frank (1947), 
published after 15-year-old Jew Anne died in the concentration camp of Bergen-
Belsen in 1945, is testimony to the silent resistance of many Dutch citizens against 
the Nazi rule: they actively hid, protected, and fed Jewish dwellers after deporta-
tion intensified in 1942. French and Italian partisans, among others, embraced vio-
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lent guerrilla tactics to oppose the occupiers, sabotaging tanks, attacking and 
killing Hitler’s and Mussolini’s forces, and blowing up infrastructure such as 
bridges to slow down the advance of the enemy (Cooke, 1997). Guerrilla tactics al-
so characterised the resistance in the 20th century African Independence Move-
ments, which contributed to ending colonial rule in Algeria, Madagascar, and 
Mozambique among others (see Chaliand, 1982). On the contrary, the Tibetan re-
sistance movement, protesting Chinese domination, still today embraces tactics as 
diverse as protest and self-immolation (Makley, 2015). The 2010-2012 Arab Spring, 
a series of pro-democracy uprisings that swept through the Middle East and North 
Africa led to regime change by means of largely peaceful tactics, supported also by 
social media use (Gerbaudo, 2012). Today, environmental activists advocate for cli-
mate action blocking traffic and motorways, staging school strikes, damaging art-
works, and deliberately seeking to be arrested (Sorce & Dumitrica, 2023). 

Resistance as a multifaceted socio-political and cultural phenomenon has been of 
concern to several scholarly fields, including sociology and political science, cul-
tural studies, post-/decolonial studies, gender and queer studies, and media stud-
ies. A cursory literature review reveals the diversity of available tactics and their 
central features. 

Sociologists and political scientists see resistance as a central element in the 
repertoire of “contentious politics” (Tilly & Tarrow, 2007), that is to say it is one of 
the options available to social actors to provoke change. Because “resistance and 
rebellion are costly” (Tilly, 1991, p. 594), resources available to movements (e.g. fi-
nancial support, social capital, organisational networks) matter for resistance to be 
effective, as does the dynamic interaction with the political environment (“political 
opportunities”) (McAdam et al., 1996). Actors are known to develop new tactics in 
response to the changing political environment (see Wang & Soule, 2016). But re-
sistance is not limited to overt and organised action. Scott’s writings on “everyday 
forms of resistance” (1985) emphasise how the marginalised engage in subtle, hid-
den, and creative ways of resisting oppression – the so-called “hidden transcripts” 
(Scott, 199o), whose performative nature contributes to the renegotiation of power 
relations. 

Cultural studies have examined the role of cultural forms of resistance, including 
(youth) subcultures and countercultures, in fighting back mainstream values and 
fostering the acceptance of alternative identities and lifestyles (e.g. Hall & Jeffer-
son, 1976). Hall’s work on cultural identity, hegemony, and encoding and decoding 
media messages points to ways in which people resist dominant discourses: the 
“margin of understanding” allows individuals to reclaim their own interpretations 
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(Hall, 1973). De Certeau’s notion of “tactics” (1984) exposed how ordinary people 
enact creative resistance to dominant structures by momentarily seizing spaces of 
autonomy in often defensive and opportunistic ways. 

Within gender and queer studies, resistance foregrounds the role of the personal 
and the everyday in resisting societal norms and oppressive structures. Decon-
structing the role of language in perpetuating repression, Butler (1990) exposed 
how everyday actions and performances of individuals contribute to challenge nor-
mative gender identities. Exploring the intersectionality of gender, race, and capi-
talism as a flywheel of oppression, bell hooks (1994) laid bare how resistance can 
be embodied through self-love, education, and transformative feminist praxis. Es-
teban Muñoz’s notion of “disidentifications” (1999) explored how marginalised in-
dividuals resist dominant cultural norms; in her view, resistance consists in the 
practice of envisioning alternative futures. 

The notion of resistance is central to both postcolonial and decolonial studies, 
whose scholars are concerned with understanding and challenging the legacy of 
colonialism. The focus is on the agency of colonised and oppressed peoples push-
ing back against the systems of control, ideologies, and cultural erasure that 
stemmed from colonial rule (Bhambra, 2007). These communities actively seek to 
decenter Western predominant views by practising “epistemic disobedience” 
(Mignolo, 2009). “Subaltern knowledges” (Mignolo, 2000) emerge and thrive within 
“territories of difference”: sites of resistance where the marginalised challenge the 
homogenising forces of modernity by asserting their own knowledge systems, 
identity, and forms of governance (Escobar, 2008). 

From a communication and media studies perspective, scholars have looked at 
how media contribute to disseminating resistance narratives and alternative 
frames, shaping public discourse and mobilising support (e.g. Meikle, 2002; Hack-
ett & Carroll, 2006). The explosion of digital resistance – the employment of digi-
tal channels and devices (e.g. camcorders, social media, smartphones…) to fuel re-
sistance and support protesters but also the emergence of digitally-native resis-
tant coalitions such as Anonymous – has resulted in the burgeoning literature on 
hacking (e.g. Maxigas, 2012; Coleman, 2013; Toupin, 2016), hacktivism (Jordan, 
2002; Milan, 2015), and digital resistance and digital activism more in general 
(see, among others, Karatzogianni & Michaelides, 2009; Fuchs, 2014; Treré, 2019). 
Resistance through the digital includes both (sub)cultural elements and tech-
based ways of evading control; the literature stresses the role of the infrastructure 
in shaping tactics, possibilities, and outcomes. 
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2. The evolution of resistance practices in a data-
driven society 

How have resistance practices evolved in response to datafication? Three key 
changes define the evolution of resistance amidst datafication, focusing on infra-
structure, political agency, and tactics. The three dimensions pertain to the areas 
where the effects of datafication are most strongly felt. The infrastructural dimen-
sion relates to the shifting structural conditions of power and inequality, which 
have been reshaped by the advent of the data-driven society. Meanwhile, the 
changes in political agency and tactics highlight the evolving roles and strategies 
of social actors in this new landscape. 

Infrastructure concerns the overall structural conditions under which resistance 
unfolds today. These include, e.g. a digitalised and datafied public sphere, whereby 
public discourse unfolds in countless platforms and supports where algorithms tai-
lor content according to individual preferences and behaviours. Infrastructure has 
an impact on how resistant actors reach out to like-minded individuals and the 
public. On the one hand, occasions to connect to bystanders have multiplied, hav-
ing removed the bottleneck of traditional media outlets (Ryan, 1991). On the other 
hand, messages proliferate, audiences are more diffused than ever, and digital 
commitment does not always translate into embodied action, undermining the 
sustainability of resistance itself (Dencik & Leistert, 2015). Moveover, as the exam-
ple from Hong Kong demonstrates, intrusive surveillance technologies in public 
spaces, such as facial recognition cameras, pose additional risks to individuals par-
ticipating in acts of resistance. 

Political agency refers to the ability of social actors to engage with, and react to, 
the context in which they are embedded so that they are able to change their rela-
tion to it (Milan, 2018, p. 512). It is rooted in the process of “making sense of the 
world so as to act within it” (Couldry, 2014, p. 891). These interpretative processes 
allow people, individually and in interaction with one another, to take action en-
gaging in resistance. But today interpretative processes are deeply affected by the 
algorithmic ecosystem that mediates interpersonal interactions and worldviews 
and forms of “biopower” (Foucault, 2004/2008) that hinder identities (Cheney-Lip-
pold, 2011) – with a variably detrimental effect on people’s autonomy, exposure to 
diverse perspectives, and decision-making abilities (Susser et al., 2019). 

Finally, tactics have evolved too, from the foot dragging techniques of enslaved 
Africans to the attempt to rescue from deletion of precious environmental data 
threatened by the Trump administration (Vera et al., 2018). The main innovation 
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concerns the incorporation of digital and datafied elements. For instance, activists 
engaging in feminist affective resistance exploit platform features to make their 
social media feed “work for them” (Schoettler, 2023). As social movement studies 
literature illustrates, the repertoire of contention continuously expands to adapt to 
the current socio-technical context, while including constant elements, too. Tacti-
cal innovation is flexible, creative, and incremental (see Taylor & Van Dyke, 2004). 

The changes in infrastructural conditions, political agency, and tactics reviewed 
above expose how today resistant actors have become “datafied”. In other words, 
any type of contentious action, regardless of the area of concern, evolves vis-à-vis 
the totalising effects of datafication (Milan & Beraldo, 2024). As a result, to under-
stand resistance in the data-driven society we ought to consider the socio-techni-
cal, systemic effects of data and data infrastructure on action dynamics, and how 
people resist datafication itself, in the assumption that this less visible yet cross-
cutting repertoire helps to chart the future of resistance more in general. For this 
reason, what follows focuses on resistance to datafication, although it is still large-
ly the domain of expert communities (Dencik et al., 2016). 

3. Defensive and productive resistance to a data-driven 
society 

What tactics empower individuals and collectives to resist the oppressive dynam-
ics of datafication? This section reviews six tactics that have emerged as a re-
sponse to data-driven surveillance, data exploitation, and privacy erosion, namely 
self-defence, subversion, avoidance, literacy, counter-imagination, and advocacy 
campaigning. These tactics are not mutually exclusive, and often are implemented 
in combination. They include instances of both mundane, everyday resistance – 
non-coordinated, apparently invisible, and often not spectacular at all – and “full 
blown” resistance, when resistant acts are the result of coordination and designed 
to become visible; both approaches harbour political intent. In broad strokes, the 
six tactics can be grouped in two macro-categories, accounting respectively for de-
fensive resistance and “productive resistance” (Ettlinger, 2018). 

The first group, that accounts for defensive resistance, enacts resistance by address-
ing the socio-technical infrastructure of datafication, that is they take the techno-
logical dimension as main point of reference, including turning it into a tool of re-
sistance itself. 
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#1 Self-defence 

Self-defence refers to the adoption of software tools to bypass surveillance, state 
snooping, and the data exploitation perpetrated by tech companies, but includes 
also a variety of behavioural techniques of neutralising surveillance such as mask-
ing or blocking (Marx, 2003). For example, to sidestep government censorship or 
repression in countries where freedom of expression is under threat, such as Rus-
sia, human rights defenders use encrypted messaging apps to communicate safely 
and virtual private networks (VPNs) to find and share information (Ermoshina & 
Musiani, 2022). The operating system Qubes empowers users to improve the secu-
rity of their data by “compartmentalizing” one’s digital life (Kazansky & Milan, 
2021). Self-defence can be ascribed to the rubric of “reactive data activism” (Milan 
& van der Velden, 2016), whereby individuals and groups react to the threats to 
civil and human rights that derive from corporations and governments by means of 
technical solutions. It is also associated with the notion of “anticipatory data prac-
tices”, which highlight the future-oriented nature of tactics offering “a heuristic for 
action amidst the persistent uncertainties of life with data” (Kazansky, 2021): ac-
tivists seek to “play ahead”, pre-empting harms. The rubric also includes “quiet”, 
seemingly invisible individual practices that do not require coordination with oth-
ers. These practices are politically motivated, yet often habitual and only partly 
conscious, such as browsing anonymously or turning off your phone's geolocation 
feature. These everyday practices of self-defence are adopted by subjects who 
have little ability to change the system, but that want to contribute to undermin-
ing power without revealing themselves (Vinthagen & Johansson, 2013). 

#2 Subversion 

Subversion is aimed at destabilising the dynamics and structures of the data-dri-
ven society. It embraces a broad spectrum of tactics that go from guerrilla methods 
like sabotage to foot-dragging techniques of disruption such as polluting data col-
lection to “put sand in the machine”, which signal refusal to comply. Examples of 
the former are Hong Kong pro-democracy protesters taking down lampposts but 
also forms of intentional disobedience like whistleblowing (leaking confidential in-
formation to expose unethical practices by powerful entities), oriented to deliber-
ately breaking the rules of a system (Di Salvo, 2019). Go Rando, a web browser ex-
tension, is an example of the latter: it obfuscates a user’s feelings on Facebook, in-
troducing noise in user profiling (Milioni & Papa, 2022). Similarly, consumers may 
swap loyalty cards to muddle the records of supermarket purchases. This approach 
is known as “data obfuscation”, a tactic combining “informational resistance, dis-
obedience, protest or even covert sabotage” and “a form of redress in the absence 
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of any other protection and defence, and one which disproportionately aids the 
weak against the strong” (Brunton & Nissenbaum, 2013, p. 171). In-between guer-
rilla and procrastination techniques, we find coordinated attempts at exploiting 
the features of a system in view of disturbing its functioning, like when individual 
users simultaneously flood social media hashtags or images to change the domi-
nant narrative or expose their outrage. The 2018 #DeleteFacebook campaign is a 
case in point: platform users exploited its popularity mechanisms as a “backlash to 
the dominant model of platform capitalism” (Mills, 2021, p. 852). 

#3 Avoidance 

This form of defensive resistance includes a variety of tactics, ranging from escape 
to non-cooperation to promoting self-sufficiency. While this rubric covers a broad 
spectrum of strategies, they all share a common goal: “rejecting digital life or parts 
thereof” (Ettlinger, 2018, p. 5) to avoid the harmful effects of datafication on per-
sonal and social life. Under the “escape” category, examples include boycotts and 
economic resistance, such as refusing to buy products or services considered intru-
sive (e.g. smartphones), or avoiding purchases from certain companies. Digital dis-
connection is also an increasingly popular practice whereby individuals decide to 
abandon (social media) platforms as a form of political resistance (Kaun & Treré, 
2018). The project “web 2.0 suicide machine” supports users to “delete all your en-
ergy sucking social-networking profiles, kill your fake virtual friends, and com-
pletely do away with your Web2.0 alterego” (http://suicidemachine.org; see also 
Milioni & Papa, 2022, n.p.). There are also both digital and analog attempts to re-
sist the consequences of datafied technologies, such as profiling and identification 
(or “non-cooperation”). Movement-operated internet servers refused to comply 
with the European Data Retention Directive (2006/24) and did not retain their 
users’ data traffic information (Hintz & Milan, 2009). And privacy-concerned indi-
viduals may hide their face while walking past a facial recognition camera, which 
is perceived as defying their ability to be anonymous in public space. Although not 
coordinated, these mundane, everyday acts of resistance are nonetheless carried 
out with political intent (Madison & Klang, 2019). Finally, the creation of alterna-
tive platforms and forms of governance (“self-sufficiency and autonomy”), and their 
self-sufficient user communities, also offers a way out of data-sucking infrastruc-
ture (Lovink & Rasch, 2013; Lynch, 2020; Couture & Toupin, 2019). 

The three tactics discussed next are rooted in forms of cultural resistance and tar-
get the symbolic aspects of a data-driven society, such as social norms, values, and 
perceptions. They fall under the macro category of productive resistance, whereby 
“digital subjects may act critically on their freedom to challenge digital norms by 
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making use of the affordances of the digital environment to produce new elements 
that serve their needs” (Ettlinger, 2018, p. 2; emphasis added). In Ettlinger’s work, 
productive resistance is described as being in contrast to resistance through avoid-
ance, disruption, and obfuscation. Its significance lies both in its potential to influ-
ence the mechanisms of digital governance and in the agency it embodies, which 
is viewed as “an end in itself” (2018, p. 1-2). 

#4 Literacy 

Alongside tech-based forms of resistance, cultural and artistic resistance has a role 
to play in fostering norm and system change. Literacy is one such tactic that inter-
venes at the symbolic level. It is a broad category that subsumes efforts at teach-
ing and learning how to protect individual liberties and retain a certain degree of 
opacity in times of data-driven surveillance (Fotopoulou, 2020). Popular examples 
of literacy and self-education initiatives include the so-called “Cryptoparties”, also 
known as “Privacy Cafés”, whereby experts teach low-skill users personal privacy 
practices, including how to defend the privacy of their communications (Monsees, 
2020). Digital rights organisations globally provide their stakeholders with techno-
logical guidance and off-the-shelf tools for digital self-protection to improve “da-
ta-driven resilience” (Kazansky, 2023). They seek to make “specialized” technologi-
cal information accessible so as to resonate with the experiences of their target 
audiences (“cultural information framing”) (Daskal, 2018). Importantly, literacy ef-
forts are closely tied to community building, which involves creating supportive 
networks of mutual aid and protection that often endure beyond isolated 
events,like a single training event. Furthermore, the literacy rubric includes coordi-
nated efforts at countering the negative effects of datafied media, such as misin-
formation or propaganda, by debunking false narratives and promoting awareness 
and critical thinking. For example, during the Covid-19 crisis, Brazilian data ac-
tivists sought to produce “alternative” evidence about the pandemic by gathering 
and making available data, countering governmental narratives denying the sever-
ity of the virus (Füssy, 2021). 

#5 Counter-imagination 

Counter-imagination is a form of narrative intervention that seeks to create alter-
native narratives that challenge dominant discourses and/or to flip the perspective 
on problematic aspects of datafication (Kazansky & Milan, 2021). Counter-imagi-
naries are a way for people to make sense of datafication and respond to its harms 
and risks. They present “different ways of thinking about what algorithms are and 
do”, which affect how people use these systems (Bucher, 2017, p. 32). They are con-
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tinuously renegotiated, in interaction with technological development and societal 
understanding (Kazansky & Milan, 2021). The Brazilian project Chupadados re-
versed the narrative around “data-hungry” period tracking apps, marketed as a tool 
of women’s empowerment, exposing how they merely reproduce “the same old 
capitalist and patriarchal discourses to create new ways of making use of our bod-
ies and sexuality to sell us products and poor ideas about ourselves” (Felizi & 
Varon, n.d.). The creative project CV Dazzle mobilised fashion, including make-up 
and hairdos, as camouflage to counter face-detection technology (see Cerella, 
2019). Projects of this kind, however, have been criticised for promoting an“aes-
theticization of resistance premised on individual avoidance rather than meaning-
ful challenge to the violent and discriminatory logics of surveillance societies” 
(Monahan, 2015, p. 159). Finally, forms of defensive resistance are themselves also 
subjects of discursive struggles: encryption, for example, has been most often as-
sociated with negative conceptions of internet freedom, as “freedom from” the 
state, excluding other possible, positive meanings (Hellegren, 2017). 

#6 Advocacy campaigning 

The last tactics of productive resistance reviewed here is a classic of mobilisations 
across latitude. It involves the concerted effort to resist the harms and risks of the 
data-driven society by asking for better rules and laws, or for the suspensions of 
industry and/or state practices considered detrimental to civil society. Simultane-
ously, advocacy campaigning informs bystanders about risks and challenges and 
mobilises them to create a critical mass supporting the demands. Advocacy cam-
paigning might also include efforts at documenting and archiving evidence of in-
justices to mobilise it for action; legal strategies such as strategic litigation, using 
a paradigmatic case to challenge unjust laws or practices; and alliance-building to 
generate solidarity and form coalition with other affected groups. Finally, advocacy 
campaigning can be local, national, or transnational, or combine some of these 
levels of interventions. For example, the Reclaim Your Face campaign (2020-...) mo-
bilises across the European Union to demand a ban for facial recognition technolo-
gy in public space. It presents the technology as “dehumanizing” and counts on 
national chapters as well. Similarly, the campaign Ban the Scan, promoted by the 
human rights organisation Amnesty International, advocates for the suspension of 
the use of facial recognition in policing because it is discriminatory and threatens 
the right to protest. It calls on vendors to stop the provision of these technologies 
to law enforcement. The website documents the effects of this technology (“Sto-
ries”) and offers a toolkit to resist surveillance at a street protest. 
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Conclusion 

Resistance is a key means of mobilising for social transformation, and it is evolving 
under the pressures of an increasingly data-driven society. This essay has explored 
how resistance practices are tackling the risks and harms of datafication, where 
human rights such as privacy are jeopardised and inequality augmented by, among 
others, biometric surveillance. While showcasing people’s response to the advance 
of a data-driven society, the tactics reviewed here also expose the ability of social 
actors to contribute to tactical innovation to meet the challenges of an ecosystem 
in rapid transformation. In other words, looking at resistance to datafication allows 
us to understand how resistance broadly understood might evolve in the future, if 
it is to survive the test of time. 

What does the future hold? We can identify two fundamental risks and two key 
challenges. The first risk lies in the growing complexity of digital technologies, 
such as artificial intelligence (AI) applications, which increasingly shape social 
governance. Their widespread adoption, virtual invisibility in the urban space, and 
inaccessibility, even to experts, make grassroots resistance more difficult. The sec-
ond risk is the likely impracticality of certain defensive resistance tactics, such as 
escapist approaches, due to the growing reliance on smartphone apps for access-
ing essential services like welfare and identity verification, rendering these strate-
gies increasingly unsustainable. 

The two challenges centre on the expertise needed to resist the harms of a data-
driven society and the ability to confront complexity in the matters of concern – 
which risk jeopardising in particular the defensive resistance tactics described 
above . First, the level of technical knowledge – whether perceived or real – re-
quired for self-defence and similar tactics may discourage most users from engag-
ing in any form of resistance. Second, activists must find ways to effectively “trans-
late” technical and specialised issues into accessible language and actions to com-
bat the prevailing “surveillance realism” (Dencik, 2018) that dominates globally. 
This is where productive forms of resistance could play a crucial role. 

References 
Andrejevic, M., & Selwyn, N. (2022). Facial recognition. Polity Press. 

Bhambra, G. K. (2007). Rethinking modernity: Postcolonialism and the sociological imagination. 
Palgrave MacMillan. https://doi.org/10.1057/9780230206410 

12 Internet Policy Review 13(4) | 2024

https://doi.org/10.1057/9780230206410


Binder, E. (2019, August 30). Hong Kong protesters spy a new enemy: Lampposts. The Wall Street 
Journal. https://www.wsj.com/articles/hong-kong-protesters-spy-a-new-enemy-lampposts-1156716
1002 

Brunton, F., & Nissenbaum, H. (2013). Political and ethical perspectives on data obfuscation. In M. 
Hildebrandt & K. de Vries (Eds.), Privacy, due process and the computational turn (pp. 171–194). 
Routledge. https://doi.org/10.4324/9780203427644 

Bucher, T. (2017). The algorithmic imaginary: Exploring the ordinary affects of Facebook algorithms. 
Information, Communication & Society, 20(1), 30–44. https://doi.org/10.1080/1369118X.2016.11540
86 

Butler, J. (1990). Gender trouble: Feminism and the subversion of identity. Routledge. https://doi.org/1
0.4324/9780203824979 

Cerella, A. (2019, July 25). Dressing for a machine-readable world: An interview with Adam Harvey. 
Security Dialogue Blog. https://blogs.prio.org/SecurityDialogue/2019/07/dressing-for-a-machine-rea
dable-world-an-interview-with-adam-harvey/ 

Chaliand, G. (Ed.). (1982). Guerrilla strategies: An historical anthology from the Long March to 
Afghanistan. University of California Press. https://doi.org/10.1525/9780520906792 

Cheney-Lippold, J. (2011). A new algorithmic identity: Soft biopolitics and the modulation of 
control. Theory, Culture & Society, 28(6), 164–181. https://doi.org/10.1177/0263276411424420 

Coleman, E. G. (2013). Coding freedom: The ethics and aesthetics of hacking. Princeton University 
Press. https://doi.org/10.2307/j.ctt1r2gbj 

Cooke, P. (Ed.). (1997). The Italian resistance: An anthology. Manchester University Press. 

Couldry, N. (2014). A necessary disenchantment: Myth, agency and injustice in a digital world. The 
Sociological Review, 62(4), 880–897. https://doi.org/10.1111/1467-954X.12158 

Couture, S., & Toupin, S. (2019). What does the notion of “sovereignty” mean when referring to the 
digital? New Media & Society, 21(10), 2305–2322. https://doi.org/10.1177/1461444819865984 

Daskal, E. (2018). Let’s be careful out there …: How digital rights advocates educate citizens in the 
digital age. Information, Communication & Society, 21(2), 241–256. https://doi.org/10.1080/1369118
X.2016.1271903 

de Certeau, M. (1984). The practice of everyday life. University of California Press. 

Dencik, L. (2018). Surveillance realism and the politics of imagination: Is there no alternative? 
Krisis: Journal for Contemporary Philosophy, 38(1), 31–43. https://doi.org/10.21827/krisis.38.1.38829 

Dencik, L., Hintz, A., & Cable, J. (2016). Towards data justice? The ambiguity of anti-surveillance 
resistance in political activism. Big Data & Society, 3(2), 1–12. https://doi.org/10.1177/2053951716
679678 

Dencik, L., & Leistert, O. (Eds.). (2015). Critical approaches to social media protest. 

Di Salvo, P. (2019). From Snowden to Cambridge Analytica: An overview of whistleblowing cases as 
scandals. In H. Tumber & S. Waisbord (Eds.), The Routledge companion to media and scandal (pp. 
254–262). Routledge. https://doi.org/10.4324/9781351173001 

Ermoshina, K., & Musiani, F. (2022). Concealing for freedom: The making of encryption, secure 
messaging and digital liberties. Mattering Press. https://doi.org/10.28938/9781912729227 

13 Milan

https://www.wsj.com/articles/hong-kong-protesters-spy-a-new-enemy-lampposts-11567161002
https://www.wsj.com/articles/hong-kong-protesters-spy-a-new-enemy-lampposts-11567161002
https://doi.org/10.4324/9780203427644
https://doi.org/10.1080/1369118X.2016.1154086
https://doi.org/10.1080/1369118X.2016.1154086
https://doi.org/10.4324/9780203824979
https://doi.org/10.4324/9780203824979
https://blogs.prio.org/SecurityDialogue/2019/07/dressing-for-a-machine-readable-world-an-interview-with-adam-harvey/
https://blogs.prio.org/SecurityDialogue/2019/07/dressing-for-a-machine-readable-world-an-interview-with-adam-harvey/
https://doi.org/10.1525/9780520906792
https://doi.org/10.1177/0263276411424420
https://doi.org/10.2307/j.ctt1r2gbj
https://doi.org/10.1111/1467-954X.12158
https://doi.org/10.1177/1461444819865984
https://doi.org/10.1080/1369118X.2016.1271903
https://doi.org/10.1080/1369118X.2016.1271903
https://doi.org/10.21827/krisis.38.1.38829
https://doi.org/10.1177/2053951716679678
https://doi.org/10.1177/2053951716679678
https://doi.org/10.4324/9781351173001
https://doi.org/10.28938/9781912729227


Escobar, A. (2008). Territories of difference: Place, movements, life, redes. Duke University Press. http
s://doi.org/10.2307/j.ctv1198wg2 

Esteban Muñoz, J. (1999). Disidentifications: Queers of Color and the performance of politics. University 
of Minnesota Press. 

Ettlinger, N. (2018). Algorithmic affordances for productive resistance. Big Data & Society, 5(1). http
s://doi.org/10.1177/2053951718771399 

Felizi, N., & Varon, J. (n.d.). Menstruapps – How to turn your period into money (for others). Coding 
Rights. https://chupadados.codingrights.org/en/menstruapps-como-transformar-sua-menstruacao-e
m-dinheiro-para-os-outros-2/ 

Fotopoulou, A. (2021). Conceptualising critical data literacies for civil society organisations: Agency, 
care, and social responsibility. Information, Communication & Society, 24(11), 1640–1657. https://do
i.org/10.1080/1369118X.2020.1716041 

Foucault, M. (1978). The history of sexuality. Volume 1: An introduction (R. Hurley, Trans.; Vol. 1). 
Pantheon Books. (Original work published 1976). 

Foucault, M. (2008). The birth of biopolitics. Lectures at the Collège de France, 1978‐79 (M. Senellart, 
Ed.; G. Burchell, Trans.). Palgrave MacMillan (Original work published 2004). 

Frank, A. (1947). Het Achterhuis. Dagboekbrieven 14 Juni 1942 – 1 Augustus 1944 [The Secret Annex. 
Diary Notes 14 June 1942 – 1 August 1944]. Contact Publishing. 

Fuchs, C. (2014). Anonymous: Hacktivism and contemporary politics. In D. Trottier & C. Fuchs (Eds.), 
Social media, politics and the state. Protests, revolutions, riots, crime and policing in the age of 
Facebook, Twitter and YouTube (pp. 88–106). Routledge. https://doi.org/10.4324/9781315764832 

Füssy, P. (2021). Liberating COVID-19 data with volunteers in Brazil. In S. Milan, E. Treré, & S. 
Masiero (Eds.), COVID-19 from the margins. Pandemic invisibilities, policies and resistance in the 
datafied society (pp. 241–245). Institute of Network Cultures. https://networkcultures.org/wp-conten
t/uploads/2021/02/Covid19FromTheMargins.pdf 

Gerbaudo, P. (2012). Tweets and the streets: Social media and contemporary activism. Pluto Press. http
s://doi.org/10.2307/j.ctt183pdzs 

Hackett, R. A., & Carroll, W. K. (2006). Remaking media. The struggle to democratize public 
communication. Routledge. https://doi.org/10.4324/9780203969922 

Haimson, O. L., & Hoffmann, A. L. (2016). Constructing and enforcing ‘authentic’ identity online: 
Facebook, real names, and non-normative identities. First Monday, 21(6). https://doi.org/10.5210/f
m.v21i6.6791 

Hall, S. (1973). Encoding and decoding in the television discourse [Discussion paper]. Center for 
Contemporary Cultural Studies, University of Birmingham. http://epapers.bham.ac.uk/2962/ 

Hall, S., & Jefferson, T. (Eds.). (1976). Resistance through rituals. Youth subcultures in post-war Britain. 
Hutchison & Co. https://doi.org/10.4324/9780203357057 

Hellegren, Z. I. (2017). A history of crypto-discourse: Encryption as a site of struggles to define 
internet freedom. Internet Histories, 1(4), 285–311. https://doi.org/10.1080/24701475.2017.138746
6 

Hintz, A., & Brown, I. (2017). Enabling digital citizenship? The reshaping of surveillance policy after 

14 Internet Policy Review 13(4) | 2024

https://doi.org/10.2307/j.ctv1198wg2
https://doi.org/10.2307/j.ctv1198wg2
https://doi.org/10.1177/2053951718771399
https://doi.org/10.1177/2053951718771399
https://chupadados.codingrights.org/en/menstruapps-como-transformar-sua-menstruacao-em-dinheiro-para-os-outros-2/
https://chupadados.codingrights.org/en/menstruapps-como-transformar-sua-menstruacao-em-dinheiro-para-os-outros-2/
https://doi.org/10.1080/1369118X.2020.1716041
https://doi.org/10.1080/1369118X.2020.1716041
https://doi.org/10.4324/9781315764832
https://networkcultures.org/wp-content/uploads/2021/02/Covid19FromTheMargins.pdf
https://networkcultures.org/wp-content/uploads/2021/02/Covid19FromTheMargins.pdf
https://doi.org/10.2307/j.ctt183pdzs
https://doi.org/10.2307/j.ctt183pdzs
https://doi.org/10.4324/9780203969922
https://doi.org/10.5210/fm.v21i6.6791
https://doi.org/10.5210/fm.v21i6.6791
http://epapers.bham.ac.uk/2962/
https://doi.org/10.4324/9780203357057
https://doi.org/10.1080/24701475.2017.1387466
https://doi.org/10.1080/24701475.2017.1387466


Snowden. International Journal of Communication, 11, 782–801. https://ijoc.org/index.php/ijoc/articl
e/view/5522 

Hintz, A., & Milan, S. (2009). At the margins of internet governance: Grassroots tech groups and 
communication policy. International Journal of Media & Cultural Politics, 5(1–2), 23–38. https://doi.or
g/10.1386/macp.5.1-2.23_1 

Hollander, J. A., & Einwohner, R. L. (2004). Conceptualizing resistance. Sociological Forum, 19(4), 
533–554. https://doi.org/10.1007/s11206-004-0694-5 

hooks, bell. (1994). Teaching to transgress: Education as the practice of freedom. Routledge. https://do
i.org/10.4324/9780203700280 

Jordan, T. (2002). Activism! Direct action, hacktivism and the future of society. Reaktion Books. 

Karatzogianni, A., & Michaelides, G. (2009). Cyberconflict at the edge of chaos: Cryptohierarchies 
and self-organization in the open source. Capital and Class, 33(1), 143–157. https://doi.org/10.1177/
030981680909700108 

Kaun, A., & Treré, E. (2018). Repression, resistance and lifestyle: Charting (dis)connection and 
activism in times of accelerated capitalism. Social Movement Studies, 19(5–6), 697–715. https://do
i.org/10.1080/14742837.2018.1555752 

Kazansky, B. (2021). ‘It depends on your threat model’: The anticipatory dimensions of resistance to 
data-driven surveillance. Big Data & Society, 8(1). https://doi.org/10.1177/2053951720985557 

Kazansky, B. (2023). Countering preemptive, data-driven surveillance regimes: Proactive strategies of 
resistance &amp; their tensions. SocArXiv. https://doi.org/10.31235/osf.io/xbgkf 

Kazansky, B., & Milan, S. (2021). “Bodies not templates”: Contesting dominant algorithmic 
imaginaries. New Media & Society, 23(2), 363–381. https://doi.org/10.1177/1461444820929316 

Lovink, G., & Rasch, M. (Eds. ). (2013). Unlike us reader. Social media monopolies and their alternatives 
(INC Reader No. 8). Institute of Network Cultures. https://www.networkcultures.org/_uploads/%238
UnlikeUs.pdf 

Lynch, C. R. (2020). Contesting digital futures: Urban politics, alternative economies, and the 
movement for technological sovereignty in Barcelona. Antipode, 52(3), 660–680. https://doi.org/1
0.1111/anti.12522 

Madison, N., & Klang, M. (2019). Recognizing everyday activism: Understanding resistance to facial 
recognition. Journal of Resistance Studies, 5(2), 97–113. https://resistance-journal.org/jrs_articles/rec
ognizing-everyday-activism-understanding-resistance-to-facial-recognition/ 

Makley, C. (2015). The sociopolitical lives of dead bodies: Tibetan self-immolation protest as mass 
media. Cultural Anthropology, 3(3), 448–476. https://doi.org/10.14506/ca30.3.05 

Marx, G. T. (2003). A tack in the shoe: Neutralizing and resisting the new surveillance. Journal of 
Social Issues, 59(2), 369–390. https://doi.org/10.1111/1540-4560.00069 

Maxigas, P. (2012). Hacklabs and hackerspaces – Tracing two genealogies. Journal of Peer 
Production, 2. http://peerproduction.net/issues/issue-2/peer-reviewed-papers/hacklabs-and-hackers
paces/ 

McAdam, D., McCarthy, J. D., & Zald, M. N. (Eds.). (1996). Comparative perspectives on social 
movements: Political opportunities, mobilizing structures, and cultural framings. Cambridge University 

15 Milan

https://ijoc.org/index.php/ijoc/article/view/5522
https://ijoc.org/index.php/ijoc/article/view/5522
https://doi.org/10.1386/macp.5.1-2.23_1
https://doi.org/10.1386/macp.5.1-2.23_1
https://doi.org/10.1007/s11206-004-0694-5
https://doi.org/10.4324/9780203700280
https://doi.org/10.4324/9780203700280
https://doi.org/10.1177/030981680909700108
https://doi.org/10.1177/030981680909700108
https://doi.org/10.1080/14742837.2018.1555752
https://doi.org/10.1080/14742837.2018.1555752
https://doi.org/10.1177/2053951720985557
https://doi.org/10.31235/osf.io/xbgkf
https://doi.org/10.1177/1461444820929316
https://www.networkcultures.org/_uploads/%238UnlikeUs.pdf
https://www.networkcultures.org/_uploads/%238UnlikeUs.pdf
https://doi.org/10.1111/anti.12522
https://doi.org/10.1111/anti.12522
https://resistance-journal.org/jrs_articles/recognizing-everyday-activism-understanding-resistance-to-facial-recognition/
https://resistance-journal.org/jrs_articles/recognizing-everyday-activism-understanding-resistance-to-facial-recognition/
https://doi.org/10.14506/ca30.3.05
https://doi.org/10.1111/1540-4560.00069
http://peerproduction.net/issues/issue-2/peer-reviewed-papers/hacklabs-and-hackerspaces/
http://peerproduction.net/issues/issue-2/peer-reviewed-papers/hacklabs-and-hackerspaces/


Press. https://doi.org/10.1017/CBO9780511803987 

Meikle, G. (2002). Future active: Media activism and the internet. Routledge. https://doi.org/10.4324/9
781315024325 

Mejias, U. A., & Couldry, N. (2019). Datafication. Internet Policy Review, 8(4). https://doi.org/10.1476
3/2019.4.1428 

Mignolo, W. D. (2000). Local histories/global designs: Essays on the coloniality of power, subaltern 
knowledges and border thinking. Princeton University Press. 

Mignolo, W. D. (2009). Epistemic disobedience, independent thought and decolonial freedom. 
Theory, Culture & Society, 26(7–8), 159–181. https://doi.org/10.1177/0263276409349275 

Milan, S. (2015). Hacktivism as a radical media practice. In C. Atton (Ed.), Routledge companion to 
alternative and community media (pp. 550–560). Routledge. https://doi.org/10.4324/978131571724
1 

Milan, S. (2018). Political agency, digital traces and bottom-up data practices. International Journal 
of Communication, 12, 507–527. https://ijoc.org/index.php/ijoc/article/view/6709/2251 

Milan, S., & Beraldo, D. (2024). Data in movement: The social movement society in the age of 
datafication. Social Movement Studies, 23(3), 265–284. https://doi.org/10.1080/14742837.2024.2331
550 

Milan, S., & van der Velden, L. (2016). The alternative epistemologies of data activism. Digital 
Culture & Society, 2(2), 57–74. https://doi.org/10.14361/dcs-2016-0205 

Milioni, D. L., & Papa, V. (2022). The oppositional affordances of data activism. Media International 
Australia, 183(1), 44–59. https://doi.org/10.1177/1329878X221074795 

Mills, S. (2021). #DeleteFacebook: From popular protest to a new model of platform capitalism? 
New Political Economy, 26(5), 851–868. https://doi.org/10.1080/13563467.2020.1858777 

Monahan, T. (2015). The right to hide? Anti-surveillance camouflage and the aestheticization of 
resistance. Communication and Critical/Cultural Studies, 12(2), 159–178. https://doi.org/10.1080/147
91420.2015.1006646 

Monsees, L. (2020). Cryptoparties: Empowerment in internet security. Internet Policy Review, 9(4). htt
ps://doi.org/10.14763/2020.4.1508 

Nojeim, M. J. (2004). Gandhi and King: The power of nonviolent resistance. Praeger. 

Ryan, C. (1991). Prime time activism: Media strategies for grassroots organizing. South End Press. 

Schoettler, M. (2023). ‘Make your feed work for you’: Tactics of feminist affective resistance on 
social media. Computers and Composition, 67. https://doi.org/10.1016/j.compcom.2023.102762 

Scott, J. C. (1985). Weapons of the weak: Everyday forms of peasant resistance. Yale University Press. ht
tps://www.jstor.org/stable/j.ctt1nq836 

Scott, J. C. (1990). Domination and the arts of resistance: Hidden transcripts. Yale University Press. http
s://www.jstor.org/stable/j.ctt1np6zz 

Sorce, G., & Dumitrica, D. (2023). From school strikes to webinars: Mapping the forced digitalization 
of Fridays for Future’s activism during the COVID-19 pandemic. Convergence: The International 
Journal of Research into New Media Technologies, 29(3), 570–585. https://doi.org/10.1177/13548565

16 Internet Policy Review 13(4) | 2024

https://doi.org/10.1017/CBO9780511803987
https://doi.org/10.4324/9781315024325
https://doi.org/10.4324/9781315024325
https://doi.org/10.14763/2019.4.1428
https://doi.org/10.14763/2019.4.1428
https://doi.org/10.1177/0263276409349275
https://doi.org/10.4324/9781315717241
https://doi.org/10.4324/9781315717241
https://ijoc.org/index.php/ijoc/article/view/6709/2251
https://doi.org/10.1080/14742837.2024.2331550
https://doi.org/10.1080/14742837.2024.2331550
https://doi.org/10.14361/dcs-2016-0205
https://doi.org/10.1177/1329878X221074795
https://doi.org/10.1080/13563467.2020.1858777
https://doi.org/10.1080/14791420.2015.1006646
https://doi.org/10.1080/14791420.2015.1006646
https://doi.org/10.14763/2020.4.1508
https://doi.org/10.14763/2020.4.1508
https://doi.org/10.1016/j.compcom.2023.102762
https://www.jstor.org/stable/j.ctt1nq836
https://www.jstor.org/stable/j.ctt1nq836
https://www.jstor.org/stable/j.ctt1np6zz
https://www.jstor.org/stable/j.ctt1np6zz
https://doi.org/10.1177/13548565221148112


221148112 

Susser, D., Roessler, B., & Nissenbaum, H. (2019). Online manipulation: Hidden influences in a 
digital world. Georgetown Law Technology Review, 4(1), 1–45. https://doi.org/10.2139/ssrn.3306006 

Taylor, V., & Van Dyke, N. (2004). ‘Get up, stand up’: Tactical repertoires of social movements. In D. A. 
Snow, S. A. Soule, & H. Kriesi (Eds.), The Blackwell companion to social movements (pp. 262–293). htt
ps://doi.org/10.1002/9780470999103.ch12 

Tilly, C. (1981). Nineteenth-century origins of our twentieth-century collective-action repertoire 
(Working Paper No. 244). Center for Research on Social Organization. https://hdl.handle.net/2027.4
2/51016 

Tilly, C. (1991). Domination, resistance, compliance... Discourse. Sociological Forum, 6(3), 593–602. h
ttps://doi.org/10.1007/BF01114480 

Tilly, C., & Tarrow, S. (2007). Contentious politics (1st ed.). Paradigm. 

Toupin, S. (2016). Gesturing towards ‘anti-colonial hacking’ and its infrastructure. Journal of Peer-
Production, 9, 1–20. http://peerproduction.net/editsuite/issues/issue-9-alternative-internets/peer-re
viewed-papers/anti-colonial-hacking/ 

Treré, E. (2019). Hybrid media activism. Ecologies, imaginaries, algorithms. Routledge. https://doi.org/1
0.4324/9781315438177 

Vera, L. A., Dillon, L., Wylie, S., Ohayon, J. L., Lemelin, A., Brown, P., Sellers, C., Walker, D., & The 
Environmental Data and Governance Initiative. (2018). Data resistance: A social movement 
organizational autoethnography of the environmental data and governance initiative. Mobilization: 
An International Quarterly, 23(4), 511–529. https://doi.org/10.17813/1086-671X-24-4-511 

Vinthagen, S., & Johansson, A. (2013). Everyday resistance: Exploration of a concept and its 
theories. Resistance Studies Magazine, 1, 1–46. https://resistance-journal.org/wp-content/uploads/2
016/04/Vinthagen-Johansson-2013-Everyday-resistance-Concept-Theory.pdf 

Wang, D. J., & Soule, S. A. (2016). Tactical innovation in social movements: The effects of peripheral 
and multi-issue protest. American Sociological Review, 81(3), 517–548. https://doi.org/10.1177/0003
122416644414 

Zuboff, S. (2019). The age of surveillance capitalism. Public Affairs. 

in cooperation withPublished by

17 Milan

https://doi.org/10.1177/13548565221148112
https://doi.org/10.2139/ssrn.3306006
https://doi.org/10.1002/9780470999103.ch12
https://doi.org/10.1002/9780470999103.ch12
https://hdl.handle.net/2027.42/51016
https://hdl.handle.net/2027.42/51016
https://doi.org/10.1007/BF01114480
https://doi.org/10.1007/BF01114480
http://peerproduction.net/editsuite/issues/issue-9-alternative-internets/peer-reviewed-papers/anti-colonial-hacking/
http://peerproduction.net/editsuite/issues/issue-9-alternative-internets/peer-reviewed-papers/anti-colonial-hacking/
https://doi.org/10.4324/9781315438177
https://doi.org/10.4324/9781315438177
https://doi.org/10.17813/1086-671X-24-4-511
https://resistance-journal.org/wp-content/uploads/2016/04/Vinthagen-Johansson-2013-Everyday-resistance-Concept-Theory.pdf
https://resistance-journal.org/wp-content/uploads/2016/04/Vinthagen-Johansson-2013-Everyday-resistance-Concept-Theory.pdf
https://doi.org/10.1177/0003122416644414
https://doi.org/10.1177/0003122416644414

	Resistance in the data-driven society
	Introduction
	1. From the cotton fields to the web: resistance tactics in context
	2. The evolution of resistance practices in a data-driven society
	3. Defensive and productive resistance to a data-driven society
	#1 Self-defence
	#2 Subversion
	#3 Avoidance
	#4 Literacy
	#5 Counter-imagination
	#6 Advocacy campaigning

	Conclusion
	References


