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Abstract: This article discusses how we can locate and understand infrastructural power in mobile
infrastructures for datafication through dissecting third-party tracking via so-called software
development kits (SDKs). As key material components of mobile infrastructures, SDKs enable app
functionality, security, and access to data collection and use by third-party services. However, the
methods for investigating SDKs and mobile datafication in general are fragile and in urgent need of
development and critical discussion. We explore and discuss methodological pathways for
understanding power in the mobile ecosystem. Through exemplifying empirical interventions,
derived from a sample of 1129 apps used by 69 Danes participating in the Datafied Living research
project, we investigate and discuss how Apple and Alphabet hold infrastructural power and
perpetually consolidate their effective mobile duopoly while simultaneously protecting and
enhancing their assets in related data markets (e.g. through mobile advertising). We argue that the
current infrastructures for mobile datafication impede transparency, systematic democratic
monitoring, and ultimately regulation while also limiting the critical capabilities of researchers, as
well as open source and hacker environments who must constantly adjust their counter-
intelligence measures and tools.

This paper is part of Locating and theorising platform power, a special issue of Internet
Policy Review guest-edited by David Nieborg, Thomas Poell, Robyn Caplan and José van
Dijck.

Introduction

In early 2022, the Austrian Data Protection Authority announced a landmark deci-
sion concerning the use of the (in)famous web tracking tool, Google Analytics
(noyb, 2022). Stating that it violated the EU’s General Data Protection Regulation
(GDPR) by collecting and transferring users’ personal data to the US, the Austrian
decision provoked similar discussions in other European countries (see e.g. EDPB,
2022; Datatilsynet, 2022). These rulings mark a moment of change in European
data regulation and testify to how regulation can impact the market of third-party
tracking. However, they also indicate the need for systematic monitoring and con-
trol of the broader ecosystems of third-party tracking to ensure the enforcement of
new legislative frameworks. Before the rulings, Google Analytics was the de facto
standard tool for web traffic analysis. Now it has largely disappeared, but the
tracking and analytics features that Google Analytics embedded are now part of
similar third-party services across web and mobile infrastructures, including
Google’s own Firebase Analytics.

Looking beyond the specific example of Google Analytics, third-party services con-
stitute a key component of contemporary data infrastructures by supplying the
technical tools used by websites and mobile apps to, for instance, collect, store
and process user data, serve ads, detect crashes, and much more (Binns et al.,
2018; Lai & Flensburg, 2021). Creeping into all aspects of mundane, datafied liv-
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ing, these services shape the underlying conditions for an ever-growing range of
everyday activities and thereby comprise a critical part of contemporary digital so-
cieties. By continuously improving and introducing new tools and services while
also acquiring new businesses and their products, actors such as Google (Alphabet)
extend their digital empires beyond their own websites and mobile apps, thereby
amplifying what has been referred to as processes of platformization (Helmond,
2015; Nieborg & Poell, 2018; Poell et al., 2019) and infrastructuralisation, i.e. the
process of platforms becoming or co-existing with infrastructures used in daily life
(Plantin et al., 2018).

Despite the recent backlash against specific third-party services such as Google
Analytics, the market for supplying them has largely managed to stay under the
radar of official monitoring initiatives and democratic intervention. The cases men-
tioned above are all based on individual case and company-specific complaints, as
regulatory efforts tend to focus on individual companies and services rather than
on the market at large. While legislative frameworks have been developed to tar-
get so-called cookies that are generated on websites (which is also the focus of
the cases against Google Analytics), systematic monitoring and market analyses
are not performed or released by public authorities on either an EU or nation state
level.

In the ever-growing market for mobile apps — and tracking — monitoring initia-
tives and regulatory interventions are even more scarce. Since third-party services
in mobile app environments operate quite differently from their predecessors in
the web market, researchers and regulators must develop new methods for detect-
ing them. This is because when studying and regulating third-party tracking across
digital systems, we are dealing with a moving target that evolves at a faster pace
than legislative processes can keep up with. The rulings mentioned above thereby
also draw attention to important limitations in the current approach to third-party
regulation that tend to focus on specific platforms and web-based tracking rather
than the broader tracking market and post-cookie technologies. If we are to ad-
dress these gaps and create a foundation for more effective monitoring and requ-
lation of the data market, we — as researchers, regulators, and the public in gener-
al — need to pay attention to the technical underpinnings of platformisation and
their consequences for the distribution of power.

In this article, we follow recent calls for addressing “public accountability issues at
the ‘root’ level of the communication infrastructure” (Mansell & Plantin, 2022, p. 2)
by approaching third-party services as key entry points for studying contemporary

infrastructural power (Mann, 1984). As a companion to platform power (van Dijck
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et al., 2019), the notion of infrastructural power emphasises the ways simple tech-
nical procedures and changes to system architecture may effectively alter market
dynamics and, by extension, political-economic power relations in digital commu-
nication systems (Lomborg et al., 2023). If we are to address, critically discuss, and
ultimately regulate digital communication systems and data markets, we need bet-
ter insight into, and solid methods for assessing, the commercial and infrastructur-
al activities within them, and how such activities are embedded in the material
fabric of mundane digital communication.

In particular, we discuss how to locate and understand infrastructural power in
mobile infrastructures for datafication through dissecting third-party tracking via
so-called software development kits (SDKs) (Gerlitz et al., 2019; Kollnig et al.
2021). Focusing on the largest suppliers of mobile operating systems and app
stores, we explore the conditions for studying and monitoring third-party tracking
in ecosystems controlled by two tech giants: Apple (iOS and App Store) and Alpha-
bet (Android and Google Play Store). We provide empirical examples from a sub-
sample of five prominent apps for Danish welfare provision derived from a dataset
consisting of a total of 1,129 apps used by 69 Danes to illustrate the practical and
epistemic implications of big tech’s control of the mobile app environment. These
explorations show how Apple and Alphabet design their respective mobile infra-
structures in ways that consolidate their effective duopoly in the mobile market
while simultaneously protecting and enhancing their assets in related data mar-
kets (e.g. through mobile advertising) (Marsden & Brown, 2023), and impeding ef-
forts to ensure greater transparency, which is crucial to the regulation of digital
business models and data markets (Feal et al., 2020).

Focusing on the data infrastructures that support mundane uses of mobile apps,
the article builds on and contributes to the overlapping fields of critical data and
app studies (Dalton & Thatcher, 2014; Dieter et al., 2019; Kitchin & Lauriault,
2014). We promote a timely infrastructural turn in critical data studies, (Flensburg
& Lomborg, 2023) showcasing and discussing how power in mobile infrastructures
can be located at the technical level. Our analysis specifically addresses the
methodological opportunities and obstacles to ongoing monitoring of backend
digital tracking. These methodological issues extend and add further complexity
to ongoing debates over access to platform APIs, (Bruns, 2019) and especially to
the differences in the data practices of iOS and Android operating systems and
apps (Kollnig et al., 2022a). The article thereby also provides a much-needed
methodological and epistemic perspective on recent efforts to tighten the regula-
tion of the global data economy.
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The article is structured as follows: first, we lay out the theoretical and method-
ological conditions for studying third-party services as a critical, but often over-
looked, component of the mobile infrastructure and market. Second, and building
on empirical examples from the Datafied Living project, we compare the condi-
tions for accessing, collecting, and analysing SDKs in iOS and Android apps, asking
what types of information can be accessed through the current state of the art in
static SDK analysis, what information is (not) available, and how this may be ex-
plained with reference to the infrastructural arrangement and the constant tweaks
and updates of the mobile operating systems. Our analysis lays bare the precarity
of the methods for assessing SDKs as instruments of infrastructural power in digi-
tal tracking. We end the paper with a discussion of how the current conditions for
accessing, collecting, and analysing reliable data on mobile infrastructures for
datafication influence our ability to challenge contemporary power structures and
to develop effective tools for regulation and enforcement.

Infrastructural power and (mobile) datafication

We approach mobile infrastructures for datafication through the theoretical con-
cept of infrastructural power developed by Mann (1984) and others from the fields
of sociology, development studies of, especially, state-sponsored infrastructures,
science and technology studies (STS), and communication studies. In our work, we
use it to put a spotlight on how operations at the backend material infrastructure
of digital communication systems imply the exercise of power (e.g. Lomborg et al.,
2023; Flensburg & Lai, 2023). Starting from a root level of technical, material in-
frastructure (Mansell & Plantin, 2022), we use the concept of infrastructure to
identify the study of the architectural features of digital communication systems.
We study the software development kits (SDKs) used in the mobile ecosystem,
rather than specific platforms (e.g. iOS, Android). While we recognise that some
platforms are becoming ‘infrastructuralised’ and almost indispensable (Plantin et
al., 2018), we address infrastructure from the perspective of the political economy
of communication — asking who controls key assets in the mobile app economy,
here in the form of SDKs, and thus who acquires infrastructural power.

An actor holds infrastructural power to the extent that they have discretion over
the design and functioning of an existing infrastructure (Law, 1990). Beyond the
digital realm, this can be seen by looking at who is building and controlling traffic
networks and, thereby, who decides the centrality and accessibility of different ge-
ographic locations and enables (or constrains) people’s abilities to get from a to b.
In the case of mobile ecosystems, companies such as Alphabet and Apple exert
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control over its material underpinnings through designing and controlling system
architecture, including setting the conditions for the integration of SDKs into apps.
As will be evident in the analysis below, these companies exercise power in a
number of ways through their technological operations. This effectively ensures
their commercial consolidation as critical market actors and makes researching
and regulating mobile infrastructures extremely challenging.

We see infrastructural power as intersecting with and complementary to platform
power, and we draw upon this concept to highlight the fact that the power of big
tech is to a great extent a matter of its dominance in offering critical infrastructure
at the core of societal communication. This infrastructural power in turn con-
tributes to consolidating its sizeable user bases and market dominance. Infrastruc-
tural power is structurally embedded and enables big tech to shape society from
within: we are currently witnessing a strong push in the public sector in European
welfare societies, for instance, for optimisation and efficiency through digitalisa-
tion. This quest for optimisation can be seen as largely mirroring the ideology of
the tech industry: tech solutionism and the idea that everything can be optimised
with technology (e.g. Powell, 2021).

SDKs as instruments of infrastructural power

While the power of operating systems or app store operators has been addressed
by both research (Poell et al., 2019) and regulation (European Commission, 2018),
the underlying data infrastructures, including SDKs, have attracted less attention.
SDKs are bundles of programming code, code samples, documentation, and so
forth, that allow developers of applications to implement functions from a third
party into their applications (IBM Cloud Education, 2021). For many SDKs, a large
part of the codebase exists outside of the app, akin to APIs, and outside the “view”
of the developers. Like the more well-known web cookies, SDKs are key material
components of mobile infrastructures that enable app functionality, security, and
access to data collection and distribution (Pybus & Cote, 2022; van Kleek et al.,
2017). This allows for faster app development as developers do not have to build
things “from scratch”, and it allows an app to function with specific hardware and
to provide the services that are widely used in the mobile app infrastructure (IBM
Cloud Education, 2021). This, in turn, makes SDKs a critical asset for mobile track-
ing, and by extension for the acquisition of infrastructural power (Dieter et al.,
2021; Flensburg & Lai, 2023). They also provide a useful entry point for exploring
the dependencies between small actors and big tech providers in the app economy
(Aradau et al., 2019).
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SDKs have a variety of functions in an app. Pybus & Coté (2024) offer a taxonomy
of SDKs: programmatic adtech SDKs that enable monetisation through tracking, e.g.
the Batch SDK, an engagement platform with live user tracking and personal expe-
rience services (Batch, n.d.), Branch SDK, a deep linking platform with user tracking
(Branch, n.d.), and Unity Ads, a platform for implementing apps and monetisation
into apps/mobile games developed with the Unity engine (Unity, n.d.); SDKs for app
development, including SDKs that enable the integration of APIs, cloud access,
database support, and machine learning such as ChatGPT or Google Firebase; and
app extension SDKs that enable authentication, social media plugins, payment and
so forth. In addition, Pybus & Coté (2024) enlist so-called super SDKs which are
multipurpose and integrate a suite of services. A prominent example is the Google
Firebase Analytics SDK which allows the app developer to collect detailed user-
specific data including: user actions, segmentation, revenue tracking, and most im-
portant, the integration of Google Analytic metrics into other Alphabet services
like Google Mobile Ads (Google Developers, n.d.a, n.d.b). Another frequently used
SDK is the Facebook SDK for Android/iOS allowing integration with Facebook’s
user authentication service, share functions, engagement, and Facebook-specific
advertising (Meta, n.d.). To this we would add a fifth category of SDKs, functional
SDKs, which comprises SDKs that are abundant in mobile applications as they are
crucial for developing applications in the current mobile app system. An example
of an SDK from this category is the general-purpose iOS SDK, provided by Apple
through the Xcode Integrated development environment (IDE), a software program
that assists the development of iOS applications. The iOS SDK is needed for an ap-
plication to interact with the hardware and software system on Apple iPhones and
is therefore paramount for the development of iOS applications. On Android sys-
tems the counterpart is called the Android SDK and is provided through the An-
droid Studio IDE. Some error or crash handling SDKs are also found in this catego-

ry.

Studying SDKs as core elements in mobile infrastructures for
datafication

When seeking to understand infrastructural power in contemporary digital soci-
eties, the gradual shift from web to app-based communication — and tracking —
constitutes an important challenge for research and regulation alike. While digital
methods for studying websites are relatively well established (Rogers, 2013), re-
search designs for analysing the infrastructural architectures underpinning mobile
apps are still under development (Dieter et al., 2019). Because apps reside in more
closed-off ecosystems than websites, empirical interventions into mobile infra-
structures and business models are restricted by the commercial interests of those
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who control, for instance, the types of information available in the app store and
its APIs or the information visible in the app’s code. Due to the proprietary nature
of different app ecosystems (most prominently Apple’s and Alphabet’s), and the re-
strictions enforced by app stores and operating systems, there are no general, sta-
ble methods for mapping and measuring mobile tracking across operating sys-
tems.

As the go-to object of analysis for analysing mobile tracking, the Android operat-
ing system is designed as an ‘open source’ architecture that allows for unpacking
individual apps and studying their code, including the presence of various types of
third parties (Binns et al., 2018). As a result, publicly available databases are built
on the basis of the Google Play app store, making access to insight into the data
infrastructures and markets of Android apps comparatively easy. As we will elabo-
rate below, existing databases and libraries containing information on third-party
services in Android apps are far from perfect and have significant limitations, espe-
cially when using them outside well-researched contexts such as the US. However,
they do provide a methodological foundation for further improving and enriching
empirical efforts at monitoring the mobile data economy.

Although recent efforts have been made to produce similar data on iOS apps (Koll-
nig et al., 2022a), Apple’s infrastructure constitutes a more closed-off environment
as a result of the historical legacies and strategies of the company. In recent years,
Apple has introduced various measures to enhance user privacy and transparency,
including providing information on the use of different types of data and features
enabling users to opt out of third-party tracking (Kollnig et al., 2022b). However,
as our examples below show, external third-party services continue to be an inte-
gral part of the iOS ecosystem.

While the two operating systems and their associated app stores now provide sim-
ilar user and developer experiences, the open source traditions of Android and Ap-
ple’s walled garden strategies continue to influence the conditions for studying
their infrastructural foundations for communication. In effect, researchers, regula-
tors, and other stakeholders interested in understanding contemporary mobile
tracking ecologies need to develop and apply different methodological frame-
works to fit the different empirical realities of the two systems; this is especially
important if we are to understand the infrastructural implications of running either
one of them on a personal device.

Current efforts to empirically investigate mobile infrastructures for datafication is
highly interdisciplinary and comprises contributions from computer science, as
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well as social sciences and humanities research. Empirical studies use two distinct
methodological approaches: dynamic and static analyses (Dieter et al., 2019; Ger-
litz et al., 2019). The dynamic approach seeks to make sense of the systems, tech-
nologies, and business models of particular apps by sniffing data traffic to and
from individual devices and domains (see e.g. van Kleek et al., 2017; Weltevrede &
Jansen, 2019). Providing detailed information on specific in- and outbound flows
and exchanges of data, these kinds of studies aid researchers in understanding
what the mobile data infrastructure is made up of and how it operates.

The dynamic analysis approach can be used to find evidence of undiscovered SDKs
as the data output is significantly smaller than from the static analysis. Conversely,
it is less suited for studying the broader ecosystems of mobile apps and third-party
tracking that go beyond individual apps and particular dataflows (Binns, 2022). In
developing valid methods for monitoring — and ultimately regulating — mobile in-
frastructures for datafication, the static approach constitutes a more suitable entry
point.

In contrast to the dynamic approach, static analyses do not identify specific in- and
out-bound data flows, but instead examine the software of apps to identify how
data can be collected and distributed through the required user permissions and
SDKs integrated into the app (Binns et al., 2018). This allows researchers to, for in-
stance, compare tracker infrastructures and markets across web and app environ-
ments (Binns et al., 2018) or to draw up the contours of the market for mobile
third-party services by studying the SDKs of global top app lists (Blanke & Pybus,
2020; Flensburg & Lai, 2022). For example, previous research in the field of com-
puter science, particularly cyber security research, has explored mobile apps using
static analysis methods and predominantly focuses on developing tools for identi-
fying malicious code, detecting bugs (faulty code), and developing diagnostic tech-
niques for analysing large quantities of apps and their associated metadata (Chen
et al., 2016; Egele et al., 2011; Han et al., 2013).

In our analysis, we will draw on both techniques. However, as we will elaborate
below, analyses of market power and competition structures in mobile tracking
markets come with a variety of methodological challenges and epistemic problems
— not least, when it comes to studying iOS apps and comparing them to those de-
veloped for the Android system.
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The study: Infrastructural power in mobile apps in the Danish
welfare state

In exploring the infrastructural power exerted in and through SDKs and the
methodological obstacles such research interventions entail, we build on an ERC-
funded research project, Datafied Living. The project charts mobile infrastructures
for datafication in the welfare state of Denmark and connects infrastructural devel-
opments to people’s experiences of tracking and datafication across personal,
work, and institutional domains. Having followed 69 main research participants in
the field for a year, one part of the project maps their use of mobile apps as a
means for investigating the underlying data infrastructures and third-party mar-
kets that are often considered invisible and opaque. The research participants
kindly allowed us to inspect all apps installed on their phones and build a data-
base from them. The database consists of 1,129 apps across the Android and i0OS
phones owned by our participants. As an extension to this work, we also collabo-
rated with the Danish Data Ethics Council on applying the knowledge gained from
the project to scope the prospects for increasing the monitoring of the mobile app
and data market.

Denmark is one of the most digitised nations in the world. As a prime example of a
so-called universalist welfare state (Esping-Andersen, 1990), the state has histori-
cally played a proactive role in advancing principles of equality, citizen autonomy,
and decommodification through regulation. At the same time, research suggests
that the ongoing datafication of society threatens such principles and is in the
process of reconfiguring the welfare state (Dencik, 2022), as a wide range of key
welfare services increasingly rely on services and infrastructures that are governed
on the basis of commercial values and logics (Otto, 2023). This is certainly the
case in Denmark, where there has been a strong push to transition to digital gov-
ernment with “digital ready” legislation and a willingness to partner with interna-
tional commercial actors to facilitate this transition; developing systems of digital
governance, however, have not kept pace. Considering the possibility for monitor-
ing infrastructures for datafication in the interest of citizens, Denmark arguably
constitutes a critical case for studying the tensions between state regulation and
commercial interests in the digital age.

To illustrate the empirical potential and pitfalls from the methods explained in
this paper and to exemplify the integration of third-party SDKs, we use a subset of
our main sample consisting of five apps connected to the Danish welfare state:
‘Aula”, “Min Sundhed”, “e-boks”, “mit.dk”, and “mitID”, which were all commissioned
by the Danish state through different government contractors. These five apps
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were chosen as they represent prime examples of the digital welfare state in
which citizens rely on digital applications like these to communicate with welfare
state institutions across different domains of everyday life. Based on these exam-
ples, the remainder of the article offers methodological insights into the analysis
of third-party SDKs across iOS and Android, focusing on the opportunities and
challenges regarding data access, collection, and analysis with implications for da-
ta quality in studies of SDKs. As such, we contribute to the ongoing work to create
methodological roadmaps for identifying third-party services in Android and iOS
apps (Kollnig et al., 2022a) as a basis for the systematic monitoring of infrastruc-
tural power.

Methodological pathways for SDK analysis

In identifying and analysing SDKs within and across mobile apps, we encountered
multiple methodological obstacles that influence the data quality and the validity
of the empirical findings. These methodological challenges can roughly be divided
into three categories, reflecting the classic steps in any empirical study, namely: 1)
how data can (and cannot) be accessed including assessing the available tools and
services used to gain insights into the software code of particular apps; 2) how da-
ta can (and cannot) be collected and sampled including questions about how to
construct reliable libraries and databases to look up identified SDKs; and 3) how
data can be analysed and interpreted including reflections about the knowledge
that these methods can (and cannot) generate. Throughout the analyses, the dif-
ferences between the Android and iOS systems will be highlighted as each ecosys-
tem constitutes different gateways for accessing, collecting, and analysing apps;
similarly, their different business models affect what opportunities there are for
empirical interventions. In discussing the methodological obstacles, we will gener-
ally focus on the static analysis method.

Data access: setting up the technical framework for SDK analysis
across iOS and Android

As mentioned above, there are significant differences in the types of data that can
be accessed through the iOS and Android operating systems, and by extension in
the knowledge that can be gained about apps published in the different app stores
and running on different devices. In fact, we see the gatekeeping of the access to
data as a key example of infrastructural power, since the technical setup for data
access serves as a precondition for developing and publishing tools, databases,
and resources available to the public and to researchers. The lack of publicly avail-
able data on iOS apps — compared to that of Android apps — is directly connected



12 Internet Policy Review 13(2) | 2024

to the ways Apple governs and controls access to information about the software
installed in individual apps. We see the data access process as the technical setup
for accessing the analytical object, which is the software of the mobile application.

As is evident from several previous studies, ventures into studying mobile infra-
structure through SDKs often start with Android (Binns et al., 2018; Pybus & Cote,
2022; Weltevrede & Jansen, 2019). The openness of the Android OS has enabled
the development of, for instance, the non-profit privacy auditing platform, Exodus
Privacyl. As a publicly available website that allows users to look up individual
Android apps and disclose identified SDKs, Exodus substantially shortens the path
from data access to analytical results.

By comparison, analysing iOS applications and their installed SDKs is much more
complicated (Kollnig et al., 2022a). To download iOS apps from the AppStore to
the computer, an ApplelD with a verified email and phone number is required, as is
a mobile device running iOS, a MacOS computer with Xcodez, and Apple’s IDE for
iOS. The program ideviceinstaller by libimobiledeviceB, a free and open source Li-
brary designed to communicate with iOS devices, can then be used to install the
applications on the iOS device. For this to work, however, one has to unlock the se-
curity systems that Apple implements in iOS, a procedure which is generally used
to install apps from outside the Apple App Store or to access functionality that is
not accessible through the iOS user interface.

When experimenting with identifying SDKs in the app sample from the Datafied
Living project (where the majority of the participants, like the Danish population
in general, are Apple users), unlocking Apple’s security system is a prerequisite.
Furthermore, an unlocking procedure, for instance the program Frida-server, is
needed to install some of the communication software on the phone. The Frida-
server allows you to communicate with the iPhone in the data extraction process
(Ravnas, 2023). More specifically, Frida consists of a set of tools that can inject
code into programs that are running without decompiling the source code. As the
Frida-server is not available on the Apple App Store, the phone needs to be com-
patible with a working third-party store/repository manager. As a consequence of
the lack of stable and modern releases of working repository managers for newer
iPhones, reproducing the method may be challenging. Through the design itera-

1. For more information see Exodus Privacy (n.d.a.).
2. For more information see Apple developer IDE Xcode (n.d.).

3. Libimobiledevice is a cross-platform FOSS library for interacting with iOS devices. In this project
“ideviceinstaller” is used. For more information see Libimobiledevice (n.d.).
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tions of both iPhone hardware and iOS software, Apple has patched the vulnerabil-
ities that otherwise made these kinds of interventions possible. This means that
only a limited range of older iPhones running past iOS versions can be used for da-
ta collection. In short, the iPhone used for analysis will essentially have to be in a
sweet spot or ‘goldilocks” zone, visualised in the Venn-diagram below (Figure 1).

Data access
Vulnerable
hardware on the
iDevice

iOS version allowing
data acess

Data access
and Analysis

No data No data
access access

Recent enough iOS version
to allow for installation and
analysis of apps

FIGURE 1: Enabling and constraining factors for accessing information on SDKs.

Lastly, depending on the size of the initial sample and the research question, au-
tomation of the data collection might be required. With a large sample of apps,
which would be relevant for public monitoring and regulatory purposes, automa-
tion of the analysis will almost certainly be necessary as manually analysing apps
by installing and extracting data would be exceptionally time consuming. Howev-
er, automating the process of analysing iOS can prove challenging because of, for
instance, permission prompts where the user needs to accept or decline permis-
sions to give, for example, GPS location, or unexpected crashes caused by unlock-
ing Apple’s security system. In sum, there are a number of technical obstacles to



14 Internet Policy Review 13(2) | 2024

accessing the app code from which SDKs can be extracted for analysis, in particu-
lar in relation to the iOS operating system.

Sampling and data collection: how to identify an SDK

Regardless of whether the data is accessed through Exodus Privacy (for Android
apps) or by means of an older version of the iPhone (for iOS), the data collection
follows three steps: 1) preparing the app sample by contextualising app names; 2)
installing and extracting data from the app; and 3) identifying known SDKs in the
extracted data. Figure 2 illustrates the specific procedures involved in each of
these steps for Android and iOS apps.

Exodus
Tracker
Database

Appkeep ] Exodus Core

[ Find specific AppID ’ 1.Unzip APK RegEx
i 2.1denti D)
Android Download Application file DEX-f%:es g ;::;hs v
3.Dump Android
Classes a ;gget
Dat?\set w_
with
Mobile T
apps (patool ] ‘ Installation ‘ | Frida Script ‘ (Installationl ~——
[ Find specific "BundlelD" } 1.Spawn iOS App
Install process Un-Install dataset
Download Application file } APP"ca"O“ 2. Attach Application .
process on

iO0S- dewce 3.Load Script iOS-device

4.Dump Classes

RegEx
search
classes

IOS SDK
identication
Dataset

FIGURE 2: Data collection procedures for locating SDKs in Android and iOS apps.

Focusing on the first step of the data collection process (the left-hand side of the
figure), the sampling strategy for identifying SDKs in apps depends on the nature
and purpose of the research. If you are interested in the most widespread SDKs, for
instance, you might simply sample apps from the lists of top downloads in the Ap-
ple App Store and Google Play store that typically contain individual applDs refer-
ring back to the app store in question4. When working with a list of apps derived
from people’s phones, as in our case, these apps need to be matched with the right
app in the app stores. While an app on the Google Play store or the Apple App
Store must be unique, app names like “Calculator — Free” and “Calculator — Plus”
are not uncommon. This means that several results will be obtained when search-

4. See e.g., Androidrank.org (n.d.).
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ing for the given app name and the chance of getting false positives is high. Here,
the ID of the app can ensure that the identified app is also the correct one.

To identify exact applDs, we suggest two methods, one each for iOS and Android

apps. For iOS, a tool called “ipatool”5

that functions as a wrapper for the iTunes API, allowing for the lookup of app in-

is used. Ipatool is a command line tool (CLI)

formation, and functions as an emulation of a macOS AppStore so enabling the
user to download app packages. The tool can use the name of an app and return
the search results from the app store. For Android, the appID can be read in the
Google Play store URL for each app; however, for a more automated approach the
‘gpapi” tool can be used®. The output of the searches will then have to be manual-
ly examined to ensure that the correct ID is attributed to the targeted app in the
sample. To summarise, Table 1 lists the five apps sampled for this paper, including
their respective iOS and Android IDs.

TABLE 1: Public sector app sample with corresponding applID for iOS and Android

APP I0S ID ANDROID ID
mit.dk com.netcompany.mit.view-client com.netcompany.mitdk
MinSundhed dk.sundhed.minsundhed dk.sundhed.minsundhed
MitID dk.mitid.app.ios dk.mitid.app.android
Aula com.netcompany.aula-native com.netcompany.aulanativeprivate
e-Boks.dk dk.eboks.eboks com.eboks.activities

Once the required sample of app data is scraped, the presence of SDKs in the sam-
ple can be identified in the app code. This is done by extracting the signatures in
the program code that correspond to known identifiers and signatures of known
SDKs. At this point, again, there are significant differences between analysing ei-
ther Android or iOS apps. As mentioned above, the Android static analysis relies
heavily on the Exodus Privacy framework and uses the Exodus Core library and its
tracker definitions to identify SDKs in the application (Exodus Privacy, 2018). This
is accomplished by looking at the signatures in the application, which will be com-
pared to known identifiers of SDKs. This is possible because the Android project

and Google provides a program called “Dexdump,”7 which can read the signatures

. For more information on the CLI tool for identifying and downloading iOS apps, see IPATool (n.d.).

. Google play python API (Gpapi), is a python package to search the Google Play store. For more in-
formation see Google play python API (n.d.).

. Dexdump software, provided by Google / The Android Open Source Project. For more information
see Dexdump (n.d.).
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in the program files without decompiling and installing the apps. The strength of
the Android process is its stability as everything is executed locally on a computer
with a Linux OS, with no need to connect to a phone.

The i0S static analysis is, again, substantially more complicated. The difficulty of
analysing iOS applications compared to Android is partly due to there being no
easily available tool comparable to Exodus, and partly due to iOS not being built
around an open source development paradigm. For iOS there is no “Dexdump”
comparable program, as all apps are encrypted, so to extract the signatures in the
app, the app must first be installed on the phone, and then by injecting a script in-
to the application, the desired data can be extracted. When working with our sam-
ple of Danish welfare state apps, this allows us to open an application on an iOS
device and to extract the signatures of all the internal functions of the specific ap-
plication.

The last step in the data collection process is to identify the SDKs in the extracted
data. In most modern programming languages, the naming of objects and vari-
ables is ordered in so-called namespaces. Within a namespace, definitions of, for
instance, functions must be unique, which incidentally helps in the detection of
SDKs through signatures as the signatures/object names must be unique across
the program. To give an example, the identifier for the Google Analytics SDK will
differ from the Facebook SDK in the extracted data but will be the same across ap-
plications that have the SDK incorporated. This is because the SDK is by design
general purpose and must be easily documented and readable. For both the iOS
and Android analysis, the extracted data for each app, which contains between
40,000 and 70,000 unique signatures, i.e. lines of text, are searched to find known
identifiers of an SDK.

The Android analysis relies on the tracker (SDK) definitions provided by the Exodus
database, while the iOS tracker definitions use a modified database made up of the
PlatformControl Analyser iOS signatures (Kollnig et al., 2022a). The analysis re-
quires knowing the specific code signatures of the SDKs to find them in the ex-
tracted data. As the results produced for each app consist of 40,000 - 70,000
unique signatures, it would not be feasible to manually search the extracted data
for SDKs; therefore reporting SDK signatures relies very much on having already
identified SDKs in a database comparable to Exodus’s against which the results
can be compared. This restriction affects the results of the analysis as we are only
able to identify SDKs that are known and widely used by developers.

This three-step process reveals a significant challenge for SDK research, namely
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how to generate a coherent and exhaustive dataset of SDKs from the sampled
apps. The datasets generated using these methods are dependent on the quality of
the underlying libraries, which are constructed by means of dynamic analyses (net-
work sniffing) of data packages transported to different third-party domains. As
such, many rare, emergent, or highly context-specific third-party services are most
likely to be invisible to static analyses like the ones discussed here. We cannot
simply assume that existing libraries of SDKs for either Android or iOS are exhaus-
tive. There are 428 identified SDKs in the current Exodus database for Android (Ex-
odus Privacy, n.d.b), compared to the 98 identified SDKs in the current state of the
art database of i0S SDKs (Kollnig et al., 2022a). The presence of fewer SDKs in the
iOS database cannot simply be explained with reference to iOS being a more hos-
tile environment for third-party tracking, but must be viewed against the backdrop
of data access as explained above, making it difficult to automatically identify
SDKs for iOS. It is an empirical question as to whether there are in fact fewer SDKs
in iOS apps.

However, it is possible — if cumbersome — to augment the existing database for
iOS by first conducting dynamic analyses of iOS apps through network traffic
analysis or by using App Privacy Reports, a feature implemented in iOS 15.2 which
makes it possible for users to examine an installed app’s network activity. At the
same time, we note that while there is a larger SDK library provided by Exodus as
a starting point for SDK analysis on Android, it has the same principal limitation:
we cannot assume that the library of existing SDKs is exhaustive and complete.
Furthermore, when using SDK databases, the underlying reasons for how databas-
es are constructed and what constitutes valuable data can be different from the
motivation of researchers using these databases. Exodus’ library, for instance, has
been designed with the purpose of addressing privacy questions, while our re-
search concerns looking at the broader questions about the evolving data infra-
structures and ownership structures in the mobile app market.

Data analysis: SDKs in Danish welfare apps

Having constructed a dataset with SDKs identified in iOS and Android apps, the
next, critical, step is to evaluate the information contained in them. Since databas-
es have been constructed with the purpose of pushing mobile privacy discussions
forward, SDK analyses will typically be able to present the relationship between a
given number of apps, their embedded and identified SDKs, and the data industry
actors who provide the SDKs and thus may be expected to be harvesting data from

8. For more information, see Apple Inc. (n.d.).
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the app. This information can be used to map ownership and market structures in
mobile infrastructures for datafication, as these look at a given time in a given
context (and with the methods and libraries available to research).

In our case, we are interested in expanding this type of analysis to map infrastruc-
tural power in the digital Danish welfare state: how commercial actors via SDKs
are positioned to deliver key infrastructures for communication between citizens
and public sector welfare providers. Using an illustrative subsample of apps that
are crucial for citizen access to public welfare in Denmark, we can show how state
institutions have come to rely on commercial market actors when digitising key
welfare services. Figures 3 and 4 below illustrate how what is often assumed to be
public infrastructure for healthcare, education, government communication, per-
sonal authentication, and so forth does not go unaffected by third-party actors. In
fact, each app (left side of the figures) embeds externally supplied SDKs (right side
of the figures), most of them provided by Alphabet and Microsoft.
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App Tracker

FIGURE 3:i0S versions of Danish welfare state apps and their SDKs identified through static
analysis.
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App Tracker

FIGURE 4: Android versions of Danish welfare state apps and their SDKs identified through static
analysis.

As is evident from Figures 3 and 4, the Google Firebase Analytics SDK and its sub-
sets dominate while Google Crashlytics is close behind. But there are other actors
as well. On iOS, two of the apps, “mit.dk” (an app for reading electronic mail from
the Danish government) and “Min Sundhed” (an app for communicating with the
Danish healthcare system), use the privately developed Sentry, an SDK for error
tracking and assessing code and operation performance9. Both figures show that,
at the level of mobile apps interfacing between citizens and core welfare services
(health, education, etc.), the Danish welfare society has become critically depen-
dent on commercial providers of a key material component of the infrastructure:
SDKs that allow developers to implement and use the same functionality and ser-
vices used by the wider mobile application market. As noted earlier, utilising SDKs
as a development practice, and especially utilising SDKs from large Platform com-
panies like Google, is not the sole option but the pragmatic and low cost choice
for developers when implementing the desired functions.

While this raises the obvious questions about data protection and privacy, our

9. For more information, see Sentry Documentation (n.d.).
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analysis of the technical operations of SDKs suggests that we need to move be-
yond such issues and address the infrastructural grab that puts Big Tech at the
core of digital systems for welfare. This grab is similar to that which has previously
been documented in the context of smaller and medium-size businesses becoming
desperately dependent on Big Tech for supplying their mobile services (Blanke &
Pybus, 2020; Lai & Flensburg, 2021). In effect, this means that when welfare insti-
tutions and nationally-commissioned developer studios use ready-made services
for developing apps, processing data, and keeping services running smoothly, they
transfer infrastructural power to corporate enterprises that are subject to very little
democratic control. As evident from a number of examples in Denmark (Datatil-
synet, 2024; Olifent, 2023), public authorities experience significant problems with
ensuring that personal data is used legally, and they have very little room for ma-
noeuvre when prices on services from American Big Tech corporations continue to
rise. In addition, the presence of third parties in welfare apps invites further criti-
cal analysis, not only to find out how specific data types are allowed to flow
through them but also how apps are developed and how code is reused across dig-
ital ecosystems in general (Aradau et al., 2019).

As illustrated in the figures above, our microscopic case study — somewhat sur-
prisingly — finds a higher prevalence of SDKs in the iOS versions compared to the
Android versions of the same apps. For instance, we only identify the Google Fire-
base Analytics SDK in the Android version of the identification app MitlID, but find
seven different SDKs in the iOS version. One explanation for this difference might
be the extent of the different databases and their respective definitions of a ‘track-
er. Another possible explanation is that the SDKs might perform different opera-
tions across the two operating systems; for example, SDKs owned by Alphabet may
be more multipurpose on Android apps than on iOS apps, reflecting the rise in so-
called “super SDKs” as suggested by Pybus & Coté (2024). Finally, there might be
differences in the versions of the apps analysed. For example, the Android version
could be older than the iOS version, as Android apps tend not to be redeveloped at
the same pace as iOS apps. The relatively few SDKs in the iOS analysis of the Aula
app might also indicate a gap in the libraries as the Android version has both
Google Firebase Analytics and Microsoft SDKs embedded.

To check the findings and mitigate the challenges of using existing libraries to
identify SDKs, we also performed a dynamic analysis on the iOS versions of the
five Danish welfare apps by intercepting the network calls made by the app and
analysing the domain of the calls. However, the dynamic analysis had a specific
methodological limitation, in that these apps are heavily protected against the un-
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derlying processes employed by the method, namely the intercepting proxy used
to route network traffic through certificates, meaning that the apps would crash if
they detected that a certificate was invalid. However, the dynamic analysis sup-
ports the findings from the static analysis in that all of the identified SDKs also ap-
pear in the static analysis except for the SDK “nStack”, which does not exist in our
SDK library. This, in turn, explains why “nStack” was not identified in the static
analysis, and testifies to the limits of the static approach — and highlights the de-
pendency of static analysis on regular dynamic interventions. Without conducting
dynamic analyses to identify new or altered SDKs, the validity of the libraries used
for the static identification of SDKs will be weak.

The limitations and uncertainties described in the results all point back to the
methodological challenges listed above. Due to the lack of comprehensive SDK
databases and libraries, we cannot make definite comparisons between Android
and iOS apps, meaning that the figures above are only empirical indications of a
reality that might be much more complex. A related challenge is that third-party
service providers are notorious for changing the names of their products. In other
words, more work is needed if we are to develop methods that can ground actual,
systematic market monitoring and qualify regulatory intervention. To that end, a
crucial next step is to expand the SDK libraries and develop ways of detecting new
SDKs, for instance by using the information made available in the privacy settings
menu on Apple devices or by doing extensive dynamic analyses.

Despite the obvious and manifold challenges of doing SDK analyses, our empirical
experiments can make a valuable contribution to the ongoing political discussions
about the future of digital and datafied societies. Returning to the public account-
ability issues at the “root” level of the communication infrastructure (Mansell &
Plantin, 2022), we can put the spotlight on the widespread use of externally sup-
plied SDKs, even in core welfare state sectors. This not only means that state insti-
tutions are becoming increasingly dependent on a small number of US-based and
commercially run tech companies but also increases the market advantages and
dominance of these companies while simultaneously legitimising their data prac-
tices (Blanke & Pybus, 2020). By collaborating with Danish authorities, such as the
Data Ethics Council, we can use the empirical examples and methodological path-
ways (and dead ends) to show ways forward to increase monitoring, and ultimately,
wrest back democratic control from this largely opaque and unregulated market.
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Conclusions and perspectives: monitoring data
infrastructures with precarious methods?

This article has discussed the prospects and pitfalls of empirically analysing third-
party tracking in mobile apps through detecting SDKs as key entry points for
studying infrastructural power. Understanding how third-party tracking operates in
mobile ecosystems and how data flows are enabled and constrained across apps
and operating systems is critical for any political or regulatory intervention aimed
at benefiting human flourishing in today’s digital society. In our pursuit to under-
stand and govern the increasingly concentrated market structures in the mobile
ecosystem (Flensburg & Lai, 2022), systematic and reliable monitoring is pivotal
for providing a knowledge base to guide regulatory initiatives and ensure the le-
gitimacy of such regulation. To acquire this knowledge, we need to understand the
technological characteristics of, in this case, SDKs and define their role in the
greater digital ecosystem and economy.

Laying out methodological and empirical pathways for future SDK analyses, we
have identified multiple bumps on the road ahead. These include the fundamental
differences in data access, with implications for comparing SDKs across operating
systems and app stores, problems relating to constructing reliable datasets, and
limitations in the knowledge they can generate. As a general conclusion, the cur-
rent methodological conditions for studying SDKs mean that we have no guaran-
tee that the data we collect is comprehensive and reflects actual market structures
in the mobile data economy. That is to say, empirical analyses using the methods
outlined here can only provide indications of the SDK market and sensitise us to
who the powerful actors might be, but do not cover the full range of actors and
operations in the mobile data market. This constitutes a fundamental problem for
regulators who seek to identify and sanction dominant market actors since any
measurement of, for instance, the prevalence of a particular SDK provider is easy
to contest.

Our discussions about data access, collection, and analysis suggest that the infra-
structural operations of Apple and Alphabet amplify an already skewed power bal-
ance in the mobile app and data market. The providers of operating systems and
app stores hold the power to set up the fundamental conditions that app develop-
ers (including welfare state institutions) are forced to accept. For instance, when
restricting the use of third-party services (as Alphabet has done with cookies in the
Chrome browser and Apple has done with App Store), they simultaneously close
off markets where they themselves dominate and which are notoriously difficult
(and sometimes legally tricky) to intercept. This is the essence of infrastructural
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power. Our illustration of the presence of commercial actors in the public welfare
sector in Denmark suggests that we urgently need to ask questions about the
long-term implications of this power grab for the public values underpinning the
welfare state.

In this sense, our study resonates with existing work on the power of platforms
(van Dijck et al., 2018) and their deliberate strategies of obfuscation (Draper &
Turow, 2019), while also drawing our attention to the role of technical-material in-
frastructure in the exercise of power. By controlling what information is available
and how it is (not) accessible, Big Tech constructs the conditions that shape how
they can be monitored and ultimately regulated. The infrastructural operations of
dominant actors in the mobile ecosystem laid out in our analysis of SDKs not only
impede transparency, systematic democratic monitoring, and possible regulation of
an increasingly critical societal infrastructure; they also limit the critical capabili-
ties of researchers and of open source and hacker environments, which are con-
stantly forced to adjust their counterintelligence measures and tools to be able to
inspect mobile infrastructures for datafication (Aradau et al., 2019).

Regulatory efforts targeting individual cases, as per the Google Analytics example
at the beginning of this article, suggest there is prospect of increasing political
momentum to reign in tracking. But to fuel such momentum and ensure regulatory
efficiency we need to target the infrastructural root level. Systematic monitoring of
third-party tracking in the mobile ecosystem, its purposes and market dynamics, is
a necessary condition for developing adequate, evidence-based policy and regula-
tory interventions that protect citizens from unwanted data capture, and expose
the infrastructural power of big tech. As a final note and possible future direction
for research and policy, we suggest an alternative strategy than the one presented
here. Building on the technical knowledge gained from reverse engineering exper-
iments and studying the backends of mobile apps from the outside, future initia-
tives should aim at requiring app store and operating system managers to make
the information available to researchers and regulators. Rather than having to rely
on volatile and precarious methods for detecting third-party operations in apps,
the recent momentum for political intervention could push the responsibility for
ensuring the quality, reliability, and comparability of data on SDKs back onto the
infrastructure providers. This requires a clear understanding of what exactly to ask
for and how to interpret what can be returned. We hope that this article can con-
tribute to achieving these aims.
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