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Abstract: There is no one set definition for the phrase “ad hoc networks”. The term refers to the
ability for members of a network to establish a network connection between devices. Ad hoc
networks are relevant both in technical terms of certain network infrastructures, as well as in terms
of the social, political and economic modes of self-organisation they enable. This requires people
to combine software and hardware tools to set up peer-to-peer infrastructure that provides access
to temporary information networks, as well as networking standards and policy frameworks. When
long-standing, these can adapt to become local area networks. An example of an ad hoc network is
a temporary cryptocurrency economy, such as a Decentralised Autonomous Organisation, which can
connect people, information, and resources online and in person for a specific purpose.
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This article belongs to the Glossary of decentralised technosocial systems, a special
section of Internet Policy Review.

Definition of the term

°Ad hoc” is Latin for “to this” meaning “for this” or “for this purpose”. The term “ad
hoc network” refers to the ability for members of a network to establish a network
connection between devices. Yet, ad hoc networks are relevant both in technical
terms, as well as in terms of the social, political and economic modes of self-or-
ganisation they enable. They also depend on technical standards, as well as regu-
latory and policy frameworks in most settings.

A network can be described as ad hoc when it is self-provided and not reliant on
an installed base of pre-existing infrastructure, except where it connects to exter-
nal services (such as internet gateways). Thus, the attribute of “ad hoc” in a net-
work often pertains to decentralised networks that do not rely on a central point of
control. Instead, the network is comprised of “peers” in a network and each peer
operates as a ‘node” to forward packets of data to other nodes.

Ad hoc networks require people to combine software and hardware tools to set up
peer-to-peer infrastructure to provide access to temporary communication net-
works. Today, smartphone applications can create ad hoc networks through native
Bluetooth or WiFi capabilities. This enables new network architectures for access
and coordination through digital infrastructure. When long-standing, these can
adapt to become local area networks.

The combination of “ad hoc” networks with other technologies, such as blockchain,
enables new social, economic, and political possibilities for self-organising. An ex-
ample of an ad hoc network are temporary cryptocurrency economies which have
proven adaptive and responsive for connecting people, information, and resources
online, and in person, for time limited and specific purposes before disseminating.
For example “Decentralised Autonomous Organisations” (DAOs), such as Constitu-
tionDAO, which collectively raised millions of dollars in an attempt to buy an origi-
nal version of the U.S. Constitution, and UkraineDAO, which responded to raise
millions of dollars in support of Ukrainian fighters in the conflict with Russia in a
matter of days.
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Origin
Ad hoc networks would not have come about if it was not for a number of preced-

ing developments in distributed communications networking research and devel-
opment, unlicensed spectrum regulations, and open standards.

Distributed computing emerged in the 1960s as a potential solution for more re-
silient networks against the threat of military attack. While working for military re-
search organisation RAND Corporation in the 1960s and 1970s, Paul Baran au-
thored 13 seminal papers “On Distributed Communications” (RAND Corporation,
n.d.). Baran is credited for inventing the idea of “distributed networks”, that went
on to inform some of the attributes of the internet and ad hoc networking (Yoo,
2018). Distributed networks require that all nodes be connected in a network by
multiple links to make a system robust against physical attack. Through these
ideas, “it is thus possible to visualise a new set of systems based upon a distrib-
uted organisation” (Baran, 1967, 21). The concepts of “packet switching” and “store
and forward” data transfer were pioneered to make distributed networking possi-
ble. Baran proposed that data could be divided into individual packets termed
“message blocks” that would travel independently through a network and be re-
assembled once they reach their destination (which later became known as “packet
switching”, as termed by other independent, simultaneous inventors) (Yoo, 2018).
The other fundamental innovation for distributed networking that applies to ad
hoc networks is that network data traffic operates on a store and forward routing
algorithm to eliminate the vulnerability of a single centralised point of control be-
ing targeted by a foreign attack and causing a communications failure across an
entire network (Baran, 1967; 1965).

From these origins, ad hoc architecture matters as both a technical architecture
and political means for resilience and self-governance, rather than relying on ex-
isting infrastructure or third-party provision of infrastructure, as per the example
of DAOs.

Evolution

Ad hoc networks have evolved in terms of usability, security, availability, complexi-
ty, and purpose.

Baran's propositions were fundamental for the architecture of the modern-day in-
ternet, which was originally an internal network or “intranet” that only authorised
parties could access to share information called the Advanced Research Projects
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Agency Network (ARPANET) (Abbate, 1999). The concepts of “message blocks” and
“store -and -forward” concepts laid the foundation for distributed networks to au-
tomatically select routes for multi-hop communication between any two nodes on
the network. However, the principle of non-hierarchical distributed networking
was not adopted in ARPANET, as the attribute of survivability of the network was
not a priority (Abbate, 1999). This emission had consequences in the central points
of control that manifested in modern day internet architecture, which peer-to-peer
decentralised technologies such as public blockchain networks seek to address.

From the late 1960s, researchers at the University of Hawaii developed wireless
networking innovations to allow them to send information across islands and to
link to ARPANET. The ALOHAnet’s random access techniques formed the basis of
Wi-Fi and mobile networking (Abramson, 2009). By the 1970s, the packet radio
network (PRNET) project was also underway under the sponsorship of the Defense
Advanced Research Projects Agency (DARPA), which is a digital radio communica-
tions method that can be used in mobile communications.

The regulatory foundations for legal ad hoc networks was laid by the decision by
the US Federal Communications Commission in 1985 to allow unlicensed use of
radiofrequency spectrum. This meant that people could access radio frequencies
within specific frequency bands, as opposed to co-opting the radiofrequency of
others (known as “spectrum piracy”). The wording of the ruling to allow “spread
spectrum and other wideband emissions” (FCC, 1984) enabled free market and am-
ateur innovation, resulting in the development of Wi-Fi and other wireless tech-
nologies. Without this decision - later replicated in other parts of the world - peo-
ple would not be legally allowed to establish self-provided wireless networks.
Open standards for hardware and software were also an important factor behind
the research and development that led to ad hoc networks (Lemstra et al., 2011).
For instance, open standards for Wi-Fi technologies enables Wi-Fi router electron-
ics manufacturers to support wireless spectrum networking.

The emergence of personal computing devices such as laptops, local area network
(LAN) routers, and smartphones routers have given rise to what is often referred to
as “mobile ad hoc networks” (MANETS), which may use Wi-Fi, cellular, Bluetooth or
other radio frequency technologies to establish connections between devices. ‘Ad
hoc”, in this context, means instances of temporal, networked infrastructure where
a central router is not required. In distributed computing, the phrase “ad hoc digi-
tal infrastructure” is sometimes used to describe some mobile communication net-
work protocols (Murthy, et. al., 2004; Legendre, et al., 2011).
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These dynamic and adaptive networks enable a number of applications where ex-
isting infrastructure or a central node is not available, cannot be relied upon, or
where scalability is an issue. They may also be used to alleviate digital exclusion
by enabling users to share connectivity.

Applications for ad hoc networks

There are a wide variety of applications of ad hoc networks, some of which are de-
scribed in the section that follows.

Military

Military or tactical MANETSs are used by military units with emphasis on data rate,
real-time requirement, fast rerouting during mobility, data security, radio range,
and integration with existing systems (Toh, 2002). Military ad hoc networks offer
rapid deployment, infrastructureless, no contact with fixed radio towers, robust-
ness, security, and instant operation. Tactical networks can be formed during a
mission and then disappear when the mission is over via mobile, Air Force Un-
manned Aerial Vehicle (UAV), Navy ship, or robot.

Humanitarian

Wireless, ad hoc networks provide communications connectivity in disaster scenar-
ios in circumstances whereby existing infrastructure ceases to function effectively
(such as earthquake, flood, storm, or fire), or in remote areas (Leiser et al., 2017).
For example, a network run by the Red Hook Initiative, a public housing youth or-
ganisation in Brooklyn NY, continued to serve as a communications platform for
residents during Hurricane Sandy when mobile telephony and internet services
were down (Finlay, 2018).

Community wireless mesh networks

A mesh network topology refers to a rich interconnection between nodes or de-
vices, whereby each node in the network relays data to other nodes, forming a
non-hierarchical network. The resilience of the network increases as more nodes
are added, thus reducing dependency on any one connection. In some locales,
communities have established community owned wireless mesh networks for in-
ternet connectivity, including NYC mesh, Toronto mesh, Freifunk, and GUIFI (NYC
Mesh, n.d.; Toronto Mesh, n.d; Freifunk, n.d.; APCNews, 2018). Only one node needs
to be connected to the internet for all to be able to access the internet as each
node is able to relay data to any other node in the network. Mesh networks organi-
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cally adapt as people join or leave, and are dynamic, meaning they automatically
reconfigure to guarantee connectivity (Navarro et al., 2018). These networks can
be considered “ad hoc” insofar as people can come and go from the network, in de-
finitional terms could transition from being an ad hoc network to a local area net-
work, as hardware and network connection become more fixed, rather than dynam-
ic.

Blockchain-based ad hoc networks

Blockchains and cryptocurrencies are being used as ad hoc information networks
for social coordination. These economic infrastructures are a means for people to
transact (transfer value) in a “peer-to-peer” fashion without requiring a third-party
service or central intermediary, such as a bank (Nakamoto, 2008, 1). Some scholars
have proposed that temporary blockchain networks are a type of “pop up econo-
my” (Rennie, 2019). The organisational framework of “Decentralised Autonomous
Organisations” (DAOs) also demonstrates ad hoc, blockchain-based coordination.

One such instance of a “pop-up economy” was the not-for-profit Oxfam’s use of the
cryptocurrency stablecoin Dai for emergency cash transfers in Vanuatu (Rust,
2019). Oxfam’s goal was to trial cash-based aid that could support local economies
during disaster relief efforts. Oxfam and their technology partners worked with lo-
cal vendors to received payments via “Near Field Communication” (NFC) cards that
had been distributed to local residents.

Decentralised Autonomous Organisations (DAO), are also a kind of community that
can form around a specific objective via network technologies to form an ad hoc
network. For example, “Friends with Benefits” is an international social interest
DAO that communicates online in a group chat but also holds pop up “in real life”
parties and events (Ryce, 2021). “ConstitutionDAO” was a group of people that col-
lectively pooled funds in a failed attempt to purchase an original copy of the Unit-
ed States Constitution (Brown, 2021). A number of funding DAOs have also formed
as temporary funding organisations to pool resources and support a common
cause, such as in response to the crisis in Ukraine and to subsidise the legal fees to
free internet activist Julian Assange (Gottsengen, 2022). DAOs have enabled the
rapid, ad hoc mobilisation and direction of resources in a decentralised manner,
without relying on a central authority for response coordination.

Coexisting uses and meanings

Within the discipline of computer science, ad hoc refers to “the capability that
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members of a network have to build routing information and forward data units
from one location to another in the network” (Barbeau and Kranakis, 2007, 63).

In computer networking, an ad hoc network is a self-configured wireless network
that allows each wireless node to dynamically forward and receive data. Devices
can connect ‘on the fly” to create a network and share data without certain pre-ex-
isting infrastructure, such as a network router. The devices themselves act as the
network equipment, creating a network between them.

Ad hoc networks are often referred to as ‘on the fly”, temporary networks (Feeney
et al., 2001). Yet, this is not entirely accurate as establishing and maintaining a
network can require significant planning and expertise. The maintenance require-
ments of ad hoc networks demonstrates what Susan Leigh Star referred to as the
mundane nature of infrastructure (1999).

Ad hoc infrastructure and ad hoc networks matter because they create opportuni-
ties for civic self-organisation. Modular, ad hoc, distributed, cryptographically se-
cure networks are being erected, maintained and dismantled by groups to serve
specific ideological purposes and needs, such as censorship resistance (although it
should not be assumed that all ad hoc networks are censorship resistant, tempo-
rality and encryption can be some avenues for groups to pursue this attribute
against perceived threats). . These adaptive, temporary, technology-enabled
economies politically and socially challenge the ideological underpinnings of ex-
isting institutions through independence, obfuscation, and subversion (Poblet,
2018). An example of the repurposing of ad hoc networking infrastructure for po-
litical purposes is the use of the music festival connectivity mobile application
“Bridgefy” in Myanmar, when the internet was throttled to censor information dur-
ing protests (Potkin and Pang, 2021).

Issues currently associated with the term

There are some issues associated with the concept of “ad hoc” networking. This in-
cludes the dependencies between hardware, software, and policy and standards
frameworks, network maintenance, and digital inclusion which are addressed be-
low.

The use of ad hoc networks for tethering devices is now commonplace. While this
on the fly user practice seems straightforward, ad hoc technologies are better con-
ceived as a suite of nested infrastructures, including specific hardware and soft-
ware requirements combined with policy frameworks and standards. When some
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of these components are missing or broken, ad hoc networks may be rendered un-
tenable or unsafe in particular contexts.

Mesh networks in particular have been championed as an alternative to commer-
cially provided internet and telephony services in areas where affordability is a
barrier to connectivity. Yet, ad hoc networks can be cumbersome to establish and
maintain in terms of expertise and resources,as well as broader context expecta-
tions and limitations of ad hoc networks as a technical or socio-political solution.
Such networks require a significant amount of skills and labour to establish and
maintain - resources that are more likely to be present in affluent areas (Powell,
2008). Where mesh networks are used to provide internet services they are also
dependent on backhaul service providers, which typically require a contract or
agreement with a commercial company or municipal government. Regulatory con-
ditions may impede ad hoc networks by making users liable for the activities of
others on the network or requiring the retention of metadata for policing (Gio-
vanella, 2016). Some ad hoc networks can also not be fit-for-purpose for the appli-
cations that people adopt. For example, during the Occupy Wall st protests, spon-
taneous ad hoc networks were not sufficient to provide continuous service (Baccel-
li, 2012). In disaster scenarios, resilience is largely attributed to community capaci-
ty to prepare, respond, and recover, as well as the capabilities afforded by commu-
nications infrastructure (Norris et al., 2008).

In some respects, ad hoc networks can create opportunities for digital inclusion.
For example, ad hoc networks can allow multiple people to share one internet
connection in remote or rural areas, provide free or cheaper access, or extend con-
nectivity to areas previously beyond range, depending on the devices and geogra-
phy of the network. On the other hand, ad hoc networks also possess elements of
digital exclusion. For example, establishing and maintaining a network can require
access to specific hardware or a pre-existing infrastructure, such as a mobile net-
work, satellite, or router. Participation can also require a certain level of digital lit-
eracy. In some cases, such as the political examples mentioned above, exclusion of
unwanted participants could be considered a feature, not an issue.

Conclusion

At its most basic definition, the term “ad hoc network” refers to the ability for
members of a network to establish a network connection between devices. Yet, this
capability is representative of a broader socio technical phenomenon, as ad hoc
networks are enablers of social organisation and innovation. Ad hoc networks re-
quire communities of people to combine software and hardware tools, as well as
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standards, and regulatory and policy frameworks.

In this piece, we have explored the origins and history of developments in “ad hoc
networks”, demonstrated the co-existing uses and meaning of the term “ad hoc”
across the disciplines of computer science and the social sciences, and then relat-
ed this to examples of current technological developments and applications. We
then explored co-existing meanings and uses, as well as issues and limitations of
access, maintenance, and inclusion and exclusion. Finally, we demonstrated some
ways in which the combination of “ad hoc” networks with other technologies en-
able new social, economic, and political possibilities for self-organising, such as
communications during protests, pop-up economies, and DAOs.

This brief history and context of ad hoc networks has outlined the technical re-
quirements, as well as the communities, standards, and socio-political needs and
purposes of ad hoc networks. This shows how the development of technology net-
works are embedded in socio-political dynamics in the ways that people use tech-
nology and media for technological innovation.
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