
Volume 11 | 

Data intermediary 
Heleen Janssen University of Amsterdam 

Jatinder Singh University of Cambridge 

DOI: https://doi.org/10.14763/2022.1.1644 

Published: 30 March 2022 
Received: 26 September 2021 Accepted: 22 December 2021 

Funding: The authors received support from the Engineering and Physical Sciences 
Research Council (EP/P024394/1, EP/R033501/1), University of Cambridge. 
Competing Interests: The author has declared that no competing interests exist that 
have influenced the text. 
Licence: This is an open-access article distributed under the terms of the Creative 
Commons Attribution 3.0 License (Germany) which permits unrestricted use, 
distribution, and reproduction in any medium, provided the original work is properly 
cited. https://creativecommons.org/licenses/by/3.0/de/deed.en 
Copyright remains with the author(s). 

Citation: Janssen, H. & Singh, J. (2022). Data intermediary. Internet Policy Review, 11(1). 
https://doi.org/10.14763/2022.1.1644 

Keywords: Data intermediaries, Data protection, Data governance, Accountability,
Trust, Data commons 

Abstract: Data intermediaries serve as a mediator between those who wish to make their data 
available, and those who seek to leverage that data. The intermediary works to govern the data in 
specific ways, and provides some degree of confidence regarding how the data will be used. 
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This article belongs to the Glossary of decentralised technosocial systems, a special 
section of Internet Policy Review. 

Definition 

A data intermediary serves as a mediator between those who wish to make their 
data available, and those who seek to leverage that data. The intermediary works 
to govern the data in specific ways, and provides some degree of confidence re-
garding how the data will be used. 

Data intermediaries form part of a data processing ecosystem. This includes the in-
termediary, often an organisation (of some form), as well as two other key cate-

gories of stakeholder:1 data suppliers who are those individuals, communities, or 
enterprises that make their data available, and third parties referring to those inter-
ested in using (processing) supplier data. 

Context and description 

The concept has emerged in the context of ‘big data’, and the increasing interest in 
data analytics and machine learning (Hardjono & Pentland, 2019; Stalla-Bourdil-
lon et al., 2020; Micheli et al., 2021). Deep concerns however exist regarding 
opaque data practices, surveillance practices, and the systemic power and informa-
tion asymmetries inherent to the current data processing ecosystems (Edelman, 
2018), where organisations reap the value and benefit of data and its processing, 
rather than the people to whom the data pertains (Zuboff, 2015; Beer, 2017; 
Kitchin, 2017). Data intermediaries respond by attempting to help rebalance the 
relationships between those producing or with rights over data, and those seeking 
to use that data by offering an alternative approach to the data processing. 

The data intermediary is a nascent, yet emerging concept, with the terminology 
still in flux. An intermediary’s role, operation and the actions it will undertake, as 
well as its governance and incentive structures are very context sensitive. That is, 
how data intermediaries form and operate, largely depends on their purposes, the 
nature of suppliers and third parties they engage with, the intermediary’s relation-
ships with the suppliers and third parties involved, the data used, the means used 
to operate the intermediary (and whether these require a technical expertise), and 
so forth (see Terminologies below). 

1. Note this is the terminology that we use; in this space, the terminology tends to vary. 
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Intermediaries can be proposed for a range of purposes and relationships, includ-
ing by non-profits (for instance a data trust), private organisations (for instance da-
ta marketplaces), or public institutions (for instance in contexts where the public 
sector seeks to share data with businesses). Their business model, incentive struc-
tures, interests and governance concerns depend on the type of organisation, the 
purposes it pursues and the sector where it operates. A charity data intermediary 
might receive subsidies for enabling the sharing of health data between the public 
and researchers for public health purposes, whereas a commercial data intermedi-
ary might perhaps ask a third-party entrance fee for engaging with the intermedi-
ary’s ecosystem. Some communities may wish to pool their data to advance partic-
ular interests for that group, or for a broader common good (Hartman et al., 2021), 
as might for instance happen in a research knowledge commons (Wong & Hender-
son, 2020). 

Each data intermediary typically involves data governance measures for ensuring 
that data is only accessed and used as/when appropriate, giving some degree of 
assurance, guarantee and confidence that the rights and/or other interests of the 
stakeholders are properly respected and maintained – all in alignment with the in-
termediary’s aim (see ‘Governance Structures’ below). 

Purpose and practical usages 

Intermediaries have been suggested as a way to try and tackle a range of concerns. 
Many proposals for data intermediaries aim in some way at countering the consoli-
dation of power given corporate data capture and data-driven business models 
(Delacroix & Lawrence, 2019; Blankertz, 2020; RadicalxChange). 

Often discussed are intermediaries that aim at one or more of the following: 

• protecting the interests and rights of data suppliers (Reed et al, 2019; 
Delacroix & Lawrence, 2019; Ada Lovelace 2021; GPAI/Aapti/ODI 2021); 

• rebalancing power asymmetries in data exchanges, by encouraging and 
empowering the data suppliers to play an active role in setting the terms 
of data use (GPAI/Aapti/ODI 2021); 

• supporting individuals in managing their data, including helping in 
managing consent (Crabtree et al., 2018; Data Governance Act 2020; Ada 
Lovelace, 2021; Centre for Data Ethics and Innovation 2021), and in 
exercising their data rights (Delacroix & Lawrence, 2019; Ada Lovelace, 
2021); 

• enabling collective bargaining power (Hardjono & Pentland, 2019; Ruhaak, 
2019; Delacroix & Lawrence, 2019); 

• enabling suppliers to monetise or otherwise extract value from their data 
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(Ng & Haddadi, 2018; ODI, 2019; Mulgan & Straub, 2019; Benthall & 
Goldenfein, 2021); 

• allowing the pooling of data for particular aims, e.g. for research purposes 
(Ausloos & Veale, 2020), investigative journalism purposes (Mahieu & 
Ausloos, 2020) or for the broader public interest (Scassa, 2020; see also 
‘data altruism’ - Data Governance Act 2020; Ada Lovelace, 2021); or 

• enabling the sharing of public data that is made available by governments, 
whereby the intermediary facilitates businesses access to that data 
(European Data Portal, 2019). 

The above represents but a few broad categories regarding intermediary aims and 
example contexts in which they might be used; as the concept of the data interme-
diary is still developing, a variety of other purposes will likely emerge. 

In terms of specific applications, data intermediaries have already been suggested 
and/or used in the context of the sharing of public sector data (Scassa, 2020); in 
the pooling of data for medical research (Centre for Data Ethics and Innovation, 
2021); to enforce corporate compliance with rights, including those around em-
ployment (ACDU; WorkerinfoExchange) and data (MyDataDoneRight) or to assist in 
identifying discriminatory practices in credit scores (OpenSchufa). 

Governance structures 

An intermediary’s governance mechanisms are generally proposed such that they 
operate in such a way that they allow for an intermediary’s transparent and ac-
countable data processing towards the other stakeholders. 

Proposed data governance mechanisms include those legal, such as fiduciary du-
ties, where intermediaries are legally obliged to act in supplier interests (Edwards, 
2004; O’Hara, 2019; Delacroix & Lawrence, 2019; Ada Lovelace, 2021; GPAI/Aapti/
ODI 2021), and contractual mechanisms, creating environments where data is gov-
erned under agreed terms in a controlled way (Reed et al., 2019; Micheli et al., 
2020; Ada Lovelace, 2021; GPAI/Aapti/ODI 2021). Technology-backed mechanisms 
may also be used to allow for stakeholders to manage, monitor and control how 
data is accessed, used, shared, or kept in a secure manner (De Montjoye et al., 
2014; Crabtree et al., 2018; Janssen et al., 2020). 

These legal and technical measures can, in combination, work to provide, for ex-
ample, the control and audit measures to ensure that data protection rights or 
trade secrets are complied with, and that data is only shared or used by third par-
ties as appropriate. Third parties, in turn, will want assurances that the data aggre-
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gate shared aligns with supplier’s agreements, and the law more generally. 

The power structures associated with data intermediaries can vary, for example, 
where the intermediary holds supplier data and performs computation over that 
data supplier data (i.e. taking more a ‘centralised approach’ to data processing), or 
with the suppliers holding their own data, with suppliers themselves performing 
computation over their data, after which the results are shared, where the interme-
diary works to broker and coordinate such activities (a more ‘decentralised’ ap-
proach to data processing). 

The specifics of the governance measures employed will vary depending on the 
nature, aims and purpose of the intermediary, and the stakeholder rights and inter-
ests involved. 

Terminologies 

The term ‘data intermediary’, while being broad and all-encompassing, is about 
governance in the stakeholder interest. A range of terms have been used to de-
scribe intermediaries, which often relate to their governance structure. Common 
examples include: 

• data trusts, in which the intermediary will take on responsibility to steward 
supplier data for agreed purposes. Data trusts may be based on fiduciary 
duties to act in the suppliers’ interests (Edwards, 2004; Hall & Pesenti, 
2017; O’Hara, 2019; Delacroix & Lawrence, 2019; GPAI/Aapti/ODI 2021), 
and/or be based on a contractual or statutory legal obligations (ODI, 2018; 
Reed et al., 2019; Ada Lovelace, 2021; GPAI/Aapti/ODI 2021); 

• data commons, with members voluntarily ‘pooling’ their data for the benefit 
of a specific community (Wong & Henderson, 2020; Hartman et al. 2020), 
or for the general public interest Data Governance Act; 

• data cooperatives, often referring to a data intermediary owned and 
democratically controlled by its members who delegate control over data 
about them (Hartman et al., 2020); 

• data collaboratives, where participants from different sectors – including 
private companies, research institutions, and government agencies – can 
exchange data and data expertise to help solve public problems (S. 
Verhulst & D. Sangokoya, 2015); 

• personal information management systems (see ‘PIMS’ in this glossary), 
where technology-backed systems offer data suppliers means to mediate, 
monitor and control how their data is accessed, used, or shared (Janssen et 
al., 2020); 

• data marketplaces, data brokers or trusted third parties that work to allow the 
trading of data (Ng & Haddadi, 2018; Dataswift-HubofAllThings, which is 
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also a PIMS). 

From these examples we see that data intermediaries are an emerging concept, as 
both the terminologies and the approaches are not only still developing, but that 
they may also overlap. 

Debate 

Ongoing discussions about data intermediaries include conversations and the de-
velopment of research questions about, amongst other, how the governance struc-
ture of a data intermediary fits the purposes it pursues; whether a centralised or a 
decentralised approach to the data processing is appropriate for the specific inter-
mediary’s purposes, and the stakeholders involved; whether data intermediaries 
can, where that applies, lawfully act on behalf of the suppliers, and how such man-
dates relate to the supplier’s rights and interests; the domains and sectors where 
intermediaries should be explored; the relationship between data intermediaries 
and personal information management systems, personal data stores and other 
technical infrastructures; what type of intermediary fits a certain category of sup-
pliers (e.g. computer literate, or not), as well as questions of what robust data gov-
ernance is appropriate in a specific type of data intermediary; questions of who 
controls and enforces the data intermediary’s operations and compliance; and of 
who exercises oversight over the landscape with data intermediaries more broadly; 
and more fundamentally, whether and to what extent data intermediaries can be 
trusted all together. 

Conclusion 

Data intermediaries serve as a mediator between those who wish to make their 
data available, and those who seek to leverage that data. The intermediary works 
to govern the data in specific ways, and provide some degree of confidence regard-
ing how the data will be used, in particular with regards to the rights and interests 
of those whose data is involved. Data intermediaries are a nascent, but rapidly de-
veloping concept, which lends itself for many data sharing contexts. How an inter-
mediary operates, and the nature of its governance mechanisms, will likely depend 
on the specifics of the context in which it seeks to operate. 
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