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INTRODUCTION
Cyber security has become a matter of  increasing public prominence.  This is  evidenced by
incidents broadly discussed in the media, such as Snowden’s 2013 leaks of secret and classified
NSA surveillance programmes (Szoldra, 2016), the alleged Russian hacking of the 2016 US
national elections (CNN Library, 2018), 2017’s Equifax breach, where hackers gained access to
sensitive, credit-relevant data on more than 100 million customers (Wattles & Larson, 2017),
and the same years’ Wannacry attack which held thousands of Microsoft-run computers ransom
(Fox-Brewster, 2017). However, the question of what cyber security is about and which kinds of
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actions cyber security concerns should lead to remains open. All of the above examples relate to
cyber  security,  yet  they  are  about  different  issues  and  concerns,  relating  to,  for  example,
governmental  surveillance,  economics of  privacy,  and cyber security  and political  decision-
making. They also describe different kinds of incidents and breaches, involve different actors,
ranging from corporations to intelligence agencies, citizens, and nation states, and focus on
different relationships between them.

Common definitions of cyber security often unite or sit above issues, threats, activities and
aspects. A German cyber security strategy for example states: “the availability of cyberspace and
the integrity, authenticity and confidentiality of data in cyberspace have become vital questions
of the 21st century. Ensuring cyber security has thus turned into a central challenge for the state,
business  and  society  both  at  national  and  international  levels”  (European  Network  and
Information Security Agency, 2012, p. 4). In 2011, the Dutch Ministry of Security and Justice
defined cyber security as a state of “being free from danger or harm caused by the malfunction
or failure of ICT or its misuse” (Van Den Berg et al., 2014, p. 4). Others define cyber security as
the “harmonisation of capabilities in people, processes, and technologies; to secure and control
both authorised and/or unlawful  access,  disruption,  or  destruction of  electronic computing
systems (hardware, software, and networks), the data and information they hold”, or as the
“effective cyber-secure operations that guarantee pre-set system objectives” (Ani, He, & Tiwari,
2016, p. 170).

This paper explores how such meanings of cyber security arise by identifying four structural
components  which  approaches  to  cyber  security  include,  and  by  examining  four  common
approaches  to  cyber  security.  The  analysis  starts  with  the  theoretical  framework  of
Securitisation Studies and David Baldwin’s conceptual work on security (Baldwin, 1997; Buzan,
Wæver, & de Wilde, 1998; Emmers, 2016). These works have provided answers to the questions
of what exactly security is, how security issues are constructed and with what effects these issues
are communicated. The two frameworks will be used in a complementary fashion in this paper,
in order to build a constructivist account of cyber security. The following section then discusses
how the insights  this  literature provides apply  to  cyber  security  in  the context  of  internet
governance.  The  section presents  research from science  and technology  studies  (STS)  and
computer  ethics,  which  have  sought  to  demonstrate  the  applicability  of  the  Securitisation
framework to information technologies and cyber security  (Dunn Cavelty,  2013;  Hansen &
Nissenbaum, 2009; Nissenbaum, 2005; Wolff, 2016). Based on these conceptual clarifications,
the paper describes the four structural components identified and proceeds to present and
discuss four common approaches to cyber security: as data protection, as safeguarding financial
interests,  as  the  protection  of  public  and  political  infrastructures,  and  as  the  control  of
information and communication flows.

The approaches each differently define the structural components presented, such as the threats
they concern (i.e., posed by corporations, hackers, citizens, other states), the objects they protect
(i.e., public infrastructures, personal information, economic rules), the cyber security measures
they utilise (i.e., technical measures, policies), and the responsibilities they give to actors and
stakeholders  (i.e.,  corporate  or  governmental  actors,  citizens  and  individuals).  Thus,  each
approach constructs a unique set of relationships between the actors involved. When actions are
taken based on the approach chosen, these relationships are encoded into the technologies
concerned. Interestingly, each approach is motivated and justified by its own set of values. This
implies that, depending on the underlying approach, actions taken in the name of cyber security
can promote the particular values that motivate and justify them. Conversely, cyber security
approaches might be favoured depending on the values important to those who are making
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decisions.

The  article  postulates  a  close  connection  between  cyber  security  governance,  stakeholder
relations and the promotion of values such as safety, privacy, fairness, free market competition
and democracy. As any cyber security approach chosen shapes this connection, taking a closer
look  at  the  approaches  behind  cyber  security  initiatives  or  policies  enables  a  better
understanding of which values are prioritized and promoted, and of how relationships and
responsibilities are constituted between the participating actors in the public sphere. This makes
the question of how decisions about cyber security are made a question of public and political
interest. The paper closes with a discussion of its findings and reflections on future research.

SECTION 2: SECURITISATION STUDIES AND THE
CONCEPT OF SECURITY

SECURITISATION AND THE COPENHAGEN SCHOOL
A prominent  approach to  studying security  known as  the Copenhagen School  has taken a
constructivist approach to answering the question of what security entails. It offers a framework
for studying the construction of security issues and its effects. The Copenhagen School proposes
to widen the study of security beyond its traditional focus on military affairs and nation state
actors to include a variety of threats posed in various sectors. These can be problematised and
responded to by actors located on seperate analytical  levels  (Buzan et  al.,  1998,  pp.  5–10;
Emmers, 2016, p. 132).

The  Copenhagen  School  conceptualises  security  as  a  way  of  establishing  relations  and
relationships. Responses to security issues establish relations between the entities and actors
involved, for example between human collectives and groups, or between collectives and their
environment (Buzan et al., 1998, p. 10). Further, different kinds of security as they pertain to
different sectors (economic security, environmental security, social security) are about different
kinds  of  relations.  For  example,  “the  political  sector  is  about  relationships  of  authority,
governing  status,  and  recognition;  the  economic  sector  is  about  relationships  of  trade,
production, and finance; the societal sector is about relationships of collective identity” (Buzan
et al., 1998, p. 7).

The school’s constructivist approach holds there is no security issue in itself or by virtue of its
‘essence’ (Buzan et al., 1998, p. 31; Emmers, 2016, p. 135). Issues are constructed and positioned
as security issues within (public and political) discourses. Security is a speech act which moves
an issue from the realm of normal politics to the realm of security, a move called securitisation
(Buzan et al., 1998, pp. 23–26). When an issue is politicised, it becomes a matter of policy and
governance to be debated and addressed by political procedures of decision-making. When an
issue is securitised, it moves from the realm of standard political procedures to the realm of
security and takes precedence over other issues, allowing for the employment of extraordinary
measures outside what would normally be deemed acceptable (Buzan et al., 1998, pp. 21–22).
Securitising an issue can thus help to  justify  certain activities,  initiatives  and policies  and
override other concerns as well as ethical or societal considerations.

In order for securitisation to be successful, an audience needs to be convinced of the existence of
an existential and imminent threat to a cherished referent object (Buzan et al., 1998, pp. 21–24;
Emmers, 2016, p. 132). A referent object is an entity seen as existential and fundamental to the
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survival of (human) life and the proper functioning of society. This threat and its power to
potential catastrophe justifies precedence over other issues and the abrogation or breach of
standard procedures and established rules and protocols (Buzan et al., 1998, pp. 24–25). As
Buzan, Wæver and de Wilde put it, when an issue is successfully securitised, the very existence
of human life and social order seems at stake: “If we do not tackle this problem, everything else
will be irrelevant (because we will not be here or will not be free to deal with it in our own way)”
(Buzan et al., 1998, p. 24). Securitisation studies “who securitizes [sic], on what issues (threats),
for whom (referent objects), why, with what results, and […] under what conditions” (Buzan et
al., 1998, p. 32).

THE CONCEPT OF SECURITY
Responding to the Copenhagen School of Securitisation, David A. Baldwin, in his article on ‘the
concept of security’, criticises the way Securitisation scholars approach security, as it can lead to
the view that security is an “essentially contested concept” (Gallie, 1955) “so value-laden that no
amount of argument or evidence can ever lead to agreement” (Baldwin, 1997, p. 10). Rather than
thinking of security as an essentially contested concept he finds it to be a confused, insufficiently
explicated and under-theorised concept which has fallen short of conceptual work (Baldwin,
1997, pp. 8–9, 24). There is something which distinguishes security issues from other issues, he
argues, proposing to define security “in terms of two specifications: Security for whom? And
security for which values?” (Baldwin, 1997, p. 13). Baldwin extends these two initial questions by
formulating  the  further  questions  of  ‘security  from  what  threats?’  and  ‘by  what  means?
(Baldwin, 1997, pp. 15–16). The formulation of the structural components of cyber security in
this paper departs from Baldwin’s questions, but excludes his further questions of ‘how much
security’, ‘at what costs’ and ‘in what time period’, because the paper focuses on the values cyber
security approaches promote and the relationships they create.

To summarise: Securitisation’s constructivist perspective on security states that nothing is a
security issue in and of itself but rather issues are constructed as security issues. Constructing
something as a security issue is a discursive move which equips the issue with a sense of urgency
and priority and can be used to convince an audience of the need for taking action. However, as
David  Baldwin has  argued,  there  are  a  number  of  structural  questions  which characterise
security issues and distinguish them from others, such as ‘security for whom?’ and ‘security
from which threats?’. The following section applies this constructivist approach to security in
order to ask what exactly cyber security is and in order to analyse how securitisation applies to
information technology and the internet.

SECTION 3: CYBER SECURITY AND INTERNET
GOVERNANCE

THE FIELD OF INTERNET GOVERNANCE
Cyber security is a central part of internet governance, a field which is concerned with how to
operate  the  internet  on  a  structural  and  infrastructural  level.  The  field  addresses  the
technological,  political  and legal  norms and rules  of  how we interact  on and through the
internet. Viewing internet governance as a multifaceted, “heterogeneous process of ordering
without  a  clear  beginning  or  endpoint”  (Hofmann,  Katzenbach,  &  Gollatz,  2016,  p.  1412),
scholars study diverse practices which have effects on the internet’s structure, infrastructure and
operation, like institutional decisions and standardisation processes, governmental policies and
the practices of service providers (Hofmann et al., 2016; van Eeten & Mueller, 2013). These
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practices  are  carried out  by and include a  broad range of  actors,  such as  internet  service
providers (Marsden, 2013), nation states and their institutions (Deibert, 2009), international
bodies like the EU (European Union, 2016), technical experts, and corporate and individual
internet users (i.e., van Eeten & Mueller, 2013). A model often discussed with regards to internet
governance is multistakeholder governance which refers to the “joint management of Internet
resources by governments, business and the civil society in their respective roles” (Cruz-Cunha
& Portela, 2015, p. 397). Actors in multistakeholder governance can, amongst others, be states,
formal intergovernmental organisations, firms, NGOs, civil society groups or individuals. There
are different forms of multistakeholder involvement, depending on the actors involved and the
relationships between them (DeNardis & Raymond, 2013).

Cyber security as a central area of internet governance similarly involves and relates different
actors.  According  to  Laura  DeNardis,  cyber  security  concerns  “a  variety  of  solutions  and
problems  related  to  authentication,  critical  infrastructure  protection,  encryption,  worms,
viruses, denial of service attacks, and data interception and modification” (DeNardis, 2010, p.
10). Cyber security issues can be addressed by various internet governance mechanisms, for
example by governance institutions which tackle issues via the design of technologies, protocols
and policies or aim to secure infrastructures against breaches and attacks. At the same time,
cyber security policies can also function as leverage points for effectuating broader structural
effects and shaping relationships between actors (Fichtner, Pieters, & Teixeira, 2016). Together
with Wolter  Pieters  and André Teixeira,  I  have already highlighted elsewhere the political
dimension of cyber security and argued that ways of framing cyber security or making cyber
security arguments shape how technological infrastructures are implemented and access and
control rights are allocated (Fichtner et al., 2016).

SECURITISATION AND INFORMATION TECHNOLOGY
Researchers  from  the  fields  of  science  and  technology  studies  and  computer  ethics  have
identified cases in which alternative definitions of cyber security lead to policies with different,
sometimes opposite,  effects.  For instance,  in her essay on “where computer security meets
national security”, Helen Nissenbaum contrasts two notions of security within the context of
ICTs, ‘computer security’  and ‘cyber-security’.  She explains how the notions imply different
technical measures and protocols because they differ in their subjects and objects of threats
(Nissenbaum, 2005). (Technical) computer security is concerned with “[a]ttacks that render
systems,  information,  and networks unavailable  to  users,  including for  example,  denial-of-
service attacks and malware such as viruses, worms, etc. that disable systems or parts of them”
or which “threaten the integrity of information or of systems and networks by corrupting data,
destroying  files  or  disrupting  code,  etc.”  (Nissenbaum,  2005,  p.  63).  “Cyber-security”,  in
Nissenbaum’s  terms,  on the  other  hand concerns  threats  “posed by  the  use  of  networked
computers as a medium or staging ground for antisocial, disruptive, or dangerous organizations
and  communications  [...or  t]hreats  of  attack  on  critical  societal  infrastructures,  including
utilities,  banking,  government  administration,  education,  healthcare,  manufacturing  and
communications media” (Nissenbaum, 2005, p. 64) where law enforcement and surveillance
agencies are called upon. Together with Lene Hansen, Nissenbaum demonstrates that cyber
security is a valid subject of investigation under the Securitisation framework which involves
multiple discourses with their own unique constellations of referent objects, reaching across
geographical and political boundaries (Hansen & Nissenbaum, 2009).

Taking up Securitisation’s focus on discourse, Miriam Dunn Cavelty identifies three dominant
metaphors  in  the  cyber  security  discourse:  parasitic  metaphors  (worms,  viruses),  space
metaphors (new frontier, cyberspace) and ecological metaphors (organism, ecosphere) (Dunn
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Cavelty, 2013). She demonstrates how these metaphors conceive of cyber security in ways which
warrant different socio-technical responses and allocations of responsibility. When cyberspace
is seen as a territory under threat of anarchism, cyber security is about physical infrastructures
“subjected to the principles of territoriality and sovereignty” where state actors need to establish
law and order, “control and borders” (Dunn Cavelty, 2013, p. 118). Ideas about cyberspace as its
own, self-regulating organism conceptualise “the role of the state” less as that of a much-needed
authority but rather “of a gardener and facilitator” (Dunn Cavelty, 2013, p. 119).

In her study on cyber security conflicts in internet governance forums, Josephine Wolff similarly
presents interesting cases of dispute over the meaning and definition of cyber security, where
“conflicting notions of security” sparked debates about which rules to implement (Wolff, 2016).
She finds definitions of security take place within a network of corporate and political interests.
Accounts of what cyber security entails lead to the implementation of different infrastructural
protocols and norms which play out to the advantage of some and to the disadvantage of other
stakeholders (i.e., corporations, civil society organisations, governments). In order to sustain the
cyber  security  approach  they  defended,  the  involved  actors  drew  upon  values  and  value
conflicts, such as whether to prioritise protecting consumer safety and trust or the privacy of
campaigners and fundraisers. These positions led to respectively corresponding responses such
as permitting or prohibiting WHOIS privacy for websites engaged in commercial transactions
(Wolff, 2016).

Scholars  such as  Nissenbaum,  Dunn Cavelty  and Wolff  have  found that,  similarly  to  how
Securitisation sees security, cyber security is a contested concept which can be constructed to be
about different referent objects,  threats and responses. The structural effects cyber security
responses can have for internet governance depend on how cyber security is understood and
realised and on who or what it ought to protect. Especially when security concerns override
other concerns, it is important to carefully dissect what is being presented as a security issue and
by whom.

SECTION 4: THE STRUCTURAL COMPONENTS OF
CYBER SECURITY
Building on Securitisation’s  understanding of  security  as  being contingent  and constructed
within discourses, and on Baldwin’s conceptual work on security,  this section outlines four
structural components which together can build an approach to cyber security. The mapping of
these components bases on the vocabulary Securitisation Studies provide and the questions
Baldwin has formulated.

REFERENT OBJECTS
Baldwin’s first question was “security for who” (Baldwin, 1997, p. 13) which corresponds to what
the Copenhagen School calls a referent object (Buzan et al., 1998, p. 36). This is the entity,
object, system, unit or the like which is considered to be under threat or which ought to be
protected. Referent objects are “seen to be existentially threatened and [as having] a legitimate
claim to survival” (Buzan et al., 1998, p. 36). They can be concrete or abstract concepts like
national sovereignty, political order and collective identities, but also human lives, values such
as freedom and equality, the environment, cities, countries or technological infrastructures.
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SECURITISING ACTORS
Securitising actors on the other hand are the actors who securitise an issue and propose the
existence of a security issue and existential security threat.  While Securitisation’s notion of
‘securitising actors’ focuses on who securitises an issue within a discourse, i.e., who proposes or
promotes a security issue, I expand the notion and utilise it for also describing actors who take
over responsibilities and tasks for ensuring cyber security. This adaptation allows me to add a
question of security by whom in order to look at who takes over responsibilities and attains
certain rights. This question is interesting, because the actors who take over responsibility are
those who have to invest resources, but also those who can access and process information as
well as control infrastructures.

THREATS
Further, a security threat needs to be defined and conceptualised, corresponding to Baldwin’s
question of “security from what threats”. Being defined as a threat implies being an unwanted
participant in a technical infrastructure or system: an entity or actor deemed not to have certain
rights to exert control or access data, for instance. When cyber security concerns the protection
of personal communications from governmental surveillance, this implies the governmental
institutions which engage in surveillance are understood as a threat and are not deemed to have
the right to break into systems or devices or to access information.

RESPONSES
Finally, either explicitly or implicitly, the proposition of certain responses or actions to be taken
as a reaction to a proposed cyber security threat is another part of an approach to cyber security.
Cyber security responses can be named or proposed directly, but they can also be implicit in the
way the problem is framed. For instance, if cyber security is understood as data protection, the
range of possible responses is limited to those which protect sensitive information. Responses
can be realised on different infrastructural levels, take different (technological) forms and can be
implemented  by  different  means.  They  can  be  technical,  for  instance,  when  systems  are
technically secured against hacking attacks or when data is encrypted in order to be protected
from unauthorised access. Other solutions can take place on a legal or policy level, such as when
laws and agreements are implemented which define how data can be shared (i.e., the EU-US
privacy shield) or, for instance, when organisations put password policies into place. Other
possibilities are the establishment of best practices or cyber security education, for example
when citizens learn about how phishing attacks operate. In practice, cyber security responses
will often involve a combination of responses. Nevertheless, the kind of response put into place
is shaped by the assumed causes of a security problem, for instance whether the problem is
considered as a technical issue or as a regulatory loophole. Similarly, responses and their effects
differ depending on who is made responsible for ensuring cyber security, whether, for example,
technologists, engineers, lawmakers, politicians or citizens are held to be responsible.

ACTORS
The roles of referent object, securitising actor or security threat can be taken up by a variety of
actors or by a combination of them. These actors can be for instance international institutions
such as international governance bodies like the EU, military partnerships like NATO, and
international internet governance bodies like the Internet Engineering Task Force (IETF) or the
Internet Corporation for Assigned Names and Numbers (ICANN). They can also be states, i.e.,
governments or heads of state, national institutions like ministries, law enforcement, secret
services, political parties, research organisations, etc., or they can be non-governmental groups
like activist  and political  groups,  institutes or NGOs. In addition,  corporate actors such as
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companies, production units or internet service providers can be involved in cyber security
issues. And finally, there are individual internet users who can be concerned, either as hackers
or as vulnerable groups threatened by certain risks. The way in which an approach to cyber
security defines these roles creates relationships between those actors, stating who ought to be
protected by whom and by what means, who can control infrastructures and access data and
who is deemed an unwanted participant in a technological infrastructure.

Next  to  human and institutional  actors,  technologies  and technological  infrastructures  can
function as referent objects or cyber security threats, or as the locus of cyber security responses.
In  many  cases,  technologies  and  technological  infrastructures  are  related  to  human  and
institutional  actors  and  are  similarly  located  on  different  organisational  levels  within  the
internet infrastructure. Single devices belong to individuals and contain their personal data,
corporations have their own networks or offer their services via the networks they sustain, states
and public institutions run critical  and public infrastructures such as health care or public
transport – these infrastructures in turn ensure their smooth functioning as is the case with the
electricity network. Individual hackers and organised criminal groups can use software to hack
into corporate computer systems or employ botnets to break into people’s computers. National
and international infrastructures can be targeted by hacker groups or governmental hackers,
and individuals’ computers can be targeted for surveillance by governments and corporations.

The  definition  of  the  four  components  (referent  object,  securitising  actor,  threat,  security
response) distinguish a security issue from another kind of issue. However, each cyber security
approach separately  defines and interprets  these components,  distinguishing cyber security
approaches  and  their  consequences  from  each  other.  In  cyber  security  practice,  a  similar
mapping out and defining of such elements is called threat modelling, which includes describing
the security threat that is being protected against as well as how it is expected to operate in
order to penetrate a system or reach a protected asset (Shostack, 2014). The mapping of cyber
security approaches in this paper goes beyond the technical notion of threat modelling. While
threat modelling is mainly concerned with decision trees along which threats can attempt to
compromise a system, the approaches here are concerned with mapping out kinds of threats
posed to kinds of systems, the values which sustain them and the distributions of responsibility
in resolving them.

SECTION 5: FOUR APPROACHES TO CYBER SECURITY
This section outlines four common approaches to cyber security which differ in their referent
objects, such as personal data, economic or political order, national infrastructures and public
safety, the technological infrastructures they aim to secure, the threats they conceptualise and
the actors they make responsible for ensuring security. The four approaches are separated for
analytical purposes and in order to demonstrate how, by defining the structural components
outlined above, divergent issues can be understood as cyber security issues. In practice, the
approaches can also be entangled: for instance, a cyber security initiative can be oriented at
protecting infrastructures against hacks that compromise the functionality of this infrastructure,
while at the same time protecting (personal) data flowing through this infrastructure. Cyber
security approaches can also be opposed to each other – this is where possibly hard choices have
to be made. For instance, should cyber security responses protect personal communications
against  all  kinds  of  intrusions  or  should  they  allow  governmental  or  corporate  agents  to
intercept and analyse communications in order to identify potential threats?
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CYBER SECURITY AS DATA PROTECTION
Where cyber  security  is  concerned with the  protection of  sensitive  and personal  data  and
communications, or otherwise confidential information to be protected from interception and
wiretapping,  it  is  closely  related  to  privacy  concerns  and data  protection.  Threats  to  data
protection can be posed by criminal hackers who aim to break into systems in order to attain
information. They can also be posed by governments or corporations, where they for instance
engage in surveillance of citizens and consumers, respectively. On a smaller scale, spouses and
other individual people close to another person’s data can also pose a threat. Thus, there is a
variety of actors who can act as threats.  What unites approaches to cyber security as data
protection is their aim to protect information against threats of unlawful or unwarranted access
by other parties and against surveillance and wiretapping. Cyber security as data protection can
be addressed by technical means such as techniques of encrypted data storing, transmission and
end-to-end  messaging.  But  there  are  also  non-technical  kinds  of  responses,  such  as  data
protection legislation. Further,  where individual users are seen as capable and responsible,
educating them about safe data and internet practices and about privacy-friendly technologies
can be another cyber security measure taken within this approach.  Within corporations or
organisations, this approach can also be taken for instance by instituting password policies for
employees.

Which kind of solution is applied in any particular case of cyber security as data protection
depends on where trust and responsibilities are placed. Where governments, law enforcement
and public institutions are not trusted or even seen as potential threats, technical measures that
can be independently developed, tested and implemented might appear as the best solution.
This is for instance the case where encrypted messaging apps are developed open-source in
order to help prevent private communications from being intercepted. Where governmental
institutions and their ability to regulate are trusted and corporations are seen as adversarial,
legal measures might be chosen. This is the case, for instance, when it comes to regulations such
as the EU’s General Data Protection Regulation which posits rules of how corporations can
handle the data they collect on citizens. Where criminal activities such as identity theft are
concerned, law enforcement might be called upon.

Where cyber security ought to protect data in order to ensure privacy, it often seeks to assert the
rights of individuals and (vulnerable) groups and to protect them against more powerful agents,
or  against,  for  instance,  exploitation  and  manipulation  by  companies  or  intrusive  or
authoritarian governments. This happens where citizens are protected against governmental
overreach or where consumer protections are enforced in the form of responsible data policies.
However, cyber security as data protection is also concerned in cases where companies aim to
protect their confidential information from industrial espionage or where governments aim to
protect their employees and institutions. This is where the approach can overlap with the one
presented in the next sections.

A case exemplifying the approach of cyber security as data protection was the case of Apple vs.
the FBI in 2016 (Krüger, 2016; Spiegel Online, 2016). In this case, the US Federal Bureau of
Investigation, a state institution and national law enforcement unit, requested the technology
giant Apple to provide them with software that would enable the agency to break into a suspect’s
phone in order to access the personal information it had stored. Apple declined this request,
arguing that providing the state with software able to break its product’s privacy protection
would  compromise  the  company’s  customers’  privacy  and  consequently  their  trust  in  the
company. In this case, Apple ‘sided’ with citizens and civil rights activists aiming to protect
privacy  against  possibilities  of  governmental  surveillance.  Here,  the  private  information of
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customers was supposed to be protected from the threat of governmental surveillance, which
could also create security loopholes that could be exploited. In this case, the company acted as
the securitising actor:  it  had put  strong encryption on its  devises,  it  refused to  crack this
encryption, and it argued that doing so would compromise cyber security in the sense of data
protection.

CYBER SECURITY AS SAFEGUARDING FINANCIAL INTERESTS
Another cyber security approach is aimed at protecting financial assets or securing commercial
revenues. In this area, cyber security is perceived to be steered by the market – if information
technologies ought to become more, say, privacy-friendly, this development would need to be
enforced via consumer choices. Cyber security ensures compliance with the existing economic
rules  and  laws  and  ought  to  protect  fair  competition  and  market  principles;  states  and
governments have to ensure principles by means of regulation and law enforcement. The exact
cyber security response proposed by an approach to cyber security as safeguarding economic
interests depends on the kinds of economic losses expected and the revenue models considered.
Potential  threats  can  be  posed  by  cybercriminals  or  blackmailers,  other  companies  and
competitors, the governments of other states, political groups and activists, amongst others.

Most companies use ICTs to organise business processes, relying on ICT systems and digitally
stored business  information.  Protecting these systems and confidential  information against
potential intruders and eavesdroppers guarantees economic advantages and ensures what is
understood as fair competition. ICT systems are also responsible for the smooth functioning of
production and services. Systems that malfunction as a consequence of intrusion, manipulation
and shut-down can result in a loss of revenue. Where services relate to critical infrastructures of
public transportation or health care, or where sold products can potentially harm consumers
(i.e., self-driving cars) (see for example European Network and Information Security Agency,
2013), cyber security incidents could hurt consumers and lead to a loss of trust in the company,
if not legal consequences. In addition, companies hold much personal data; some even make
their money off personal data. Protecting this data on behalf of their customers is necessary for
complying with the law, but also for maintaining customers’ trust.

This last aspect is closely related to the Apple vs. FBI case mentioned in the previous section.
When looking at this case from another perspective, it could also be used as an example for the
approach presented in this section. While an approach to cyber security as data protection
would argue that cyber security responses need to protect people’s privacy and personal data, an
approach to cyber security as safeguarding economic interests would see the FBI’s request as a
threat  to  the  company  and  its  revenue  by  compromising  its  products  and  alienating  its
customers. In this case, cyber security is an essential business asset. What is thus important
from this perspective are economic and financial aspects and the values related to those.

Another case of cyber security as safeguarding economic interests is the enforcement of (digital)
copyrights. The American “Digital Millennium Copyright Act” prohibits the owners of digital
devices from tampering with or breaking any digital locks put on the device in order to protect
against copyright infringements by users (Doctorow, 2016; Mullin, 2013). These locks seek, for
instance, to prevent the recording of streamed videos. Some have argued that the prohibition to
tamper with digital locks actually decreases cyber security however, because it does not allow
researchers  to  test  the  locks’  ‘actual’,  read  technical,  security  or  to  disclose  discovered
vulnerabilities (Doctorow, 2016). Hence, the locks can end up making devices more vulnerable,
jeopardising the security of individuals’ devices and their personal information stored on them.
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CYBER SECURITY AS THE PROTECTION OF PUBLIC AND POLITICAL
INFRASTRUCTURES
Where politicians and public policy officials talk about cyber security, they often speak about the
protection of public, sometimes vital, infrastructures such as communication systems, electric
grids, hospitals and public transport. Under the use of advanced information technology, more
and more  public  and  vital  infrastructures  are  connected  to  or  operate  on  the  internet.  A
compromise of these infrastructures can slow down a country’s development, upset social order
or result in injuries and deaths. In addition, political parties or political systems such as e-voting
systems can be attacked and manipulated (CNN Library, 2018). This can threaten due political
process and national integrity of elections.

Threats are posed by lone hackers and even experimenting teenagers (Computerwoche, 2008),
but  the most  severe  threats  seem to be politically  motivated and come from political  and
(para)military groups, activists, and (hostile) states and their military and secret services. They
aim at destabilising a country and proving military strength, and are often considered military
threats and linked to acts of cyber-warfare (i.e., Davis, 2007; Traynor, 2007). Consequently,
securitising actors are often military units and international military alliances as well as national
law enforcement and intelligence agencies. Where public and political infrastructures are run by
private corporations or as public-private partnerships, responsibilities can also be assigned to
companies. One example of such an attack on public infrastructure is the virus Stuxnet which
seemed to have aimed at slowing down Iran’s nuclear developments (Stöcker, 2010). Another
example are the attacks on US electricity and water infrastructures, which appear to continue
since 2016 and are allegedly carried out by Russian actors (Perlroth & Sanger, 2018).

Within this approach, possible responses can take the form of systems and security engineering
which  ought  to  make  breaking  into  and  manipulating  systems more  difficult  and  provide
effective ways for mitigating breaches. Technical measures are network monitoring and data
analysis; some even propose more offensive strategies which fight back and attack the attackers
themselves (Roggeveen, 2017; Paganini, 2013). Developing cyber security standards and policies
(i.e., NIST, 2014) and applying political diplomacy are additional responses.

Of course, this approach can also have overlaps with other approaches, for instance where
infrastructures  are  run  by  private  companies  or  as  public-private  partnerships,  involving
corporate financial interests. What separates this approach from the others is its focus on cyber
security as being about protecting public and political infrastructures in order to ensure their
smooth functioning within our societies and the kinds of lives they enable for us. The values that
motivate such an approach to cyber security are social and public values such as public safety,
national integrity, peace and democracy. Protecting public infrastructures is essential for the
functioning of society as a whole: it ensures things like the internet, electricity, health care and
public transport and protects public safety and the functioning of political structures.

CYBER SECURITY AS CONTROL OF INFORMATION AND COMMUNICATION
FLOWS
The final approach to cyber security presented can at times appear antagonistic to the other
approaches. It is often more concerned with breaking into systems than with protecting against
breaches.  What  holds  together  different  cyber  security  issues  and  responses  within  this
approach is their shared aim of controlling information flows. The approach focuses on the
human use of communication systems for a variety of purposes including political activism,
activities and opposition, spreading political messages, (false) information and propaganda, or
for organising (politically motivated) acts of violence.
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Approaches to cyber security as the control of information and communication flows focus on
methods which involve extensive data surveillance. There are two separate aspects involved: one
is surveillance of communications and collection of intelligence in order to identify potential
threats,  and  the  second  is  utilising  surveillance  in  order  to  directly  moderate  and  censor
information  shared  online.  Both  aspects  are  concerned  with  the  content  of  online
communications and the transition between them is fluid. Surveillance can be used to identify
undesired political activism or political violence, but also to regulate what is allowed to be
communicated and to enforce censorship rules. The collection and analysis of information flows
on the network can be used for identifying and countering potential threats and conspiracies,
but also for regulating the content of information and opinions posted and shared.

In  many  cases,  governments,  state  institutions  and  regulators  act  as  securitising  actors  –
security issues are often evoked where justifications for governmental surveillance are made
(Owen & McCarthy, 2013). But corporations and internet service providers are also involved.
They  are  called  upon  to  combat  hate  speech  and  fake  news  and  provide  governments,
intelligence and law enforcement agencies with data about their users (Eddy & Scott, 2017;
MacAskill & Rushe, 2013; Timm, 2014; Wong, 2016). They further apply measures according to
their own terms and conditions, following values they see fit and acceptable for the majority of
their customers (Bhattacharya, 2016; Heath, 2017). An example is a law passed in Germany in
2017,  the so-called Netzwerkdurchsetzungsgesetz (or NetzDG,  for its  acronym in German),
which obliges social media companies to delete illegal posts which have been flagged or reported
by users, such as those perpetrating hate speech, within 24 hours (“Germany starts enforcing
hate speech law,” 2018).

Approaches to cyber security as the control of information and communication flows are often
motivated by values like national security, the rule of law, public safety and political stability.
Here, the approach overlaps with approaches to cyber security as the protection of public and
political  infrastructures.  Both can aim at ensuring public safety and political  integrity,  and
technical  surveillance  and data  analysis  techniques  can be  used to  identify  threats  on the
network.  However,  while  the  former  approach  is  concerned  with  ensuring  the  smooth
functioning of infrastructures operated by ICTs, this approach is concerned with identifying
threats via intelligence on human activity and then acting upon those threats, either outside the
infrastructure or by controlling communications.

Where surveillance is used for identifying threats via the interception of communications, this is
often justified by a need to protect against activities seen to threaten the state, its stability and
integrity, and public order. For instance, the government’s stance in the Apple vs. FBI case was
that  breaking  into  the  IPhone would  provide  important  information for  ensuring  national
security. Similarly, where online information and content is censored, this information is often
seen as seditious, as threatening social order and societal and political norms and rules.

Whether or not activities of data-based surveillance and online content moderation should be
considered cases  of  cyber  security  remains contested.  One may argue that  they are  rather
activities which use data analytics in order to identify and prevent threats for diverse security
purposes, but that in contrast to the other approaches they are not necessarily concerned with
securing technical systems. At the same time, identifying and controlling information flows in
order ensure predefined system functionality, and in order to control who can do what, seems
like a prototypical  cyber security activity even though the aim is  not to keep threats from
breaking into technical systems. Further, many of the activities which are carried out under this
approach will require extensive cyber security expertise. Surveillance – collecting and analysing
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data streams – is a major activity within the umbrella of cyber security and there is significant
overlap and entanglement of issues of information control with cyber security issues. For these
reasons, the paper includes this approach to cyber security here. In addition, it would have
seemed reductive to bracket out from a conceptual discussion on cyber security the whole range
of activities related to surveillance, censorship and online content moderation.

SECTION 6: DISCUSSION AND FUTURE RESEARCH
Building on previous research in STS and computer ethics, the paper presents a constructivist
approach to cyber security, describing how issues can be constructed as cyber security issues,
sometimes with adverse effects. The framework the paper develops bases on the Copenhagen
School of Securitisation, which states issues are securitised within discourses - constructed as
security issues where an existential and imminent threat is posed to a cherished, invaluable
referent object - in order to justify actions presented as necessary security responses. Combining
the insights Securitisation provides with David Baldwin’s conceptual work on security, the essay
proposed  four  structural  components  which  build  an  approach  to  cyber  security.  Which
approach to cyber security is then chosen or given priority will determine how these structural
components are filled and which roles are given to the actors involved, relating them in definite
ways.

The paper’s  distinction between four common approaches to cyber security is  of  analytical
nature. Concrete instances of cyber security located within the four approaches can still vary –
for instance,  data can be protected against governmental  or against corporate surveillance.
Approaches to  cyber  security  can have overlaps where threats,  referent  objects  or  security
responses  are  identical  –  from  the  viewpoint  of  the  companies  which  operate  public
infrastructures, the protection of public and political infrastructures for instance can coincide
with safeguarding their economic interests. Approaches stand in opposition to each other where
the threat of one is the securitising actor of the other, and where the one approach’s response
jeopardises  the  other’s  security,  for  instance  when  data  protection  threatens  surveillance
mechanisms.

THE ROLE OF VALUES FOR CYBER SECURITY DECISIONS
Each cyber security approach is motivated and justified by appealing to values which it aims to
promote, such as freedom of speech, democracy, social order, economic freedoms, public safety
and human rights. The set of values underlying an approach to cyber security shapes how the
approach defines its structural components. Approaches aiming to protect privacy, freedom of
speech,  economic  interests,  human  rights,  public  safety,  political  order,  human  integrity,
national sovereignty, cultural norms, fair competition, and so on, will  differ in the referent
objects, technological infrastructures and threats they consider, the actors they trust, and the
priorities they have. A debate about which cyber security issues we face and which cyber security
responses to adopt is not just a debate about which responses are most effective or in least
conflict with other values such as privacy or innovation. Rather, it is a debate about which values
ought to be upheld and promoted, which values we, as a society, find most important or see
most threatened.

The paper thus demonstrates how deeply intertwined seemingly technical  matters of  cyber
security  can be with societal,  political  and ethical  issues.  There  are  close  connections and
interactions  between  decisions  on  internet  and  cyber  security  governance,  stakeholder
relationships and social, ethical and political norms and values. Paying attention to which kind

http://policyreview.info


What kind of cyber security? Theorising cyber security and mapping approaches

Internet Policy Review | http://policyreview.info 14 May 2018 | Volume 7 | Issue 2

of approach underpins a debate on cyber security or motivates responses to cyber security issues
can help us understand the values at stake and the relationships enforced. Thus, analysing
adopted approaches to cyber security can tell us which values might be most important to those
making the decisions as well as which kind of audience can potentially be convinced by the
approach  and  the  case  it  makes  for  why  cyber  security  is  important.  Similarly,  we  have
elsewhere argued that ways of framing cyber security can be a means of governing information
infrastructures and mediating access and control rights (Fichtner et al., 2016).

How values, approaches to cyber security and audiences relate, and how securitisation works in
the case of cyber security, are empirical questions, but they also raise normative ones. Questions
which follow from a constructivist  approach to cyber security are how the term should  be
defined and which responses it should entail. If it is true that presenting an issue as a cyber
security issue is a convincing argument for taking action, this is a highly significant aspect for
public and political debate. The question then remains of what we ought to do and what the
ethics are of talking about cyber security. How resources for cyber security should be allocated
or which approaches to cyber security should be prioritised are other related questions. Another
important point is how to critically reflect on the respective approach taken, as there might be
overlaps or conflicts  with other approaches and the values they safeguard.  For instance,  a
completely anonymous network might protect sensitive information about its participants but
endanger network security. When only one approach to cyber security is considered, this might
distract from other important issues or obscure that only certain kinds of risks are secured
against, while others are not considered.

SCOPE OF THE FRAMEWORK
The paper presented one framework for conceptualising cyber security by distinguishing cyber
security approaches based on the structural components presented above and the values which
motivate and justify them. This perspective says little about how cyber security issues should be
approached; the normative claim it makes is that when devising cyber security policies, we
should pay attention to the approach chosen and make explicit  the underlying norms and
assumptions. The proposed conceptualisation also says little about how to implement cyber
security, about the process of how to do cyber security, how to build cyber security capacities or
develop cyber security incentives.

Other frameworks for conceptualising cyber security differ in their analytic focus and in the kind
of analysis they enable.  For instance,  the Oxford Cybersecurity Capacity Maturity Model is
concerned with cyber security capacity building (Global Cyber Security Capacity Centre, 2014).
The model distinguishes five dimensions of cyber security capacity building which are further
divided into factors, which are then analysed based on categories classified according to levels of
maturity. While the model makes other distinctions than the ones proposed in this paper, it
includes references to the distinctions proposed here. For example, it talks about involved actors
as “strategy ‘owners’” (Global Cyber Security Capacity Centre, 2014, p. 8), which corresponds to
the notion of securitising actors, and it includes reference to kinds of cyber security responses
such as legal, technical and educative ones. It also distinguishes between a number of actors and
sectors, such as civil society, the public and private sectors and refers to the responsibilities and
responses  of  corporate,  governmental  and  military  actors  (Global  Cyber  Security  Capacity
Centre, 2014, pp. 17 & 28). The model does not systematically differentiate between various
threats, but for instance includes a subcategory of “privacy, data protection & other human
rights” (Global Cyber Security Capacity Centre, 2014, p. 30), and it discusses the protection of
critical  infrastructure.  Different  frameworks  for  conceptualising  cyber  security  do  not
necessarily need to compete, but can complement each other.
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DIRECTIONS FOR FUTURE RESEARCH
The paper opens up new empirical, conceptual and normative questions for future research. An
empirical analysis could aim at measuring the effects of securitisation with regards to cyber
security and at refining and expanding the cyber security approaches presented. The challenge
here would be to identify the discourses relevant for cyber security decisions. Central empirical
questions  are:  who  securitises  issues  with  regard  to  information  technologies,  who  is  the
relevant audience to be convinced, and who makes decisions with regards to cyber security? Is
there a public or political discourse on these matters, and if yes, for which questions? And which
questions are perhaps left to technologists and internet governance forums? While there might
be a quite obvious public discourse on questions of privacy and national security, are there other
aspects of cyber security not or only very implicitly debated? And in what way, if at all, does
cyber security take up a special status that allows for the implementation of special responses?
Or  does  cyber  security  turn  out  to  be  just  one  issue  of  many  in  internet  governance?  A
conceptual question on the other hand would be what counts as cyber security and what does
not. So, which activities does the label ‘cyber security’ describe? Here, conceptual clarifications
about how the meaning and usage of the term relates to other security terminology used with
regards to information technology, such as information security, digital security and internet
security, could help shed further light on conceptual matters of cyber security. These questions
are  closely  intertwined with  normative  questions,  namely  what  should be labelled a  cyber
security issue and why? Which cyber security approaches should be prioritised and with what
effect? Which values should cyber security initiatives promote? Who should make decisions
concerning  cyber  security  issues  and  how  should  they  approach  these  issues?  And  which
approaches to cyber security might be problematic because they conflict with other approaches
and the values they aim to uphold?
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