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Abstract: Following the implementation of the European General Data Protection Regulation
(GDPR), Europe exported its data protection standards to Brazil's data protection legislation.
Besides its manifest aim of providing data privacy rights, the GDPR also fosters economic benefits
by incentivising the innovation of privacy-enhancing technologies. Therefore, using a TWAIL-based
de-colonising methodology, this research article assesses the effects for innovation in Brazil arising
from reproducing the European data regulation. It argues that this replication provided the LGPD
with the principles that compel firms to innovate in the Brazilian privacy-enhancing technologies
market. However, the Western firms, to the detriment of Brazilian firms, appropriate the resulting
economic benefit of innovation because the former excel at introducing and securing technology
monopolies in the Brazilian market. To rebalance opportunities for Brazilian firms, this paper
advocates implementing local content policy for privacy-enhancing technologies, which requires
firms to purchase a portion of their operations’ inputs in the domestic market.
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Introduction

Rampant personal data collection in a digital world may cause severe conse-
quences for privacy and dignity interests, including unconsented profiling (Kosins-
ki, 2021), algorithmic discrimination (Hakkarainen, 2021) and other manifestations
of surveillance capitalism (Zuboff, 2019). Many countries have legally responded to
these privacy challenges by enacting data protection regulations that entitle indi-
viduals to restrict personal data processing by third parties (Determann, 2018).
Furthermore, although data protection regulations explicitly aim to ensure the
fundamental right to data privacy, they also change the market structure and the
incentives for innovation, revealing an unattended economic function: stimulating
innovation of privacy-enhancing technologies.

In 2018, privacy calls led to the implementation of the European General Data Pro-
tection Regulation (GDPR). Due to European influence, the GDPR exported Euro-
pean data protection standards to the Brazilian data protection law (LGPD), imple-
mented in 2020. Scholars and practitioners conducted comparative studies be-
tween the LGDP and the GDPR concerning the explicit function of protecting data
privacy, concluding that both regimes equate rights, scope, unlawful conduct and
non-compliance penalties (Erickson, 2018; Lorenzon, 2021). Nonetheless, the com-
parative scholarship overlooks comparisons between both data protection regimes
regarding the unattended function of stimulating innovation. Discussion as to
whether and how replicating the European data protection regime into its Brazil-
ian counterpart stimulates regional innovation remains unanswered.

This paper fills this gap and contributes to the intersectional debate between data
protection regulations and innovation studies. | argue that replicating principles
from the GDPR into the LGPD compels firms to innovate in the Brazilian privacy-
enhancing technologies market. Nonetheless, it is Western rather than Brazilian
firms that appropriate the consequent economic benefit of innovation as the for-
mer has competitive advantages to introduce and secure technological monopolies
in the Brazilian market. Ultimately, the inequity of opportunities for domestic firms
increases the technological gap between Brazil and the so-called Western world.!
Upon debating how stimulating innovation through data protection regulations
favours firms in Western countries, one may think this paper refuses such regula-
tions. This thought keeps with the overspread claim that de-colonising studies
draw on nihilism to criticise and refrain from proposing reforms (Gathii, 2011). For-

. The Western World - or simply ‘the West’ - is understood in this paper to comprise EU members
and Anglo-Saxon countries such as the UK, the US and Canada (Blancheton & Chhorn, 2019).
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tunately, this paper diverges from this commonplace approach. Instead, it acknowl-
edges the positive effects of such a regime on innovation, and proposes local con-
tent policies to rebalance market opportunities for domestic firms.

Five sections follow the introduction. Section 2 contextualises the replication of
the GDPR into the LGPD, and highlights the data protection regime’s latent func-
tion of fostering innovation. Also, the section presents the methodology, namely
Third World Approaches to International Law (TWAIL). Section 3 debates how
replicating the GDPR positively impacts innovation in Brazil. Section 4 sheds light
on how this innovation stimulation benefits firms located in Western developed
countries. Hereafter, the section provides policy advising to address this issue. Fi-
nally, section 5 concludes the paper with remarks on how Brazil’s example is a les-
son for other Third World? countries.

Stimulating innovation through data protection
regulations

Data protection regulations aim to ensure data privacy for natural persons (Deter-
mann, 2018). This objective is known as the manifest function of a law (Merton,
1968) because legislators clearly recognise it in the statute, informing judges on
how to interpret the regulation (Michaels, 2016). Nevertheless, legal statutes and
regulations often present functions that are unknown to lawmakers or judges.
These unintended functionalities are known as the latent functions of law, oppos-
ing the manifest function (Merton, 1968). Though previously unrecognisable, la-
tent functions provide researchers with fruitful insights into the studied legal
regime, disclosing non-obvious outcomes as well as non-perceived obstacles im-
posed by the legal subject matter (Michaels, 2016).

Keeping with this distinction of the law’s functionality, scholars assess an interest-
ing latent function of data protection regulations: modulating technological inno-
vation (Zarsky, 2015; Lishout & Emmert, 2018; Li et al., 2019; Bachlechner et al.,
2020; Niebel, 2021). More specifically, such regulations impact two technological
branches differently: data-driven innovation and data protection innovation. Data-
driven innovations consist of “the use of big data to improve production or distrib-
ution and better match customer preferences” such as Artificial Intelligence,

. TWAIL scholars claim that, although the term Third World seems outdated after the collapse of the
USSR, it may be used to represent an ideological category that accounts for a diversity of contexts
(Rajagopal, 1999). It refers to internationally marginalised nations that lag behind in terms of polit-
ical power and influence, as well as economic prosperity. Therefore, the term is used interchange-
ably with global South, developing, less developed, or underdeveloped (Mickelson, 1998). For a com-
prehensive discussion, see Aoki (2000, pp. 924-993).
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blockchain and cloud computing. In turn, data protection innovation “creates mar-
ket value through greater protection of personal data” (Zingales, 2018).

Regarding the first branch, a stricter data protection regulation raises the stan-
dards and costs for data processing, hindering new data-driven innovations (Li et
al., 2019). Also, big corporations in various economic sectors adopt data monopo-
lies as a core strategy to prevent emerging competitors from accessing the large
datasets that function as fuel for data-driven innovation. Incumbent companies,
not only in social media but also traditional sectors such as agriculture, have con-
solidated such practices (Bronson & Sengers, 2022). In this case, data protection
regulations incentivise data-driven innovation because they empower data sub-
jects to contest large personal data concentrations through two rights, namely
Portability and Erasure Rights (Niebel, 2021).

Concerning the second branch, firms demand more data protection innovation to
comply with data protection law (Zarsky, 2015). Also, data protection policies com-
pel firms to stand out from their competitors, encouraging entrepreneurs to inno-
vate and thus demonstrate to their customers that they more effectively protect
sensitive data (Bachlechner et al., 2020). Both arguments lead to stimulating data
protection innovations known as privacy-enhancing technologies (PETs) (Lishout &
Emmert, 2018). Privacy-enhancing technologies are “technological solutions for
organisations working towards data protection accountability, compliance and [da-
ta protection] risk-assessment and mitigation” such as anonymisation and encryp-
tion (IAPP, 2017, p. 6). Not surprisingly, the privacy-enhancing technologies market
bourgeons following the worldwide enactment of data protection legislation
(Polonetsky & Sparapani, 2021). In 2017, before the introduction of most data pro-
tection regulations, 51 privacy technology vendors operated in the worldwide mar-
ket. This has risen to 365 in 2021 (IAPP, 2021). Furthermore, the data privacy tools
market will grow from USD 1 billion in 2020 to almost USD 18 billion in 2028
(Fortune Business Insights, 2021).

Replicating the GDPR into the LGPD

In 2016, data protection calls led to the implementation of the GDPR in the Euro-
pean Union (EU), which came into full effect in 2018 and replaced Directive 95
(Allen et al., 2019). The EU frequently expands its data protection regulations on a
global scale and its requirements become a model for data protection in many
countries throughout the world (Bygrave, 2021; Greenleaf & Cottier, 2022). In turn,
amid the turmoil caused by the Cambridge Analytica case in 2018, Brazil also took
the decisive step to implement the Brazilian General Data Protection Law (LGPD),
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fully implemented in August 2020 - which mimics the European data protection
regime (Erickson, 2018).

Legal regimes naturally influence each other (Kennedy, 2003), and data protection
regimes are no exception. Therefore, it is not a surprise that Brazil has reproduced
the European data protection regime. Nonetheless, GDPR’s influence over its
Brazilian counterpart stems from the long-lasting European dominance over the
Third World. Scholars emerging from developing countries posit that modern
forms of domination over the Third World are a continuation of the previous ones
practised in the precolonial and colonial periods (Gathii, 2011). These scholars be-
long to a political and intellectual movement named Third World Approaches to
International Law (TWAIL) (Mutua, 2000).

Firstly, TWAIL scholars claim that after an extensive period of political and eco-
nomic domination over the Third World during colonisation, the European world-
view was entrenched in the imaginary of former colonies by the naturalisation of
three invented hierarchies in which Europeans occupy the top rank: knowledge,
culture and race (Quijano, 2000). Because Eurocentrism dominates the imaginaries
of these countries, the European power lingers even after the destruction of
colonisation as a political order (Gathii, 2011). Imaginaries are structures of sub-
jectivity that inform the collective discourse. In turn, social institutions such as the
legal corpus, for not existing separately from collective discourses that give mean-
ing to them, are also informed by these imaginaries (Gatens & Lloyd, 1999). Eu-
rope embedded its worldview in Third-World legal institutions, and Eurocentric
topics command the Third World’s teaching of Law and Governability, disconnect-
ing legal reasoning with local problems (Restrepo & Prieto-Rios, 2017). Conse-
quently, the Third World sees the European legal system as a role model, and law-
makers there, whenever they face legal claims, will search for legal inspiration in
Europe. This mechanism is called emulation, or lesson-drawing (Rose, 1991).

Secondly, replicating European regimes in the Global South takes place through in-
direct imposition since the EU threatens Third World countries with sanctions if
they flout European rules. Therefore, Third-world countries voluntarily transplant
exogenous European legal rules into their legislation (Morin & Gold, 2013). Schol-
ars called this the Brussels effect, and it refers to the fact that the EU can expand its
legislation across borders and set new standards in international governance,
causing “unilateral regulatory globalization” (Bradford, 2020). In the context of da-
ta protection regulations, the Brussels effect occurs through economic sanctions,
since countries that refuse to comply with minimum European data protection re-
quirements are sanctioned from doing business in the EU (Kuner, 2020). Therefore,
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the EU expands its data protection standards beyond its borders (Gstrein & Zwitter,
2021)

TWAIL methodological approach and the functional comparative
method

The Third World Approach to International Law (TWAIL), as a research methodolo-
gy, aims to deconstruct the solid structures of Eurocentricity in modern Law, partic-
ularly concerning Third-World legislations and reconstructing alternatives to it, ac-
counting for the Global South’s worldview (Escobar, 2008). TWAIL's methodological
approach informed this paper’s research through three principles. First, the TWAIL
approach historicises the unbalanced relationship between former colonies and
colonising countries and uses it as a lens to analyse current issues in law scholar-
ship (Burgis-Kasthala, 2016). Therefore, it perfectly fits this research, which ac-
counts for the subaltern relationship between Brazil and European countries in
replicating data protection regimes. Secondly, the TWAIL approach embraces that
transdisciplinarity allows for learning (Mickelson, 1998). Thus, this essay keeps
with this principle by using the theoretical framework of innovation studies to ex-
plain the causal relations between data protection regulation and the firms’ innov-
ative performance. Third, the TWAIL methodology posits that scholars should sus-
pect universalising narratives (Burgis-Kasthala, 2016), a principle which is fol-
lowed by this paper upon contesting that the EU model is per se the ultimate effi-
cient version of data protection regulation to the entire world.

This essay assesses the effect on local innovation arising from reproducing the
GDPR into the LGPD by comparing the commonalities and divergences between
both regimes using doctrinal law through primary sources, which are: on the EU’s
side, the European Data Protection directive 2016/679 (EU, 2016), which settled
the GDPR; on Brazil’s end, the LGPD (General Personal Data Protection Law, 2018)
and the LGPD’s Guide to good practice (Ministério da Gestao e da Inovagao em
Servicos Publicos, 2020). The comparison between both regimes draws on the
function of stimulating innovation; therefore, this research uses the functional
method (Kennedy, 2003).

Beyond the legal comparison between both regimes, this paper uses non-doctrinal
non-legal resources to debate the exportation of European innovation values to
Brazil: The OECD Oslo Manual (OECD & Eurostat, 2018), the OECD Patent Statistics
Manual 2009 (OECD, 2009), the WIPO Global Innovation Index 2021 (WIPO, 2021),
the LGPD (General Personal Data Protection Law, 2018) and the Brazilian Digital
Transformation Strategy (Ministério da Ciéncia, Tecnologia, Inovagdes e Comuni-
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cagoes, 2018).

Evidence of innovation stimulation relies on market reports: the Privacy Tech Ven-
dors Report 2021 (IAPP, 2021), from the International Association of Privacy Pro-
fessionals (IAPP); 2021 Data Privacy Benchmark Study, from CISCO; the 2021
Brazilian Software Market: scenario and trends (ABESS, 2021), from the Brazilian
Association of Software companies; and the Worldwide Data Privacy Management
Software 2021 (IDC, 2021), from IDC.

Stimulating privacy-enhancing innovation in Brazil

This section identifies that the reproduction of the GDPR into the LGPD stimulates
privacy-enhancing innovation in Brazil through two different mechanisms: The
openness of the purpose limitation principle and the requirement for the state of
the art in the data protection by design principle.

The openness of the purpose limitation principle

GDPR’s article 5 establishes an important principle concerning data processing:
purpose limitation. This principle requires that personal data must be collected
“for specified, explicit, and legitimate purposes, and not be processed further in a
manner incompatible with those purposes” (EU, 2016, art. 5). The principle shifts
the costs from data subjects to entrepreneurs, because individuals avoid privacy-
threatening data processing while entrepreneurs are vetoed from using customers’
data for purposes unanticipated at its collection (von Grafenstein, 2018). However,
as data-driven innovation depends on new unforeseen insights over the same
available resources, the purpose limitation principle hinders innovation (von
Grafenstein, 2018).

The conundrum of data protection regimes hampering innovation mirrors the over-
spread concept that public regulations and innovation are opposing actors. How-
ever, Michael Porter and Claas van der Linde contested this opposition in the so-
called Porter Hypothesis. These authors heavily drew on the environmental regula-
tions landscape to posit that regulations may incentivise rather than hinder inno-
vation (Porter & van der Linde, 1995). They argue that neoclassical economics’
mainstream analysis of the dichotomy regulation versus innovation relies on a very
static concept, ignoring competition as a dynamic framework. Entrepreneurs disre-
gard all profit-increasing possibilities when regulations are implemented, and in-
novation can move the for-profit boundaries (Porter & van der Linde, 1995). This
seems to be the case for privacy-enhancing technologies, whose market has flour-
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ished since the implementation of data protection regulations.

Porter and van der Linde advocate two principles that should drive well-designed
regulations to foster innovation. Firstly, requlations should stimulate non-specific
technological advancement rather than focusing on one particular type of technol-
ogy. Therefore, regulations’ aim should be open enough to allow entrepreneurs to
choose the most convenient technological path to accomplish it. Secondly, regula-
tions should avoid misleading requirements and be able to legislate over not-yet
invented technologies (Porter & van der Linde, 1995). Well-crafted for-innovation
regulations should be able to catch up with emerging technologies since the en-
actment or amendments of laws take time in a democratic economy. This future-
proof feature is particularly important for the fast-paced branch of information
technology (Hildebrandt & Tielemans, 2013).

The GDPR fits both requirements of well-crafted public regulation for innovation
(Niebel, 2021). First, the GDPR does not require any specific technology to accom-
plish the principle of purpose limitation. The principle’s openness leaves room for
diverse privacy-enhancing technical solutions, allowing entrepreneurs to choose
the best solution on their own terms (von Grafenstein, 2018). Secondly, the GDPR
set the European Data Protection Board (EDPB), who guides the interpretation of
the GDPR and has already published more than 172 recitals on clarifying princi-
ples and concepts entrenched by the GDPR. The board’s guidance circumvents con-
fusing requirements on emerging technologies, providing the GDPR with a future-
proof feature.

As expected by the Porter hypothesis, evidence of the GDPR’s positive effects on
innovation flourishes. 73% of GDPR-complying firms have bolstered their innova-
tive performance (CISCO, 2021). Furthermore, there is a strong connection between
new firms’ entry rates and innovative performance in the high-technology sectors,
specifically that innovation can be proxied by assessing these entry rates in the
markets (Foster et al., 2018). Given this, since the implementation of the GDPR in
2016, EU-based privacy-enhancing technology firms made a quantum leap from 43
to 148 (IAPP, 2021).

Upon transplanting the main values of the GDPR, Brazil’s LGPD also abides by the
two requirements of the Porter hypothesis for innovation-stimulating public regu-
lations. Firstly, LGPD’s article 6> sets the principle of purpose limitation with a

. “Art. 6. Personal data processing activities must observe good faith and the following principles: | -
purpose: processing for legitimate, specific, explicit and informed purposes, without the possibility
of further processing in a manner incompatible with these purposes” (General Personal Data Pro-
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GDPR-like wording. LGPD's article 6 reproduces the openness of the purpose limi-
tation principle, not requiring any specific technology to accomplish its goal.
Therefore, like GDPR, the article leaves it to innovators to decide the best techni-
cal solution to accomplish the purpose limitation principle. Secondly, in 2020 the
LGPD implemented the Brazilian Authority for data protection (ANPD, in the Por-
tuguese acronym) (Ministério da Gestao e da Inovagao em Servigos Publicos, 2020).
The ANPD accounts for “overseeing, implementing and supervising compliance
with this Law throughout the national territory” (General Personal Data Protection
Law, 2018, art. 5). Since then, the authority has already published guiding docu-
ments to elucidate the LGPD’s principles and rights, mitigating misleading infor-
mation about incumbent and emerging technologies. Most importantly, the ANPD
only legislates over basic standards, highlighting that the authority will not set
standards on specific technologies (General Personal Data Protection Law, 2018,
art. 2). Therefore, the ANPD fits the objective to clarify the regulations and ensure
the future-proof feature of the Brazilian data protection regime without limiting it
to specific technological paths.

The state-of-the-art requirement in the principle of data
protection by design

GDPR’s article 25 introduced a pioneer principle concerning data privacy regula-
tions: Data Protection by design.4 The principle requires innovators to add technical
data protection features when conceiving data processing technologies. Therefore,
data controllers must incorporate data protection principles from the beginning of
technological development (EU, 2016, recital 78). Furthermore, the GDPR informs
the conditions for applying the principle: “Taking into account the state of the art,
the cost of implementation and the nature, scope, context and purposes of pro-
cessing [...]" (EU, 2016, art. 25, italics added). The Oxford Dictionary defines state
of the art as “the most recent stage in the development of a product, incorporating
the newest technology, ideas, and features”. Upon being forced to consider the
state of the art, data processors must implement the best available techniques in
designing new data-treatment technologies. Consequently, introducing data pro-
tection by design compels European firms to innovate in the privacy-enhancing
market to exploit regulation opportunities (Hildebrandt & Tielemans, 2013); firms

tection Law, 2018, art. 6).

4. “[...] the controller shall, both at the time of the determination of the means for processing and at
the time of the processing itself, implement appropriate technical and organizational measures [...]
in an effective manner and to integrate the necessary safeguards into the processing in order to
meet the requirements of this Regulation and protect the rights of data subjects” (EU, 2016, art.
25).
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increase their innovative efforts to commercialise privacy-enhancing technologies
and sell state-of-the-art privacy-enhancing solutions to data processors (von
Grafenstein, 2018).

The European data protection legislation inspired Brazil's LGPD to incorporate a
privacy-by-design-like principle.5 Although avoiding the term Data Protection by
design, LGPD’s article 46 advocates that data protection “must be observed from
the product or service conception phase until its execution” (General Personal Data
Protection Law, 2018, art. 46). Likewise, the LGPD considers the current state of
technology, a synonym for state of the art, as a requirement for article 46 (General
Personal Data Protection Law, 2018, art. 46). Furthermore, to reinforce the argu-
ment that the principle of privacy by design was replicated from the GDPR into the
Brazilian legislation, the LGPD’s Guide for good practice, launched by the Federal
Committee of Data Governance, explicitly quotes the term privacy by design from
the European regulation to explain the principle under the LGPD’s article 46 (Min-
istério da Gestao e da Inovacao em Servigos Publicos, 2020, p. 50). Therefore, like
the European compliant firms, Brazilian entrepreneurs must introduce cutting-
edge data protection technical solutions to data-treatment technologies, com-
pelling entrepreneurs to develop state-of-the-art innovations and exploit the
Brazilian privacy-enhancing market.

This section has theoretically demonstrated that replicating the GDPR’s principles
into the LGPD fosters privacy-enhancing innovation in Brazil. In fact, empirical evi-
dence points in the same direction: because of the LGPD firms bolstered efforts to-
wards innovative privacy-enhancing technologies, 2021 spending on security solu-
tions surpassed USD 900 million in Brazil, a yearly increase of 12.5% (ABESS,
2021). Also, before implementing the Brazilian law, no privacy technology vendor
company operated in Brazil, but it skyrocketed to 17 in 2021 (IAPP, 2021).

Therefore, at least on a superficial level, one may conclude that looking beyond
Brazil’s borders to the European territory when facing data privacy legal chal-
lenges seemed righteous to Brazilian policy makers. However, we must deepen this
paper’s analysis to address what firms benefit from this regulation-based innova-

. Art. 46. “Data processors must adopt security, technical and administrative measures capable of
protecting personal data from unauthorized access and accidental or unlawful situations of de-
struction, loss, alteration, communication or any form of inappropriate or unlawful treatment” § 1
The national authority may provide for minimum technical standards to make the provisions of the
caput of this article applicable, considering the nature of the information processed, the specific
characteristics of the treatment and the current state of technology, especially in the case of sensi-
tive personal data, as well as the principles provided for in the caput of art. 6 of this Law. § 2 The
measures mentioned in the caput of this article must be observed from the product or service con-
ception phase until its execution (General Personal Data Protection Law, 2018, art. 16).
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tion stimulation. Does replicating the GDPR into the LGPD foster privacy-enhanc-
ing innovation for domestic firms in Brazil?

Western firms appropriating the benefits of the
Brazilian privacy-enhancing technologies market

Section 4 extrapolates the analysis that reproducing European principles yields
positive results in stimulating privacy-enhancing technologies in Brazil. This sec-
tion argues that Western firms appropriate the economic benefits of the Brazilian
privacy-enhancing technologies market to the detriment of Brazilian firms. The
first part of the section posits that because Western firms have better access to
knowledge and innovation funding they excel at introducing new privacy-enhanc-
ing technologies in emerging markets. The second part advocates that after intro-
ducing new technologies Western firms can secure technological monopolies
through the Western-based Intellectual Property system. The last part demon-
strates the hegemony of Western firms in the Brazilian market and proposes local
content policies to address the inequity of opportunities for domestic firms.

Advantage to introduce privacy-enhancing technologies

Western countries, in general, have high economic development levels, drawing on
high-value goods and services that require high human capital and technology,
known as knowledge-intensive industries (Malerba & McKelvey, 2020). The West
has significant worldwide competitive advantages in knowledge-intensive indus-
tries, particularly in Computer and information services (Wyszkowska-Kuna, 2016).

On the other side, Third-world countries focus their economic activity on less
knowledge-intensive sectors related to natural resources. These sectors add less
value to outputs and disfavour exchange relations, reflecting the Third World’s
economic underdevelopment (Cassiolato & Lastres, 2000). It is generally acknowl-
edged that fostering technological innovation increases a country’s international
competitiveness, leading to economic development (Fagerberg et al., 2010). There-
fore, a common solution to the Third Worlds’ underdevelopment relies on incen-
tivising domestic technological innovation to catch up with central economies.

The Privacy-enhancing technologies sector, a branch of Computer and information
services, is a knowledge-intensive industry because its innovative efforts draw on
software developers and their know-how. The emerging market of privacy-enhanc-
ing technologies creates economic opportunities for countries that succeed to in-
vest technologies in it, and Brazil's market has already reached USD 3 billion
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(ABESS, 2021). Therefore, by incentivising domestic firms’ innovation, Brazil could
increase its privacy-technology firms’ competitiveness and appropriate this mar-
ket’s economic benefits, diminishing the technological distance to developed West-
ern countries. Nonetheless, innovating in knowledge-intensive industries depends
on two conditions that are more favourable to Western firms: access to knowledge
and access to innovation funding (Malerba & McKelvey, 2020).

First, to develop high technology innovation, firms must seek knowledge from ex-
ternal sources such as universities, organisations, governments and stakeholders
(Malerba & McKelvey, 2020). Therefore, access to knowledge bolsters firms’ innov-
ative capabilities in high-technology sectors such as privacy-enhancing technolo-
gies (Choi et al., 2021). These knowledge sources, as well as the ease of access to
them, closely relate to the country where the firm is based (Malerba & McKelvey,
2020). Western developed countries demonstrate much higher levels of knowledge
(Fagerberg et al., 2018) and the absorptive capabilities to tap into this knowledge
stemming from their high human capital (Wagner and Leydesdorff, 2005). Briefly,
firms in Western developed countries manage to competently interconnect with
such external sources of knowledge to innovate, overcoming Third-World countries
(Asim & Sorooshian, 2019). Secondly, any new firm’s project entails inherent risks,
but technical innovation projects involve additional uncertainties (Freeman &
Soete, 1997). To overcome the risks inherent to the innovative process, firms re-
quire special funding instruments, such as venture capital (Kim & Park, 2017). The
more access to venture capital, the better it is for knowledge-intensive innovative
firms. Western countries rank higher in venture capital’s international landscape:
developed EU countries, the UK, the US and Canada rank among the top 20 in mar-
ket sophistication and innovation investment. In turn, the Third World lags behind,
in fact Brazil ranks 75th among 132 countries (WIPO, 2021). Consequently, venture
capitalists target Western developed economies rather than the Third World as
they prefer more sophisticated and reliable capital markets (Devigne et al., 2018).
This poses considerable difficulties for entrepreneurs in the Third World to access
venture capital. For instance, Western privacy technology leaders have received
significant funds over the last few years: OneTrust, more than USD 510 million in
2021; BigID: USD 165 million; Securiti.ai: USD 50 million; and WireWheel: USD
23.6 million. Therefore, Western privacy-enhancing technology firms have more
access to using venture capital to fund innovative activities and introduce new
technologies to the world.

Securing technological monopolies in the Brazilian market

The charmed circle of the Organisation for Economic Cooperation and Development
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(OECD) represents the West's interests, embedding Western values in their interna-
tional manuals (Kuhlmann & Orddnez-Matamoros, 2017). Regarding innovation,
the OECD advocates that intellectual property rights, upon conferring a temporary
exploitation monopoly of the protected invention, compels inventors to invest in
technological development because they will appropriate the economic benefits of
their invention (OECD, 2009). OECD countries materialised their interest in estab-
lishing a worldwide intellectual property system by requiring countries to sign the
Agreement on Trade-Related Aspects of Intellectual Property Rights (TRIPS) to par-
ticipate in the World Trade Organisation (WTO). TRIPS, created in 1994, sets mini-
mum intellectual property requirements that countries should implement in their
national legislation. By 2022, 164 countries signed the TRIPS; Brazil implemented
its TRIPs-complying industrial property law in 1995.

Through the TRIPS, the global North set Western-based standards for intellectual
property worldwide (Chimni, 2006), and TWAIL scholars have strongly critiqued
the implications of intellectual property rules towards the third World. A global in-
tellectual property system permits Western firms to possess intellectual property
over their inventions in any WTO signatory country, securing global properties
(Braithwaite & Drahos, 2000). Furthermore, it allows Western firms to accumulate
multiple patents on a specific technology in the global market. Consequently, do-
mestic firms in the Third World face market entry barriers because some of their
products and services rely on these technologies, which are protected by multiple
patents. This entry barrier, known as patent thickets, decreases the entry of new
firms, particularly in technological fields such as the Privacy-enhancing technolo-
gies market (Hall et al., 2021).

Through the multiple patents that block competition from domestic firms, Western
firms, who already have advantages in introducing privacy-enhancing technologies
to emerging markets, can secure technological monopolies. As an example,
OneTrust, the world leader in privacy-enhancing tools and the fastest-growing
company in America, relies on more than 200 different patents to secure the tech-
nological monopoly of its privacy management platform (OneTrust, 2022).

Furthermore, to reinforce the OECD’s value that patents incentivise innovation and
legitimise a global intellectual property system, the organisation has been advo-
cating for the use of patents as an innovation indicator since the 1970s; the latest
revised document being the OECD Patent Statistics Manual 2009 (OECD, 2009). For
the OECD, by default, patents measure innovation output. Also, the highly influen-
tial OECD Oslo Manual advocates that good innovation is what is new to the world.
Following this, international indicators, notably the Global Innovation Index from
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the World International Property Organisation, reproduced this OECD’s value.
Therefore, the West set western-based universalised standards on what is good in-
novation and how to measure it through patents.

Reproducing Western innovation policies is a common practice in the Third World,
and it is also called isomorphism. In Latin America, countries reproduced theoreti-
cal frameworks suitable for applying to developed OECD countries that did not ac-
count for the region’s own particularities (Vasel, 2011; Delvenne & Thoreau, 2017).
Brazil is not an exception. Beyond implementing the TRIPS, the country has repli-
cated the Western-based model of measuring innovation output through the
patent count in its innovation policy for privacy-enhancing technologies.

Two policy documents guide the Brazilian innovation policy for privacy-enhancing
technologies: the LGPD and the Brazilian Digital Transformation Strategy (Digital
strategy). The digital strategy, a trans-ministerial policy document, aims to offer a
broad diagnosis of the challenges to be faced, strategic actions and indicators to
monitor the progress in accomplishing an effective digital transformation in Brazil.
Both documents praise “the economic and technological development and innova-
tion” (General Personal Data Protection Law, 2018, art. 2).

The digital strategy states that “[...] as a reference, existing and consolidated inter-
national indicators such as the Global Innovation Index can be used” (Ministério da
Ciéncia, Tecnologia, Inovagoes e Comunicagoes, 2018, p. 36). Consequently, the
digital strategy relies on patent applications to evaluate the strategy’s effective-
ness and to diagnose the privacy-enhancing innovation landscape. Also, under the
section diagnosis of the Digital strategy, the document states that “[i]t should be
noted that in technologically dynamic sectors, such as the information and com-
munication technologies sector, where the degree of obsolescence of technologies
is high, the agility in the process of patent registration assumes central impor-
tance” (Ministério da Ciéncia, Tecnologia, Inovagoes e Comunicagoes, 2018, p. 33),
which reinforces the idea that intellectual property protection equates with inno-
vation and should be incessantly pursued.

The isomorphism of Western-based concepts of innovation undermines Brazilian
innovative activity since the principle of new-to-the-world and patent as a measure
for innovation places barriers to regional and non-world-class technologies devel-
oped in the country and legitimates an intellectual property system that allows for
Western firms to dominate emerging markets through multiple patent monopolies.
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Local content policies

The spread of EU data protection standards to the world incentivises data protec-
tion innovation and facilitates a worldwide market for privacy-enhancing tech-
nologies (Niebel, 2021). Nonetheless, different countries yield different results de-
pending on their competitive advantages to introduce and secure privacy-enhanc-
ing technologies. As expected, Western firms are prevalent in the privacy-enhanc-
ing technologies market, representing almost half of all companies, while third-
world firms represent an insignificant part of it (IAPP, 2021). Seven Western firms
hold more than 70% of the Worldwide privacy software market share: OneTrust
(US), Collibra (US), TrustArc (US), BiglD (US), Securiti.ai (US), Exterro (US) and
WireWheel (US) (IDC, 2021).

In the Brazilian market, western firms dominate. Western firms operating in Brazil
increased from zero to 17 in 2021, largely outnumbering the four domestic firms:
Modulo Security, Privally, Rocket.Chat and Privacy Tools (IAPP, 2021). Innovation in
the privacy-enhancing technologies sector accumulates wealth in the hands of a
few Western countries. The winner(s) take(s) it all. The Western dominance in the
Brazilian market keeps with the scenario of the Brazilian IT market: International
companies hold more than 70% of the software industry market share (ABESS,
2022, p. 10).

There is an inequality of opportunities between domestic and foreign firms in ac-
cessing the Brazilian privacy-enhancing market. Unequal market opportunities be-
tween domestic and foreign firms advance the technological gap between the
Global North and South (Soares & Podcameni, 2018). The laissez-faire market fails
to accomplish a rebalance for domestic firms. As a solution, this paper argues that
the Brazilian legislator should introduce local content requirements for privacy-en-
hancing technologies.

Local content policies require that companies, to operate in the country, should
purchase a portion of their operations’ inputs in the domestic market (OECD,
2015). By creating a forced demand for domestic products, local content policies
strengthen the domestic market and develop high-potential technology-intensive
domestic firms (Confederacao Nacional da Industria [CNI], 2017). Consequently,
they foster technological development as well as the technological know-how of
domestic firms (Qiu e Tao, 2001). Local content policies also create national cham-
pions, which are national companies that produce local technology and eventually
export their products (Veloso, 2006). Local content requirements have already ef-
fectively bolstered innovation in many sectors in Brazil. The most advanced dis-
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cussion on the impact of local content policies on innovation in Brazil relates to
the Gas and Oil sector. Due to the inequality of opportunities between national
and international companies, the National Oil Agency (ANP), since 1999, has im-
plemented local content policies to rebalance the opportunities, with minimum lo-
cal content percentages required, ranging between 60% and 85% (Piquet et al.,
2016). Furthermore, the local content policy fostered a surge in new domestic
firms in the Eolic sector after its implementation (Rennkamp et al., 2020). Further-
more, local content policies revitalised the Brazilian Naval sector in the years after
2000 (Pereira et al., 2021).

Likewise, local content policies may boost the Brazilian privacy-enhancing tech-
nology market for domestic firms. Local content requirements for privacy-enhanc-
ing technologies could be applied through auctions such as the local content re-
quirements in the Oil and Gas sector. The government could set percentages in the
bid process, requiring a certain percentage of firms’ costs to be represented by do-
mestically developed privacy-enhancing technologies. Further research is neces-
sary to assess these percentages because, if too high, they may increase the price
of the technology required, while if too low, it may not accomplish the proposed
goals of developing the national privacy-enhancing technologies industry.

Conclusion

Reproducing the GDPR into the LGPD stimulates privacy-enhancing technologies
in the Brazilian market by providing principles that compel entrepreneurs to inno-
vate. Nonetheless, it is Western firms rather than domestic firms who have taken
over the Brazilian market. First, the Western firms benefit from better access to
knowledge within their national innovative environment. Second, they have easier
access to venture capital, facilitating knowledge-intensive innovation, such as pri-
vacy-enhancing technologies. Finally, the West exports their innovation metrics,
legitimating a Western-based intellectual property system; ultimately, it allows
room for Western firms to secure technological monopolies in Brazil by means of
patent thickets. Therefore, although this paper posits data protection regulation as
a significant innovation policy for privacy-enhancing technologies, it has different
effects on countries depending on their competitive advantages to develop new
technologies.

All this being said, to increase opportunities for domestic firms and decrease the
technological gap between industrialised Western countries and Brazil, local con-
tent requirements for privacy-enhancing technologies should be implemented.

Brazil should critique the reproduction of data protection regulations from West-
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ern countries. The country must reflect on whether such transplants fit local speci-
ficities. Although promoting innovation is one of the principles of the Brazilian da-
ta protection regime, it is not clear what Brazil's objectives are in stimulating inno-
vation through its data protection Law. Is it to tackle internal problems, such as
technological underdevelopment? Social inequality and poverty? What has been
shown so far is that, upon transplanting the European model, it tends to increase
the technological gap between Brazil and Western Countries, increasing global
technological inequality. Luckily, | hope this article may compel students and ac-
tivists to address the right problems for Brazil such as the abyssal technological
gap between the South and Global North.

Finally, to do business in Brazil, the largest Latin American economy, neighbouring
countries will abide by Brazilian data protection norms, setting a domino effect that
will export GDPR standards to the entire Third World. Therefore, this essay may
expand its insights to other parts of Latin America and the Global South, inspiring
solutions to the inequity of opportunities for domestic firms in these countries.
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