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Abstract: Hacktivism represents a dynamic intersection of technology and activism, where
individuals or groups leverage digital tools to advance social or political causes. This text explores
the multifaceted nature of hacktivism, encompassing a spectrum of activities from online protests
and information dissemination to more disruptive forms of digital direct action.
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This article belongs to the Glossary of decentralised technosocial systems, a special
section of Internet Policy Review.

Definition

Hacktivism is the term used to describe computer hacking. It is a combination of
the terms “hacking” and “activism”, and it refers to online activist tactics and
strategies that are largely derived from the history of individuals engaged in direct
action, resistance, and anti-globalisation campaigns (Delmas, 2018; Huschle,
2002). It is a digital activity carried out for political or social purposes, such as
drawing attention to a conflict or promoting certain ideas. Hacktivists, unlike cy-
bercriminals, are not motivated by financial or personal gain (Ireland, 2022; Jordan
& Taylor, 2004; Krapp, 2005). The most inclusive definition of hacktivism would be
a non-violent action in the digital space, using legal or illegal solutions to achieve a
stated goal of civic dissent, raising civic awareness or disseminating socially relevant
information for hacktivists (George & Leidner, 2019; Romagna, 2020).

Origin of the term

The term hacktivism was coined from a combination of two words: hacking and ac-
tivism. The term 'hack’ was popularised in the 1960s at the Massachusetts Insti-
tute of Technology and meant paid pranks that had to be characterised by particu-
lar ingenuity and style and not cause harm to anyone (Coleman, 2020; Erickson,
2008; Nowviskie, 2016). The term ‘hack’ or ‘hacking’ or even ‘hacker’ (as a person
capable of hacking) often occurs in a derogatory context. These terms can be
equated with something illegal or questionable in terms of established legal
norms, and this is because hacking in media coverage has come to be associated with
illegal computer hacking (Gunkel, 2005; Hampson, 2012). It is crucial to first distin-
guish between hackers and crackers. Those who hack computers with malicious in-
tent are known as crackers. Hackers are distinct, despite the media’s frequent con-
fusion of these two terms. The term ‘hacker’ was first used to denote someone with
extensive knowledge of computer networks and systems. Hackers create, alter, or
improve these systems using their talents and skills; they frequently utilise com-
puter creativity to accomplish an objective for which the system was not designed.

The term hacktivism is thus debatable. Some claim that the term was specifically
created to explain how combining critical thinking and programming abilities in
electronic direct action could lead to societal transformation. Some interpret it as
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practically equivalent to malevolent, destructive deeds that compromise the secu-
rity of the internet as a platform for technology, commerce, and politics (Hearn et
al., 2009; Huschle, 2002). Others, however, link it to information ethics, human
rights, and free expression. Hacktivism emphasises the hacker attitude of hacking
as exploring, testing, and creating solutions to technical limitations; hacktivism, on
the other hand, might be the preferred spelling if one is concerned about radi-
calised activism (Dahlberg & Siapera, 2007; Neumayer & Svensson, 2016).

The advent of the internet altered the way that politics was conducted worldwide,
enabling anti-government organisations to form alliances that would not have
been possible without this cutting-edge form of communication (York & Zucker-
man, 2019). It dawned on activists that the internet was the best medium for
spreading messages to a larger audience. The internet was thus facilitating the de-
mocratisation of the media, because it was comparatively inexpensive to post mes-
sages to a public forum or website, as opposed to the significant expenses of run-
ning a radio or television station (Conti et al., 2011; Dean, 2012; Deseriis, 2017).

Hacktivism, thus, cannot be equated with conventional actions in physical space
(activism) or cyberspace (cyber activism). The concept of activism has been rede-
fined to consider public relations, issue management, politics and sociology. Com-
paring two terms together, based on Illia’s seven factors of redefinition comparison
(2003, p. 328), both terms are based on different societal experiences.

The term hacktivism was first used by the group ‘Cult of the Dead Cow’ in 1996, al-
though the first politically motivated cyber attacks occurred earlier, as early as the
late 1980s and early 1990s (Joque, 2018; Menn, 2019). The creators of the Cult of
the Dead Cow group used it to describe individuals or groups using their computer
skills to publicise specific political demands connected to legal regulations and
unacceptable behaviour of politicians (Menn, 2019, pp. 87-103). The establish-
ment of the website 4chan.org in 2003 was crucial to the growth of hacktivism.
Because of the way the service operated (any content, even contentious, could be
published by anonymous users), hackers with similar political views placed around
underground anarchistic radicalism could “gather” there. The acts were first dis-
missed as a kind of amusement and a bunch of jokes (Dery, 2017), but eventually,
they developed into a coordinated struggle (Hypponen, 2017; Hyppdnen, 2022).
This portal served as the birthplace of the well-known hacktivist collective Anony-
mous.
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Anonymous

Anonymous is undoubtedly based on a decentralised structure — it is a grassroots
initiative, directly linked to information technologies, leaderless and able to oper-
ate in any configuration (Dibbell, 2011; Greenberg, 2020). Its actions are ad hoc,
based on a specific demand and aimed at a selected target. Anonymous is a secre-
tive and widespread organisation, difficult to define nowadays, and the methods of
training and mobilisation are, as with terrorist organisations and many grassroots
initiatives, unofficial. What connects Anonymous to terrorist organisations, but no
longer to ‘grassroots globalisation’ organisations, may be the systematic blurring of
the boundaries between times and spaces of war and peace (Appadurai, 2000, p. 33).
Project “Chanology”, in which Anonymous took on the Church of Scientology, which
was preparing to go to court to defend itself against those who criticised the sect,
was one of the group’s most astute uses of media. The hacktivists claimed that the
Church of Scientology was attempting to censor free speech in this way. At that
point, Anonymous released its first self-referential video online, using a Guy
Fawkes mask as its trademark. Its strategies were hailed as part of a larger move-
ment — the Internet Freedom Movement, which included groups such as the Elec-
tronic Frontier Foundation, the Richard Stallman-founded Free Software Founda-
tion, Public Knowledge or La Quadrature du Net, and whose aim was to oppose the
work on ACTA (AntiCounterfeiting Trade Agreement). The protest concerned both
the secrecy surrounding the drafting of the law and its content, mainly regarding
increased penalties for copyright infringement and the creation of mechanisms
that would allow internet providers to track user activity.

Hacktivism and cyber security

For hacktivists, breaking computer security and using their skills in this area was
intended to promote certain attitudes or values in the public sphere. The group
has raised awareness about a wide range of issues, from government wiretapping
and internet monitoring to free speech violations. The primary targets of hack-
tivists are entities such as states, quasi-state actors, and multinational corpora-
tions that support the limitations of freedom, including freedom on the internet.
Hacktivists use contemporary technology, viewing it as a weapon as well as a place
of conflict (Dinniss, 2013; Guo, 2016; Maxigas, 2017). We can identify the following
tactics in the arsenal of activists pursuing political objectives via cyberspace: de-
facing, distributed denial-of-service (DDoS) attacks, ping storms, e-mail bombing,
malicious code attacks, and redirects. Defacing, also known as website deface-
ment, is the act of making changes to a website’s content.
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In November 2012, a hacker from the TeamrQOt group altered the content of a Syr-
ian government website as a reaction to the country’s lack of internet access. This
is one instance of defacement. In a message to the government, the hacktivist
blamed President Bashar al-Assad for the current state of affairs. The TeamrOOt
member urged that the rights of citizens to free speech, a normal life, and internet
access be respected. By doing this, he assured Syrians that the TeamrOOto group
was aware of them and would work to restore their freedom (Konig, 2014).

The phrase "disrupting a network by flooding it with simultaneous requests for da-
ta from thousands of computers” (Munivara Prasad et al., 2012, p. 13) describes
DDoS assaults. The attack that took over Estonia's network in April and May 2007
is a noteworthy example (Lesk, 2007; Mansfield-Devine, 2012; Ottis, 2008). Inter-
net users experienced a temporary loss of access to e-mail, electronic banking, and
other services as a result of the attacks. It should be clarified that a DDoS attack is
a more advanced type of DoS attack, which involves blocking services (Sauter,
2015). The goal of service blocking is to hinder or stop a website's regular opera-
tions.

Forms of hacktivism

Hacktivism refers to several types of electronic malice, including page swapping,
misdirection, information theft, information theft and dissemination, page parody,
virtual sabotage, and software development. Hacker culture places importance on
humour, much like the art-activist scene from which many hacktivists originate;
not unexpectedly, many hacktivists use humour to convey their points, or ‘for the
lulz’ (Coleman, 2013; Steinmetz, 2016). Hacktivists usually take pride in their tech
skills — their ability to implement hacktivism successfully or inventively (Coleman,
2017; Goerzen & Coleman, 2022; Postill, 2018).

Nevertheless, there are also significant differences between the various forms of
hacktivism (Karagiannopoulos, 2021). Varying forms of hacktivism relate to diverse
political cultures, represent different political orientations and lend themselves to
different types of political statements. These differences mean that hacktivists’
tactical choices about which forms of hacktivism to engage in represent larger dif-
ferences like varied types of hacktivism (de Certeau, 1984; Postill, 2014). The is-
sues targeted by hacktivism are as varied as their forms. One can distinguish be-
tween cyberwar participation, anti-corporate activism, actions aimed at defending
national sovereignty, information-sharing activities and anti-globalisation hack-
tivism. This division is based on the observed activities of activists online to date,
directed at their various chosen targets. This distinguishes hacktivist activities and
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emphasises the multiplicity of hacktivism’s forms, which are evolving as rapidly as
global societal developments.

Issues associated with the term

Hacktivism is a blend of socio-political activism with hacking, which poses difficul-
ty in identifying the movement. On the one hand, it is regarded as a manifestation
of online mobilisation; on the other, the phrase depicts illegal acts in virtual space
(Coleman, 2020). What characterises and at the same time distinguishes the ac-
tions of hacktivism from those of online activists is the directness in movement
and activities of a contentious nature, due to their greater effectiveness than the
passive forms of civic participation accepted by social activists through, for exam-
ple, signing a digital list in support of a particular cause. The dilemma presented is
in comprehending hacktivism as a form of civil disobedience (Delmas, 2018; Him-
ma, 2005). Hacktivism is assumed to fulfil the tenets of the four pillars of the con-
cept of civil disobedience because it is conducted openly, non-violently, conscien-
tiously, and usually adheres to norms of accountability (Shantz, 2020).

Huschle implies a more rigorous definition of civil disobedience and argues that
hacktivism often underperforms because it is not public enough and does not suf-
ficiently respect the law (Huschle, 2002). The broad conception of civil disobedi-
ence and thus the fluidity of the definition of hacktivism in academic works may
result in hacktivism being treated in media coverage and by governments as a
form of digital terrorism (Ireland, 2022; Vegh, 2005).

The term ‘cyber-terrorism’ was first used by Barry Collin, a senior research fellow at
the Security and Intelligence Institute in California, in 1980 (Mazanec, 2015). A
popular definition present in the literature defines cyber-terrorism as an illicit at-
tack or threat of attack on computers, networks and information. It is carried out
through computers, in pursuit of political objectives by intimidating and attempt-
ing to coerce state power or citizens to behave in certain ways. Denning’s defini-
tion presents cyber-terrorism as politically motivated hacking activities with the in-
tention of causing serious damage, such as loss of life or damage to an economic area
(Denning, 2001). Thus, one of the constitutive features of the definition of cybert-
errorism is the ability to commit specific terrorist actions using a computer and to
achieve disproportionate effects of failure, paralysis and disruption of institutions
and public facilities. The second aspect of the consequences of cyber-attacks is to
increase panic and escalate negative emotions in society by influencing, distorting
or controlling the information process, which consequently increases the effect
and efficiency of the overall terrorist action. The result is that numerous computer
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and information security experts or information warfare theory researchers in their
work describe cyber protesters as perpetrators and hacktivism as a moderate form
of cyberterrorism, as the methods of the intrusion and interference are similar, al-
though they differ significantly in motivation, scale and outcome. To summarise
the points raised thus far, it should be mentioned that there are more human ac-
tivities carried out in virtual spaces than just the hacktivism-related events shown
above. This is the result of social life’s intricacy and its digital environment (Gawel,
2021).

Usage of the term ‘hacktivism’

The term hacktivism has been consistently used over the years to describe a spec-
trum of digital activities aimed at advancing political or social causes. More re-
cently, the term has echoed through media reports covering actions by groups like
Anonymous, whose activities ranged from online protests against perceived injus-
tices to interventions during significant global events such as the Arab Spring.
WikilLeaks, with its mission to expose classified information, has also been integral
to the narrative of hacktivism. The evolving nature of the term is evident in discus-
sions surrounding nation-state cyber operations, as seen with the Stuxnet malware
targeting Iran’s nuclear facilities (Poroshyn, 2019; Stevens, 2020). In contemporary
contexts, news reports continue to use “hacktivism” to describe a variety of digital
actions, reflecting an ongoing intersection of technology, politics, and activism in
the digital age.

The term hacktivism has evolved into a complex meaning in popular culture and
among netizens as a result of a convergence of technology breakthroughs, so-
ciopolitical events, and media portrayals. Commonly understood as the amalgama-
tion of hacking techniques with activism, hacktivism has become synonymous with
digital protest and dissent in the collective consciousness. Netizens, representing a
diverse and digitally connected global community, frequently employ hacktivism to
describe online activities that challenge established power structures, demand
transparency, or seek to address perceived injustices. The term has thus evolved
beyond its initial association with cyber disruptions to encompass a broader range
of digitally mediated political expressions. In this contemporary context, hack-
tivism serves as a linguistic bridge between technology and activism, encapsulat-
ing the digital zeitgeist of an era where the internet plays a pivotal role in shaping
socio-political narratives.
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Conclusion

Based on the above analysis, it is clear that hacktivism has various guises. Un-
doubtedly, due to its nuanced complexity and heterogeneity, it has many support-
ers and opponents. Research on hacktivism involves scholars and researchers from
various disciplines, including computer science, sociology, political science, and cy-
ber security.

The study of hacktivism within the field of alternative media studies has evolved
over the years, and scholars like Stefania Milan and Arne Hintz have made signifi-
cant contributions to this intellectual history. Their works have shed light on the
intersection of technology, activism, and media, providing insights into the role of
hacktivism in shaping contemporary political landscapes (Hintz & Milan, 2009).
Milan’s work often focuses on the intersection of social movements, digital tech-
nology, and activism. In her book “Social Movements and Their Technologies:
Wiring Social Change” (2013), Milan explores how social movements adopt and
adapt digital technologies, including hacktivism, to advance their causes. She em-
phasises the importance of understanding the socio-technical practices of activists
engaged in hacktivism. Milan’s research also delves into the dynamics of global ac-
tivism networks, providing insights into the transnational nature of hacktivist cam-
paigns and their impact on political discourse.

In the context of hacktivism, Arne Hintz has contributed to understanding the
broader implications of digital activism. His work often explores how hacktivism
intersects with issues of surveillance, privacy, and freedom of expression (2009).
Also Beaufort has co-edited and edited volumes that address the changing land-
scape of media activism and hacktivism (Seethaler et al., 2023; Seethaler & Beau-
fort, 2017). For example, the book “Digital Media, Political Polarization and Chal-
lenges to Democracy” (Beaufort, 2020) examines how digital technologies, includ-
ing hacktivism, impact democratic processes.
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